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1 Overview

This document lists all the changes needed to correct problems in the TTCN implementation of test case 9.1.3.2, which is part of the LTE test suite. 

The test case can be demonstrated to run with one LTE UE (see section 6). Execution log files are provided as evidence. 
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3 Verification Test Summary

Test Case:
tc_9_1_3_2
Test Group:
NAS

ATS Version:
iwd-EUTRA-TVB2009-03_D09wk07
System Simulator used:
Anite Conformance Toolset
UE used:
LG Electronics LEO3 UE, Samsung Tanum.

Verification Status:
PASS
4 Corrections required for test case 9.1.3.2

4.1 Introduction

This section describes the changes required to make test case 9.1.3.2 run correctly with a LTE UE. The TTCN used to pass this test case belongs to iwd-EUTRA-TVB2009-03_D09wk07 release.

Change 1

	Testcase name
	f_TC_9_1_3_2_EUTRA ()

	Reason for change
	The UE’s security context should be deleted so that is ensured that UE at the beginning to test sequence does not have any valid EPS security context. This is done by sending attach request with cause “Illegal ME”.

	Summary of change
	Changed the preamble to send the Attach reject with cause illegal ME.

	Source of change
	NAS_SecurityMode.ttcn

	ETSI comments
	Accepted, but this change requires a prose CR.


Before:

	  f_EUTRA_NAS_Init(LTE_AllCellsOnSamePLMN,LTEsinglecell);

    // create cell and send out system information

    f_EUTRA_CellConfig_Def(eutra_CellA);

    // Preamble: The UE is in state Switched OFF (state 1)

    // ==========================================================================

    f_EUTRA_Preamble(eutra_CellA, STATE2_IDLEUPDATE);

    f_EUTRA_UE_Detach_SwitchOffUe(eutra_CellA, RRC_IDLE);
    f_EUTRA_TestBody_Set(true);

    fl_TC_9_1_3_2_Body();

    // Postamble

    f_EUTRA_TestBody_Set(false);


After:

	f_EUTRA_NAS_Init(LTE_AllCellsOnSamePLMN,LTEsinglecell);

    // create cell and send out system information

    f_EUTRA_CellConfig_Def(eutra_CellA);

    // Preamble: The UE is in state Switched OFF (state 1)

    // ==========================================================================

    //f_EUTRA_Preamble(eutra_CellA, STATE2_IDLEUPDATE);

    f_EUTRA_Preamble_Reject(eutra_CellA,tsc_EmmCause_IllegalMe);

    //f_EUTRA_UE_Detach_SwitchOffUe(eutra_CellA, RRC_IDLE);
    f_EUTRA_TestBody_Set(true);

    fl_TC_9_1_3_2_Body();

    // Postamble

    F_EUTRA_TestBody_Set(false);


4.2 Change 2

	Testcase name
	fl_TC_9_1_3_2_Body ()

	Reason for change
	1. Attach request will come without security as context is deleted in preamble.

2. All the NAS security key should be derived as they are not derived in preamble

3. Send the system control message to NAS EMU to indicate security has started.



	Summary of change
	1. Changed the security header for attach request message to No security. 

2. Added function to calculated NAS keys

3. Added function to send the SYSTEM_CTRL_REQ.

	Source of change
	NAS_SecurityMode.ttcn

	ETSI comments
	Accepted


Before:

	    // ==========================================================================

    // initialize constant test case data structures

    // ==========================================================================

    var HalfOctet_Type v_EpsBearerId := tsc_EpsDefaultBearerId; // EPS bearer identity (24.301 cl. 9.3.2);

    var ProcedureTransactionIdentifier v_EpsPti := '01'O;

    // get all data which are required for a GUTI

    var GutiParameters_Type v_GutiParams := f_EUTRA_CellInfo_GetGuti(eutra_CellA);

    var NasCount_Type v_NasCountUL;

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var NAS_UL_Message_Type v_PdnConnectivityRequest;

    var template (omit) ProtocolConfigOptions v_Pco := omit;

    var boolean v_EIT_Flag := false;

    var boolean v_IPallocationViaNasFlag :=  false;

    var template (omit) AccessPointName v_APN := omit;

    // ==========================================================================

    // temporary variable which is used when receiving NAS ASPs

    var NAS_MSG_Indication_Type v_NasInd;

    // stores UE network capabilities from ATTACH REQUEST to set incorrect

    // UE Security Capabilities in NAS SECURITY MODE COMMAND (Step 5).

    var bitstring v_UeSecurityCapabilities;

    //+ Step 1

    //+   The UE is switched on.

    f_UT_SwitchOnUE(UT, false); /* no USIM insertion */

    //+ Step 2

    //+   The UE transmits an ATTACH REQUEST message --> ATTACH REQUEST

    v_NasInd := f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellA,

                                               tsc_RRC_TI_Def,

                                               cr_EstablishmentCause_Any,

                                               cr_NAS_IndicationWithPiggybacking(tsc_SHT_IntegrityProtected,

                                                                                 cr_508_ATTACH_REQUEST(f_GetEAttachType()),

                                                                                 cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                                                                 f_GetPdnType())));

    v_PdnConnectivityRequest := v_NasInd.Pdu.PiggybackedPduList[0].Msg;

    v_EpsPti := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses

    // Get the PCO to be used later (TS 36.508 v.8.2.2 Table 4.7.3-6)

    if (ispresent( v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {

      v_Pco := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    }

    if (ispresent(v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.esmInfoTransferFlag)) {

      if ( v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.esmInfoTransferFlag.eitValue == '1'B ) {

        v_EIT_Flag := true;

      }

    }

    v_UeSecurityCapabilities := oct2bit(v_NasInd.Pdu.Msg.aTTACH_REQUEST.ueNetworkCapability.networkCap);

    //+ Step 3

    //+   The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS

    //+   authentication and AKA procedure. <-- AUTHENTICATION REQUEST

    //+ Step 4

    //+   The UE transmits an AUTHENTICATION RESPONSE message and establishes

    //+   mutual authentication. --> AUTHENTICATION RESPONSE

    v_SecurityParams := f_EUTRA_NAS_Authentication(eutra_CellA, tsc_SRB1,

                                                   v_SecurityParams,

                                                   tsc_SHT_NoSecurityProtection,

                                                   tsc_SHT_NoSecurityProtection,

                                                   f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity));

    //+ Step 5 (specific msg. content)

    //+   The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS

    //+   security. It is integrity protected and includes un matched replayed

    //+   security capabilities. <-- SECURITY MODE COMMAND

    SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext,

                                                cs_508_SECURITY_MODE_COMMAND(

                                                v_SecurityParams.NAS_Ciphering.Algorithm,

                                                v_SecurityParams.NAS_Integrity.Algorithm,

                                                v_SecurityParams.KSIasme,

                                                fl_InvalidateUeSecurityCapabilities(v_UeSecurityCapabilities)))));

    //+ Step 6 (specific msg. content)

    //+   Check: Does the UE transmit a NAS SECURITY MODE REJECT message with

    //+   cause 'UE security capabilities mismatch'? --> SECURITY MODE REJECT

    //+   [1,P]

    SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_NoSecurityProtection,

                                                      cr_SECURITY_MODE_REJECT(tsc_UeSecurityCapsMismatch))));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "");

    //+ Step 7

    //+   The SS Transmits an IDENTITY REQUEST message for IMSI (Security not

    //+   applied] <- IDENTITY REQUEST

    SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_NoSecurityProtection,

                                                cs_IDENTITY_REQUEST(tsc_IdType_IMSI))));

    //+ Step 8

    //+   The UE Transmits an IDENTIY RESPONSE message (Security not applied) ->

    //+   IDENTITY RESPONSE [1,P]

    SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_NoSecurityProtection,

                                                      cr_IDENTITY_RESPONSE(f_Imsi2MobileIdentity(px_IMSI_Def)))));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "");

    //+ Step 9

    //+   The SS transmits a SECURITY MODE COMMAND message to activate NAS

    //+   security. It is integrity protected and includes request to include

    //+   IMEISV <-- SECURITY MODE COMMAND

    //+ Step 10

    //+   The UE transmits a SECURITY MODE COMPLETE message and establishes the

    //+   initial security configuration. --> SECURITY MODE COMPLETE

    v_NasCountUL := fl_EUTRA_NAS_ActivateSecurity_IMEISV(eutra_CellA, v_SecurityParams);


After:

	   // ==========================================================================

    // initialize constant test case data structures

    // ==========================================================================

    var HalfOctet_Type v_EpsBearerId := tsc_EpsDefaultBearerId; // EPS bearer identity (24.301 cl. 9.3.2);

    var ProcedureTransactionIdentifier v_EpsPti := '01'O;

    // get all data which are required for a GUTI

    var GutiParameters_Type v_GutiParams := f_EUTRA_CellInfo_GetGuti(eutra_CellA);

    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId (v_GutiParams.PLMN_Identity);
    var NasCount_Type v_NasCountUL;

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var NAS_UL_Message_Type v_PdnConnectivityRequest;

    var template (omit) ProtocolConfigOptions v_Pco := omit;

    var boolean v_EIT_Flag := false;

    var boolean v_IPallocationViaNasFlag :=  false;

    var template (omit) AccessPointName v_APN := omit;

    // ==========================================================================

    // temporary variable which is used when receiving NAS ASPs

    var NAS_MSG_Indication_Type v_NasInd;

    // stores UE network capabilities from ATTACH REQUEST to set incorrect

    // UE Security Capabilities in NAS SECURITY MODE COMMAND (Step 5).

    var bitstring v_UeSecurityCapabilities;

    //+ Step 1

    //+   The UE is switched on.

    f_UT_SwitchOnUE(UT, false); /* no USIM insertion */

    //+ Step 2

    //+   The UE transmits an ATTACH REQUEST message --> ATTACH REQUEST

    v_NasInd := f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellA,

                                               tsc_RRC_TI_Def,

                                               cr_EstablishmentCause_Any,

                                               cr_NAS_IndicationWithPiggybacking(tsc_SHT_NoSecurityProtection, //NOTE 1
                                                                                 cr_508_ATTACH_REQUEST(f_GetEAttachType()),

                                                                                 cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                                                                 f_GetPdnType())));

    v_PdnConnectivityRequest := v_NasInd.Pdu.PiggybackedPduList[0].Msg;

    v_EpsPti := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses

    // Get the PCO to be used later (TS 36.508 v.8.2.2 Table 4.7.3-6)

    if (ispresent( v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {

      v_Pco := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    }

    if (ispresent(v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.esmInfoTransferFlag)) {

      if ( v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.esmInfoTransferFlag.eitValue == '1'B ) {

        v_EIT_Flag := true;

      }

    }

    v_UeSecurityCapabilities := oct2bit(v_NasInd.Pdu.Msg.aTTACH_REQUEST.ueNetworkCapability.networkCap);

    //+ Step 3

    //+   The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS

    //+   authentication and AKA procedure. <-- AUTHENTICATION REQUEST

    //+ Step 4

    //+   The UE transmits an AUTHENTICATION RESPONSE message and establishes

    //+   mutual authentication. --> AUTHENTICATION RESPONSE

    v_SecurityParams := f_EUTRA_Authentication_InitNAS(v_SecurityParams, v_PLMN); //NOTE 2
    v_SecurityParams := f_EUTRA_NAS_Authentication(eutra_CellA, tsc_SRB1,

                                                   v_SecurityParams,

                                                   tsc_SHT_NoSecurityProtection,

                                                   tsc_SHT_NoSecurityProtection,// Sandeep

                                                   f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity));

    //+ Step 5 (specific msg. content)

    //+   The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS

    //+   security. It is integrity protected and includes un matched replayed

    //+   security capabilities. <-- SECURITY MODE COMMAND

    f_EUTRA_SS_NAS_ConfigureSecurity(v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering); // NOTE 3
    SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext,

                                                cs_508_SECURITY_MODE_COMMAND(

                                                v_SecurityParams.NAS_Ciphering.Algorithm,

                                                v_SecurityParams.NAS_Integrity.Algorithm,

                                                v_SecurityParams.KSIasme,

                                                fl_InvalidateUeSecurityCapabilities(v_UeSecurityCapabilities)))));

    //+ Step 6 (specific msg. content)

    //+   Check: Does the UE transmit a NAS SECURITY MODE REJECT message with

    //+   cause 'UE security capabilities mismatch'? --> SECURITY MODE REJECT

    //+   [1,P]

    SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_NoSecurityProtection,

                                                      cr_SECURITY_MODE_REJECT(tsc_UeSecurityCapsMismatch))));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "");

    //+ Step 7

    //+   The SS Transmits an IDENTITY REQUEST message for IMSI (Security not

    //+   applied] <- IDENTITY REQUEST

    SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_NoSecurityProtection,

                                                cs_IDENTITY_REQUEST(tsc_IdType_IMSI))));

    //+ Step 8

    //+   The UE Transmits an IDENTIY RESPONSE message (Security not applied) ->

    //+   IDENTITY RESPONSE [1,P]

    SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_NoSecurityProtection,

                                                      cr_IDENTITY_RESPONSE(f_Imsi2MobileIdentity(px_IMSI_Def)))));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "");

    //+ Step 9

    //+   The SS transmits a SECURITY MODE COMMAND message to activate NAS

    //+   security. It is integrity protected and includes request to include

    //+   IMEISV <-- SECURITY MODE COMMAND

    //+ Step 10

    //+   The UE transmits a SECURITY MODE COMPLETE message and establishes the

    //+   initial security configuration. --> SECURITY MODE COMPLETE

    v_NasCountUL := fl_EUTRA_NAS_ActivateSecurity_IMEISV(eutra_CellA, v_SecurityParams);


4.3 Other changes by MCC 160

The AccessPointName (v_APN) should not include the iei in the DL, but should be included in the Activate Default Bearer Request message.  This change (together with the optional sending and receiving of the ESM Information Transfer where required) should also be done in 9.1.2.1, 9.1.2.3, 9.1.2.4, 9.1.2.5, 9.1.3.1, f_EUTRA_IdleUpdated_Step5_17 and f_EUTRA_Authentication_NAS_AS_Security
Before:
    // ESM INFORMATION REQUEST/RESPONSE message

    if (v_EIT_Flag) {

      v_APN := f_ESM_InformationTransfer_GetAPN (eutra_CellA, v_EpsPti);

    }

    if (not isvalue(v_APN)) {

      v_APN := cs_AccessPointName (px_AccessPointName);

    }

    v_SecurityParams := f_EUTRA_RRC_ActivateSecurity(eutra_CellA,

                                                     v_SecurityParams,

                                                     v_NasCountUL);

    f_EUTRA_Security_Set(v_SecurityParams);

    //+ Step 11

    //+   The SS transmits an ATTACH ACCEPT message <-- ATTACH ACCEPT

    v_IPallocationViaNasFlag :=  f_CheckPCOforIPallocationViaNas (v_Pco); // See TS 36.508 v.8.2.2 Table 4.7.3-6

    f_EUTRA_RRCConnectionReconfigurationWithAttachAcceptAllParams(eutra_CellA,

                                                                  v_EpsBearerId,

                                                                  tsc_RRC_TI_Def,

                                                                  v_EpsPti,

                                                                  tsc_EAttachType_EpsOnly,

                                                                  f_GetPDNAddress(v_IPallocationViaNasFlag),

                                                                  f_GutiParameters2MobileIdentity(tsc_IEI_Guti,

                                                                                                  v_GutiParams),

                                                                  cs_TrackingAreaIdListDef_lv,

                                                                  omit,

                                                                  omit,

                                                                  omit,

                                                                  omit,

                                                                  omit);

After:

// ESM INFORMATION REQUEST/RESPONSE message

    if (v_EIT_Flag) {

      v_APN := f_ESM_InformationTransfer_GetAPN (eutra_CellA, v_EpsPti);

      v_APN.iei := omit;

    }

    if (not isvalue(v_APN)) {

      v_APN := cs_AccessPointName (px_AccessPointName);

    }

    v_SecurityParams := f_EUTRA_RRC_ActivateSecurity(eutra_CellA,

                                                     v_SecurityParams,

                                                     v_NasCountUL);

    f_EUTRA_Security_Set(v_SecurityParams);

    //+ Step 11

    //+   The SS transmits an ATTACH ACCEPT message <-- ATTACH ACCEPT

    v_IPallocationViaNasFlag :=  f_CheckPCOforIPallocationViaNas (v_Pco); // See TS 36.508 v.8.2.2 Table 4.7.3-6

    f_EUTRA_RRCConnectionReconfigurationWithAttachAcceptAllParams(eutra_CellA,

                                                                  v_EpsBearerId,

                                                                  tsc_RRC_TI_Def,

                                                                  v_EpsPti,

                                                                  tsc_EAttachType_EpsOnly,

                                                                  f_GetPDNAddress(v_IPallocationViaNasFlag),

                                                                  f_GutiParameters2MobileIdentity(tsc_IEI_Guti,

                                                                                                  v_GutiParams),

                                                                  cs_TrackingAreaIdListDef_lv,

                                                                  omit,

                                                                  omit,

                                                                  omit,

                                                                  v_APN,

                                                                  omit);

5 Execution Log Files

5.1 Samsung Tanum UE

The Samsung Tanum UE passed this test case on the Anite Conformance Toolset solution with Snow 3G integrity algorithm. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file tc_9_1_3_2_Samsung-Log.html:

In the log file (in html format) the complete test case execution can be seen. All message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

5.2 LG Electronics LEO3 UE

The LG electronics LEO3 UE passed this test case on the Anite Conformance Toolset solution with Snow 3G integrity algorithm. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file tc_9_1_3_2_LG-Log.html:

In the log file (in html format) the complete test case execution can be seen. All message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

6 References

	[1]
	R5s100099: This archive comprises text format execution log file.
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