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----------------------------------------------------------- Skipped chapters ---------------------------------------------------------------
------------------------------------------------------- Start of first change -----------------------------------------------------------
9.1.4.2	UAS / Generic UE configuration update / Revocation
9.1.4.2.1	Test Purpose (TP)
(1)
with { the UE in 5GMM-REGISTERED state and successfully authenticated for UAS services through UUAA-MM procedure }
ensure that {
  when { the network informs informs UE about UUAA revocation with CONFIGURATION UPDATE COMMAND and initiates PDU session release with PDU SESSION RELEASE COMMAND for PDU sessions related to UAS services UE deregistration with DEREGISTRATION REQUEST using cause “UAS services not allowed”  }
    then { the UE acknowledges UUAA revocation information with CONFIGURATION UPDATE COMPLETE message and completes the PDU session release with PDU SESSION RELEASE COMPLETE messagede-registration procedure with DEREGISTRATION ACCEPT message }
            }

(2)
with { the UE in 5GMM-REGISTERED state and notified about revocation and successfully released PDU sessions related to UAS services }
ensure that {
  when { the network initiates UE deregistration with DEREGISTRATION REQUEST }
    then { the UE completes the de-registration procedure with DEREGISTRATION ACCEPT message }
            }


9.1.4.2.2	Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.501, clauses 4.22.2, 5.4.4.2, 5.4.4.3, 5.5.2.1 and 5.5.2.3.1. Unless otherwise stated these are Rel-17 requirements.
[TS 24.501, clause 4.22.2]
The 5GS supports the USS UAV Authorization and Authentication (UUAA) procedure for a UE supporting UAS services. Depending on operator policy or regulatory requirements, the UUAA-MM procedure can be performed by the UE and the AMF at a registration procedure as specified in subclause 5.5.1.2 or the UUAA-SM procedure can be performed by the UE and the SMF at a PDU session establishment procedure as specified in subclause 6.4.1.2. The UE shall support UUAA-MM and UUAA-SM, and the network shall support UUAA-SM and may optionally support UUAA-MM. The UUAA procedure needs to be performed by 5GS with USS successfully before the connectivity for UAS services is established.
During the registration procedure as described in subclause 5.5.1.2, the UE supporting UAS services provides CAA-level UAV ID to the AMF, and the AMF may trigger the UUAA-MM procedure. If the UE supporting UAS services does not provide CAA-level UAV ID to the AMF and the network is configured to perform UUAA-MM at registration procedure, the AMF may accept the registration request and shall mark in the UE's 5GMM context that the UE is not allowed to request UAS services. If the UE wants to use the UAS services by providing the CAA-Level UAV ID later on, the UE shall perform the registration procedure for mobility and periodic registration update.
When a UE supporting UAS services requests to establish a PDU session as described in subclause 6.4.1.2 for USS communication, the UE provides CAA-level UAV ID to the network, and the SMF may trigger the UUAA-SM procedure based on the DNN and S-NSSAI combination for aerial services according to the user's subscription data and the CAA-level UAV ID provided by the UE.
…
If the UUAA is revoked, the PDU session related to the UAS services shall be released by the SMF. Based on operator policy, the AMF may decide to keep the UE registered or trigger a de-registration procedure.After successful UUAA procedure, either the AMF or the SMF may initiate re-authentication of the UAV when required by the USS. If UUAA-MM fails during a re-authentication and there are PDU sessions established using UAS services, the AMF shall request the SMF to perform the release of these PDU sessions and may trigger a network-initiated de-registration procedure based on operator policy. If UUAA-SM fails during a re-authentication, the SMF shall release the PDU session related to re-authentication.
…
[TS 24.501, clause 5.4.4.2]
…
During an established 5GMM context, the network may send none, one, or more CONFIGURATION UPDATE COMMAND messages to the UE. If more than one CONFIGURATION UPDATE COMMAND message is sent, the messages need not have the same content.
…Upon receipt of the result of the UUAA-MM procedure from the UAS-NF, the AMF shall include:
a)	the service-level-AA response with the SLAR field set to:
1)	"Service level authentication and authorization was successful" if the AMF detects the UUAA-MM procedure has succeeded; or
2)	"Service level authentication and authorization was not successful or service level authorization is revoked" if the AMF detects the UUAA-MM procedure has failed;
b)	if the CAA-Level UAV ID is provided by the UAS-NF, the service-level device ID with the value set to the CAA-Level UAV ID; and;
c)	if a payload is received from the UAS-NF:
1)	the service-level-AA payload with the value set to the payload; and
2)	if a payload type associated with the payload is received, the service-level-AA payload type with the values set to the payload type; and
3)	if the payload type associated with the payload is for C2 authorization payload, the service-level-AA response with C2AR field set to either "C2 authorization was successful" or "C2 authorization was not successful or C2 authorization is revoked" according to the authorization result received from the UAS-NF;
Editor's note (pCR , UAS_Ph2):	Whether the C2AR can be received without C2 authorization payload is FSS
in the Service-level-AA container IE of the CONFIGURATION UPDATE COMMAND message.
NOTE 5:	UAS security information can be included in the UUAA payload by the USS as specified in 3GPP TS 33.256 [24B].
NOTE 5A:	The service-level-AA payload associated with the payload type "C2 authorization payload" can include pairing information for direct C2 communication.
NOTE 6:	If the AMF receives the HTTP code set to "4xx" or "5xx" as specified in 3GPP TS 29.500 [20AA] or the AMF detects that the UUAA-MM failure as specified in 3GPP TS 29.256 [21B], then the AMF considers the UUAA-MM procedure has failed.
If the AMF needs to deliver to the UE the UUAA revocation notification received from the UAS-NF, the AMF shall include the service-level-AA response with SLAR set to "Service level authentication and authorization was not successful or service level authorization is revoked" in the Service-level-AA container IE of the CONFIGURATION UPDATE COMMAND message.
…
[TS 24.501, clause 5.4.4.3]
Upon receiving the CONFIGURATION UPDATE COMMAND message, the UE shall stop timer T3346 if running and use the contents to update appropriate information stored within the UE.
[bookmark: _Hlk142566451]If "acknowledgement requested" is indicated in the Acknowledgement bit of the Configuration update indication IE in the CONFIGURATION UPDATE COMMAND message, the UE shall send a CONFIGURATION UPDATE COMPLETE message.
…
If the CONFIGURATION UPDATE COMMAND message includes the service-level-AA response in the Service-level-AA container IE with the SLAR field set to "Service level authentication and authorization was not successful or service level authorization is revoked", the UE shall forward the service-level-AA response to the upper layers, so the UUAA authorization data is deleted as specified in 3GPP TS 33.256 [24B].If the UE supporting UAS services is not currently registered for UAS services and the CONFIGURATION UPDATE COMMAND message includes the service-level-AA service status indication in the Service-level-AA container IE with the UAS field set to "UAS services enabled", then the UE passes the service-level-AA service status indication to the upper layers
…
[TS 24.501, clause 5.5.2.1]
The de-registration procedure is used:
…
h)	by the network to inform the UE supporting UAS service that it is deregistered for UAS services in 5GS.
[TS 24.501, clause 5.5.2.3.1]
The network initiates the de-registration procedure by sending a DEREGISTRATION REQUEST message to the UE (see example in figure 5.5.2.3.1.1).
NOTE 1:	If the AMF performs a local de-registration, it will inform the UE with a 5GMM messages (e.g. SERVICE REJECT message or REGISTRATION REJECT message) with 5GMM cause #10 "implicitly de-registered" only when the UE initiates a 5GMM procedure.
The network may include a 5GMM cause IE to specify the reason for the DEREGISTRATION REQUEST message. The network shall start timer T3522. The network shall indicate whether re-registration is needed or not in the De-registration type IE. The network shall also indicate via the access type whether the de-registration procedure is:
a)	for 3GPP access only;
b)	for non-3GPP access only; or
c)	for 3GPP access, non-3GPP access or both when the UE is registered in the same PLMN for both accesses.
…
If the network de-registration is triggered due to:
…
b)	an UUAA revocation notification received from the UAS-NF for a UE supporting UAS service requesting UAS services; or
…
then the network shall set the 5GMM cause value in the DEREGISTRATION REQUEST message to #79 "UAS services not allowed".
NOTE 3:	If the UE supporting UAS service has requested other services than UAS services, or if there are other ongoing network slice-specific authentication and authorization on pending NSSAIs, it is then an operator policy or configuration decision whether to keep the UE supporting UAS service registered to the network, but that UE supporting UAS services is not allowed to access UAS services via 5GS as specified in 3GPP TS 23.256 [6AB].
…
The AMF shall trigger the SMF to release locally the PDU session(s) over the indicated access(es), if any, for the UE and enter state 5GMM-DEREGISTERED-INITIATED. If a PDU session is associated with one or more multicast MBS sessions, the SMF shall consider the UE as removed from the associated multicast MBS sessions.


Figure 5.5.2.3.1.1: Network-initiated de-registration procedure

9.1.4.2.3	Test description
9.1.4.2.3.1	Pre-test conditions
System Simulator:
-	NGC Cell A.
UE:
-	None.
Preamble:
-	The UE is in state 3N-A on NGC Cell A according to TS 38.508-1 [4] and successfully authenticated for aerial services through UUAA-MM.
9.1.4.2.3.2	Test procedure sequence
Table 9.1.4.2.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS transmits CONFIGURATION UPDATE COMMAND including service-level-AA response with SLAR field set to "Service level authentication and authorization was not successful or service level authorization is revoked".
	<--
	CONFIGURATION UPDATE COMMAND
	-
	-

	2
	Check: Does the UE transmit CONFIGURATION UPDATE COMPLETE message?
	-->
	CONFIGURATION UPDATE COMPLETE
	1
	P

	3
	The SS transmits an RRCReconfiguration message and a PDU SESSION RELEASE COMMAND including 5GSM cause #29 “user authentication or authorization failed”
	<--
	NR : RRCReconfiguration
5GSM: PDU SESSION RELEASE COMMAND
	-
	-

	-
	EXCEPTION: Depending upon UE implementation, step 4 and 5 can occur in any order
	-
	-
	-
	-

	4
	The UE transmits a RRCReconfigurationComplete
	-->
	NR RRC: RRCReconfigurationComplete
	-
	-

	5
	Check: Does the UE complete PDU session release procedure by sending PDU SESSION RELEASE COMPLETE?
	-->
	5GSM: PDU SESSION RELEASE COMPLETE
	1
	P

	63
	The SS transmits a DEREGISTRATION REQUEST message with 5GMM cause #79 “UAS services not allowed”.
	<--
	DEREGISTRATION REQUEST
	-
	-

	74
	Check: Does the UE transmit a DEREGISTRATION ACCEPT message?
	-->
	DEREGISTRATION ACCEPT
	21
	P



9.1.4.2.3.3	Specific message contents
Table 9.1.4.2.3.3-1: CONFIGURATION UPDATE COMMAND (step 1, table 9.1.4.2.3.2-1)
	Derivation Path: 38.508-1 table 4.7.1-19

	Information Element
	Value/remark
	Comment
	Condition

	Service-level-AA container
	
	
	

	  Length of Service-level-AA container contents
	‘00000011’B
	Service-level-AA response is a type 4 IE with length of 3 octets.
	

	  Service-level-AA container contents
	
	
	

	    Type of service-level-AA parameter
	‘00110000’B
	Service-level-AA response.
	

	    Length of service-level-AA parameter
	‘00000001’B
	Service-level-AA response value length is 1 octet.
	

	    Value of service-level-AA parameter
	‘00000010’B
	Service level authorization is revoked.
	



Table 9.1.4.2.3.3-2: CONFIGURATION UPDATE COMPLETE (step 2, table 9.1.4.2.3.2-1)
	Derivation Path: 38.508-1 clause 4.7.1-20



Table 9.1.4.2.3.3-3: PDU SESSION RELEASE COMMAND (step 3, table 9.1.4.2.3.2-1)
	Derivation Path: 38.508-1 table 4.7.2-14

	Information Element
	Value/remark
	Comment
	Condition

	PDU session ID
	The same ID that was allocated for UAS services in the preamble.
	
	

	5GSM cause
	‘0001 1101’B
	user authentication or authorization failed
	



Table 9.1.4.2.3.3-4: RRCReconfiguration (step 3, Table 9.1.4.2.3.2-1)
	Derivation Path: TS 38.508-1 [4] Table 4.9.21.3-1



Table 9.1.4.2.3.3-5: RRCReconfigurationComplete  (step 4, Table 9.1.4.2.3.2-1)
	Derivation Path: TS 38.508-1 [4] Table 4.6.1-14



Table 9.1.4.2.3.3-6: PDU SESSION RELEASE COMPLETE (step 5, Table 9.1.4.2.3.2-1)
	Derivation Path: TS 38.508-1 [4] Table 4.7.2-15



Table 9.1.4.2.3.3-7: DEREGISTRATION REQUEST (step 6, Table 9.1.6.2.3.3.2-1)
	Derivation path: TS 38.508-1 [4] Table 4.7.1-14

	Information Element
	Value/Remark
	Comment
	Condition

	5GMM cause
	‘01001111’B
	UAS services not allowed
	



Table 9.1.4.2.3.3-8: DEREGISTRATION ACCEPT (step 7, Table 9.1.6.2.3.3.2-1)
	Derivation path: TS 38.508-1 [4] Table 4.7.1-15



TBD
-------------------------------------------------------- End of first change -----------------------------------------------------------
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