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GCF Steering Group Meeting #94	S-23-047r1
	28-30 March 2023, Düsseldorf (Hybrid Meeting)

	
	


Liaison Statement

For submission to:	3GPP SA3 and 3GPP RAN5
Copy to:	GCF CAG/FTAG, GSMA TSG, GSMA Fraud & Security Group, CTIA/PTCRB







Source:	GCF Steering Group	Document: S-23-047r1
Subject:	Non-Support of Ciphering Algorithm GEA2
Contact Person:	Hajo.Schulze@vodafone.com (Vodafone GmbH)

Summary of Content
GCF has implemented relevant certification criteria to ensure that Mobile Stations do not support GEA2 if they are REL-16 and higher. GCF has also implemented transparency in their Certification Declaration to indicate which of the UEs of REL-15 and earlier do support GEA2.
Unfortunately, there are still quite a number of UE certifications which indicate implementation of GEA2.
Identically to GEA1, the GPRS ciphering algorithm GEA2 is known as being not secure since many years, but we experience that an unacceptably high number of devices are being GCF certified supporting GEA2 which have a pre-REL-16 GPRS implementation. Instead of a decrease we can see from the product statistics even a significant increase (almost double!) of devices certified with support of GEA2!
GCF understands that making use of the compromised ciphering algorithms in Mobile Stations is diluting the integrity of the 3GPP radio technologies, being known as very secure all over the world, and GCF would like to support 3GPP in abandoning such security leaks.
However, current 3GPP specifications still allow pre-REL-16 Mobile Stations to implement GEA2, and for REL-6…REL-10 Mobile Stations, GEA2 is even a mandatory feature!
GCF SG has already agreed in principle at their meeting #94, 28-30 March 2023, that from GCF-CC Version 3.90 onwards (July 2023), devices can only be certified which do not support GEA2, irrespective of their implemented 3GPP Release.
It is not desirable that GCF applies stronger or even contradicting certification criteria than outlined in the related 3GPP standards. In order to fully prevent implementation of insecure ciphering algorithms, GCF would like to request 3GPP SA WG3 to explicitly prohibit support of GEA2 in all releases of TS 43.020. GCF would also like to request 3GPP RAN5 to remove mandatory status of GEA2 in 3GPP Conformance Test Specifications with immediate effect.

Actions
3GPP SA3: To explicitly prohibit support of GEA2 in all releases of TS 43.020.
3GPP RAN5: To remove mandatory status of GEA2 in 3GPP Conformance Test Specifications with immediate effect.

Dates of Next Meeting
GCF SG#95:	27-29 June 2023
GCF CAG#75:	25-26 July 2023
GCF FTAG#72:	27 July 2023
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