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<Start of Changed Section>
12.1.6.4	PC5-only operation / Sidelink failure / Sidelink radio link failure / Reception side
12.1.6.4.1	Test Purpose (TP)
(1)
with { UE has established PC5 RRC connection with peer UE on unicast sidelink }
ensure that {
  when { UE fails the integrity check on SL SRB2 }
    then { UE releases PC5-RRC connection and indicates the release to upper layer }
         }

(2)
with { UE has established PC5 RRC connection with peer UE on unicast sidelink }
ensure that {
  when { UE fails the integrity check on SL SRB3 }
    then { UE releases PC5-RRC connection and indicates the release to upper layer }
         }

12.1.6.4.2	Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 38.331 [22], subclause 5.8.9.3. Unless otherwise stated these are Rel-16 requirements.
[TS 38.331, clause 5.8.9.3]
The UE shall:
…
1>	upon integrity check failure indication from sidelink PDCP entity concerning SL-SRB2 or SL-SRB3 for a specific destination:
2>	consider sidelink radio link failure to be detected for this destination;
2>	release the DRBs of this destination, in according to sub-clause 5.8.9.1a.1;
2>	release the SRBs of this destination, in according to sub-clause 5.8.9.1a.3;
2>	discard the NR sidelink communication related configuration of this destination;
2>	reset the sidelink specific MAC of this destination;
2>	consider the PC5-RRC connection is released for the destination;
2>	indicate the release of the PC5-RRC connection to the upper layers for this destination (i.e. PC5 is unavailable);
2>	if UE is in RRC_CONNECTED:
3>	perform the sidelink UE information for NR sidelink communication procedure, as specified in 5.8.3.3;
NOTE:	It is up to UE implementation on whether and how to indicate to upper layers to maintain the keep-alive procedure [55].
12.1.6.4.3	Test description
12.1.6.4.3.1	Pre-test conditions
System Simulator:
-	SS-UE
-	Operating as NR sidelink communication device on the resources (i.e. the frequency included in pre-configuration) that UE is expected to use for transmission and reception via PC5 interface.
-	GNSS simulator
UE:
· UE is authorised to perform NR sidelink communication.
Preamble:
-	The UE is in state 4-A as defined in TS 38.508-1 [4], subclause 4.4A using generic procedure parameter Sidelink (On), Cast Type (Unicast), GNSS Sync (On).
12.1.6.4.3.2	Test procedure sequence
Table 12.1.6.4.3.2-1: Main behaviour
	St

	Procedure

	Message Sequence
	TP

	Verdict


	
	
	U - S
	Message
	
	

	1
	The SS-UE transmits a DIRECT LINK IDENTIFIER UPDATE REQUEST message integrity protected on SL-SRB2. The MAC-I is corrupted so as to result in integrity failure at UE.
	<--
	PC5-S: DIRECT LINK IDENTIFIER UPDATE REQUEST
	-
	-

	2
	Check: Does the UE transmit a DIRECT LINK RELEASE REQUEST message.
	-->
	PC5-S: DIRECT LINK RELEASE REQUEST
	1
	P

	3
	SS-UE transmits a DIRECT LINK RELEASE ACCEPT message.
	<--
	PC5-S: DIRECT LINK RELEASE ACCEPT
	-
	-

	4-10
	Steps 1 to 7 of the Procedure for establishing unicast mode sidelink communication in TS 38.508-1 [4] Table 4.9.22.2.2-1 are executed to successfully complete.
	-
	-
	-
	-

	11
	The SS-UE transmits an RRCReconfigurationSidelink message integrity protected on SL-SRB3. The MAC-I is corrupted so as to result in integrity failure at UE.
	<--
	PC5 RRC: RRCReconfigurationSidelink
	-
	-

	12
	Check: Does the UE transmit a DIRECT LINK RELEASE REQUEST message.
	-->
	PC5-S: DIRECT LINK RELEASE REQUEST
	2
	P

	13
	The SS-UE transmits a DIRECT LINK RELEASE ACCEPT message.
	<--
	PC5-S: DIRECT LINK RELEASE ACCEPT
	-
	-



12.1.6.4.3.3	Specific message contents
None
<End of Changed Section>
