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[bookmark: _Hlk24029332]Table 5.5.3.10-1: MCData Protected Payload Message from the UE
	Derivation Path: TS 33.180 [94] clause 8.5.4

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Message Type
	Same message type as in the MCData message contained as Payload but with bit 7 set to '1'B"01000011"
	Message type – Data Payload
	
	PROTECTED_MESSAGE

	
	'7A'O
	IEI
	TS 24.282 [87] clause 15.1.4
	PROTECTED_PAYLOAD

	Date and Time
	Any allowed valueThe current date and time
	Date and Time of creation of protected payload message
	
	

	Payload ID
	Any allowed value“1”
	The identifier for the payload.
	
	

	Payload sequence number
	Any allowed value“1”
	The sequence number of the protected payload.
	
	

	Payload Algorithm
	'01'O“DP_AES_128_GCM”
	DP_AES_128_GCMProtection of payloads shall support the following algorithms (cipher suites): DP_AES_128_GCM and DP_AES_256_GCM
	
	

	Signalling algorithm
	not present
	
	
	

	IV
	Any allowed value“11011100 10111001 00001000 01010001 01010000 10110011 11001111 00100001 11100010 11110111 11011111 01011011 01010100 00101100 00100101 10100010”
	Initialisation vector (or nonce) for message.
Length depends on the algorithm and key used.
128 bits or 256 bits depending on the algorithm.
	
	

	DPPK-ID
	PCK-ID
	Key identifier
128 bits or 256 bits depending on the algorithm
For one-to-one communications, DPPK-ID shall be the PCK-ID. For group communications, the DPPK ID shall be the GMK-ID
	
	PROTECTED_PAYLOAD, PCK

	
	GMK-ID
	
	
	GMK

	
	CSK-ID
	
	
	CSK

	Payload
	
	Protected Payload (Ciphertext)
	TS 24.282 [87] clause 15.2.13
	

	  Payload IEI
	'78'O
	Value as used in MCData messages in TS 24.282 [87] 
	
	

	  Length of Payload contents
	length of the content
	
	
	

	  Payload content type
	'02'O“00000001”
	BINARYTEXT
	
	

	  Payload contents
	Any allowed value Encrypted MCData message (NOTE 1)
	Example: “abcdEFGH”
	
	PROTECTED_MESSAGE

	
	Encrypted Payload(s) of the unprotected DATA PAYLOAD message (NOTE 2)
	
	
	PROTECTED_PAYLOAD

	NOTE 1:	The whole message is encrypted (including its message type)
NOTE 2:	The whole payload(s) are encrypted (including their IEI and length); in general there is only one payload



	Condition
	Explanation

	[bookmark: _Hlk85227436]PROTECTED_MESSAGE
	The MCData Protected Payload message contains a whole encrypted MCData message

	PROTECTED_PAYLOAD
	The MCData Protected Payload message contains the Payload IE(S) of the MCData DATA PAYLOAD message

	PCK
	Encryption uses PCK

	GMK
	Encryption uses GMK

	CSK
	Encryption uses CSK



[bookmark: _Hlk85215887]Table 5.5.3.10-2: MCData Protected Payload Message from the SS
	Derivation Path: TS 33.180 [94] clause 8.5.4

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Message Type
	Same message type as in the MCData message contained as Payload but with bit 7 set to '1'B"01000011"
	Message type – Data Payload
	
	PROTECTED_MESSAGE

	
	'7A'O
	IEI
	TS 24.282 [87] clause 15.1.4
	PROTECTED_PAYLOAD

	Date and Time
	The current date and time
	Date and Time of creation of protected payload message
	
	

	Payload ID
	“1”
	The identifier for the payload.
	
	

	Payload sequence number
	“1”
	The sequence number of the protected payload.
	
	

	Payload Algorithm
	'01'O“DP_AES_128_GCM”
	DP_AES_128_GCMProtection of payloads shall support the following algorithms (cipher suites): DP_AES_128_GCM and DP_AES_256_GCM
	
	

	Signalling algorithm
	not present
	
	
	

	IV
	'DCB9085150B3CF21E2F7DF5B542C25C2'O“11011100 10111001 00001000 01010001 01010000 10110011 11001111 00100001 11100010 11110111 11011111 01011011 01010100 00101100 00100101 10100010”
	Initialisation vector (or nonce) for message.
Length depends on the algorithm and key used.
128 bits or 256 bits depending on the algorithm.
	
	

	DPPK-ID
	PCK-IDPCK-ID
	Key identifier
128 bits or 256 bits depending on the algorithm
For one-to-one communications, DPPK-ID shall be the PCK-ID. For group communications, the DPPK ID shall be the GMK-ID
	
	PROTECTED_PAYLOAD, PCK

	
	GMK-ID
	
	
	GMK

	
	CSK-ID
	
	
	CSK

	Payload
	
	Protected Payload (Ciphertext)
	TS 24.282 [87] clause 15.2.13
	

	  Payload IEI
	'78'O
	Value as used in MCData messages in TS 24.282 [87] 
	
	

	  Length of Payload contents
	length of the content
	
	
	

	  Payload content type
	'02'O“00000001”
	BINARYTEXT
	
	

	  Payload contents
	Encrypted MCData message (NOTE 1)“abcdEFGH”
	
	
	PROTECTED_MESSAGE

	
	Encrypted Payload(s) of the unprotected DATA PAYLOAD message (NOTE 2)
	
	
	PROTECTED_PAYLOAD

	NOTE 1:	The whole message is encrypted (including its message type)
NOTE 2:	The whole payload(s) are encrypted (including their IEI and length); in general there is only one payload



	Condition
	Explanation

	PROTECTED_MESSAGE
	The MCData Protected Payload message contains a whole encrypted MCData message

	PROTECTED_PAYLOAD
	The MCData Protected Payload message contains the Payload IE(S) of the MCData DATA PAYLOAD message

	PCK
	Encryption uses PCK

	GMK
	Encryption uses GMK

	CSK
	Encryption uses CSK




