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8.2.2
Conformance requirement

Unless either the user or the application within the UE has determined that a continued registration is not required the UE shall reregister the public user identity either 600 seconds before the expiration time if the previous registration was for greater than 1200 seconds, or when half of the time has expired if the previous registration was for 1200 seconds or less, or when the UE intends to update its capabilities according to RFC 3840. 
The UE shall protect the REGISTER request using a security association, see 3GPP TS 33.203, established as a result of an earlier registration, if one is available.

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A.

On sending a REGISTER request that does not contain a challenge response, the UE shall populate the header fields as follows:

a)
an Authorization header, with:

-
the username directive set to the value of the private user identity;

-
the realm directive, set to the  value as received in the realm directive in the WWW Authenticate header;

-
the uri directive, set to the SIP URI of the domain name of the home network;

-
the nonce directive, set to last received nonce value; and

-
the response directive, set to the last calculated response;

b)
a From header set to the SIP URI that contains the public user identity to be registered;

c)
a To header set to the SIP URI that contains the public user identity to be registered;

d)
a Contact header set to include SIP URI(s) that contain(s) in the hostport parameter the IP address of the UE or FQDN and protected server port value bound to the security association;

e)
a Via header set to include the IP address or FQDN of the UE in the sent-by field and for the UDP the protected server port value bound to the security association, while for the TCP, the response is received on the TCP connection on which the request was sent;
NOTE 1:
If the UE specifies its FQDN in the host parameter in the Contact header and in the sent-by field in the Via header, then it has to ensure that the given FQDN will resolve (e.g., by reverse DNS lookup) to the IP address that is bound to the security association.

NOTE 2:
The UE associates two ports, a protected client port and a protected server port, with each pair of security associations. For details on the selection of the protected port value see 3GPP TS 33.203.

f)
an Expires header, or an expires parameter within the Contact header, set to 600 000 seconds as the value desired for the duration of the registration;

NOTE 3:
The registrar (S-CSCF) might decrease the duration of the registration in accordance with network policy. Registration attempts with a registration period of less than a predefined minimum value defined in the registrar will be rejected with a 423 (Interval Too Brief) response.

g)
a Request-URI set to the SIP URI of the domain name of the home network;

h)
a Security-Client header field, set to specify the security mechanism it supports, the IPsec layer algorithms for integrity and confidentiality protection it supports and the new parameter values needed for the setup of two new pairs of security associations. For further details see 3GPP TS 33.203 and RFC 3329;

i)
a Security-Verify header that contains the content of the Security-Server header received in the 401 (Unauthorized) response of the last successful authentication;

j)
the Supported header containing the option tag "path"; and

k)
the P-Access-Network-Info header set as specified for the access network technology (see subclause 7.2A.4).

On receiving the 200 (OK) response to the REGISTER request, the UE shall:

a)
store the new expiration time of the registration for this public user identity found in the To header value;

b)
store the list of URIs contained in the P-Associated-URI header value. This list contains the URIs that are associated to the registered public user identity;

c)
store the list of Service-Route headers contained in the Service-Route header, in order to build a proper preloaded Route header value for new dialogs and standalone transactions; and

d)
set the security association lifetime to the longest of either the previously existing security association lifetime, or the lifetime of the just completed registration plus 30 seconds.

When a 401 (Unauthorized) response to a REGISTER is received the UE shall behave as described in subclause 5.1.1.5.1. On receiving a 423 (Interval Too Brief) response to the REGISTER request, the UE shall:

- send another REGISTER request populating the Expires header or the expires parameter with an expiration timer of at least the value received in the Min-Expires header of the 423 (Interval Too Brief) response.

NOTE:
There may be public user identities which are automatically registered within the registrar (S-CSCF) of the user upon registration of one public user identity. Usually these automatically or implicitly registered public user identities belong to the same service profile of the user and they might not be available within the UE. The implicitly registered public user identities may also belong to different service profiles. The here-described procedures provide a different mechanism (to the 200 (OK) response to the REGISTER request) to inform the UE about these automatically registered public user identities.
Reference(s)

3GPP TS 24.229[10], clause 5.1.1.4.
8.2.3
Test purpose

1)
To verify that the UE can re-register a previously registered public user identity at either 600 seconds before the expiration time if the initial registration was for greater than 1200 seconds, or when half of the time has expired if the initial registration was for 1200 seconds or less; and 

2)
Extract or derive a public user identity, the private user identity, and the domain name to be used in the Request-URI in the registration; and
3)
To verify that the UE populates the header field in the REGISTER request with From, To, Via, Contact, Authorization, Expires, Security-Client, Security-verify, Supported, and P-Access-Network-Info headers; and

4)
Upon receiving 200 OK for REGISTER, the UE shall store the new expiration time of the registration for this public user identity, the list of URIs contained in the P-Associated-URI header value and use these values in the next re-register request.
8.2.4
Method of test

Initial conditions

UE contains either ISIM and USIM applications or only USIM application on UICC. UE is not registered to IMS services, but has an active PDP context and has discovered the SS as P-CSCF by executing the generic test procedure in Annex C.2 up to step 3.
SS is configured with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI) configured on the UICC card equipped into the UE. SS is able to perform AKAv1-MD5 authentication algorithm for that IMPI, according to 3GPP TS 33.203 [14] clause 6.1 and RFC 3310 [17].
Related ICS/IXIT Statement(s)
- UE supports all mandatory capabilities listed in the present Annex A (Yes/No)
- UE supports IPSec ESP confidentiality protection (Yes/No)
Test procedure

1-8) The same procedure as in subclause 8.1.4 are used with the exception that the SS sets the expiration time to 120 seconds in Step 4.

9)
Before half of the time has expired from the initial registration SS receives re-register message request with the From, To, Via, Contact, Authorization, Expires, Security-Client, Security-verify, Supported, and P-Access-Network-Info header fields.

10)
SS responds to the REGISTER request with valid 200 OK response with the list of URIs contained in the P-Associated-URI header value, the new expiration time (1200 seconds) of the registration for this public user identity.

11)
SS waits for the REGISTER request and verifies it is received at least 600 seconds  before the expected expiration time.

12)
SS responds to the REGISTER request with valid 200 OK response with the list of URIs contained in the P-Associated-URI header value, the new expiration time (1800 seconds) of the registration for this public user identity.

13)
SS waits for the REGISTER request and verifies it is received at least 600 seconds before the expected expiration time.

14)
SS responds to the REGISTER request with valid 200 OK response. SS shall populate the headers of the 200 OK response according to the 200 response for REGISTER common message definition.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1-8
	
	Messages in Initial Registration Test case (subclause 8.1.4)
	The same messages as in subclause 8.1.4 are used with the exception that in Step 4, the SS responds with 200 OK indicating 120 seconds expiration time.

	9
	(
	REGISTER
	The SS receives REGISTER from the UE 60 seconds before the expiration time set in the initial registration request.

	10
	(
	200 OK
	The SS responds with 200 OK indicating 1200 seconds expiration time.

	11
	(
	REGISTER
	The SS receives REGISTER from the UE 600 seconds before the expiration time set in step 10.

	12
	(
	200 OK
	The SS responds with 200 OK indicating 1800 seconds expiration time.

	13
	(
	REGISTER
	The SS receives REGISTER from the UE 600  seconds before the expiration time set in step 12

	14
	(
	200 OK
	The SS responds with 200 OK indicating the default expiration time.


Specific Message Contents

Messages in Step 1-8

Messages in Step 1-8 are the same as those specified in subclause 8.1.4 with the following exception for the 200 OK for REGISTER in Step 4:

Use the default message “200 OK for REGISTER” in annex A.1.3 with the following exceptions:

	Header/param
	Value/remark

	Contact
	

	
expires
	120


REGISTER (Step 9)

Use the default message “REGISTER” in annex A.1.1 with condition A2 "Subsequent REGISTER sent over security associations" and with the following exceptions:

	Header/param
	Value/remark

	Security-Client
	

	
spi-c
	new SPI number of the inbound SA at the protected client port

	
spi-s
	new SPI number of the inbound SA at the protected server port

	
port-c
	new protected client port needed for the setup of new pairs of security associations

	
port-s
	Same value as in the previous REGISTER


200 OK for REGISTER (Step 10)

Use the default message “200 OK for REGISTER” in annex A.1.3 with the following exceptions:

	Header/param
	Value/remark

	Contact
	

	
expires

	1200


REGISTER (Step 11)

Use the default message “REGISTER” in annex A.1.1 with condition A2 "Subsequent REGISTER sent over security associations" and with the following exceptions:

	Header/param
	Value/remark

	Security-Client
	

	
spi-c
	new SPI number of the inbound SA at the protected client port, may or may not be the same as in step 1

	
spi-s
	new SPI number of the inbound SA at the protected server port, may or may not be the same as in step 1

	
port-c
	new protected client port needed for the setup of new pairs of security associations, may or may not be the same as in step 1

	
port-s
	Same value as in the previous REGISTER


200 OK for REGISTER (Step 12)

Use the default message “200 OK for REGISTER” in annex A.1.3 with the following exceptions:

	Header/param
	Value/remark

	Contact
	

	
expires
	1800


REGISTER (Step 13)

Use the default message “REGISTER” in annex A.1.1 with condition A2 "Subsequent REGISTER sent over security associations" and with the following exceptions:

	Header/param
	Value/remark

	Security-Client
	

	
spi-c
	new SPI number of the inbound SA at the protected client port, may or may not be the same as in step 1 and 3

	
spi-s
	new SPI number of the inbound SA at the protected server port, may or may not be the same as in step 1 and 3

	
port-c
	new protected client port needed for the setup of new pairs of security associations, may or may not be the same as in step 1 or 3

	
port-s
	Same value as in the previous REGISTER


200 OK for REGISTER (Step 14)

Use the default message “200 OK for REGISTER” in annex A.1.3.
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