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Introduction
This paper aims to discuss the security issues on MO-SDT in Rel-17 and provide some proposals.
Discussion
Security Configuration for UL data
In legacy non-SDT mechanism, the control plane connection between UE and the network shall be established first, and then UE shall need to active UP encryption and/or UP integrity protection for subsequent user plane data transmission based on the network configuration. For state transition from inactive to connected, the legacy UE derives the security keys for data transmission based on NCC value and target cell information when the RRCResume message received. This is a classical design solution for data transmission. During SDT procedure, UE need to send the RRCResumerequest signalling and UL data packet simultaneously. According to the agreements in RAN2#112 meeting, the following agreements on security handling for first UL data transmission were achieved:
6 	In case of RRC-based solution, for both RACH and CG based solutions, the CCCH message contains ResumeMAC-I generated using the stored security key for RRC integrity protection – i.e same as Rel-16.
7    For both RACH and CG based solutions, new keys are generated using the stored security context and the NCC value received in the previous RRCRelease message (i.e. same as legacy procedure) and these new keys are used for generating the data of DRBs that are configured for SDT.
As mentioned above, UL data packets transmission use the legacy procedure to perform security protection. Unfortunately, the stage 2 description for SDT in TS38.300 does not clear address whether the security protection for UL data is needed. Moreover, all other related specifications, i.e., 38.331, 33.501, only specify the DRB security protection behaviour for legacy non-SDT mechanism. Therefore, in order to reflect the RAN2 agreements, we propose to add stage 2 description on security protection for UL data packets transmission in TS38.300.
Proposal 1: to add stage 2 description on security protection for UL data packets transmission in TS38.300.
UP Security Policy
Per TS33.501, since the UP security policy provided by the last serving node may be tampered with, the received UP security policy should be verified in Path Switch Request procedure only after UE state transits to RRC_CONNECTED. The corresponding procedure texts for the legacy State transition from RRC_INACTIVE to RRC_CONNECTED are copied below:
[bookmark: _Toc19634713][bookmark: _Toc26875773][bookmark: _Toc35528524][bookmark: _Toc35533285][bookmark: _Toc45028628][bookmark: _Toc45274293][bookmark: _Toc45274880][bookmark: _Toc51168137][bookmark: _Toc106197648]6.8.2.1.3	State transition from RRC_INACTIVE to RRC_CONNECTED to a new gNB/ng-eNB
After a successful transition from RRC_INACTIVE to RRC_CONNECTED the target gNB/ng-eNB shall perform Path Switch procedure with the AMF. The AMF shall verify the UE security capability as described in the clause 6.7.3.1, and the SMF shall veirfy the UE security policy as described in the clause 6.6.1.
[bookmark: _Toc19634674][bookmark: _Toc26875734][bookmark: _Toc35528485][bookmark: _Toc35533246][bookmark: _Toc45028589][bookmark: _Toc45274254][bookmark: _Toc45274841][bookmark: _Toc51168098][bookmark: _Toc106197606]6.6.1	UP security policy
If the target ng-eNB/gNB receives UE's UP security policy from the SMF in the Path-Switch Acknowledge message, the target ng-eNB/gNB shall update the UE's UP security policy with the received UE's UP security policy. If UE's current UP confidentiality and/or UP integrity protection activation is different from the received UE's UP security policy, then the target ng-eNB/gNB shall initiate intra-cell handover procedure which includes RRC Connection Reconfiguration procedure to reconfigure the DRBs to activate or de-activate the UP integrity/confidentiality as per the received policy from SMF
Moreover, as mentioned above, the RRC Connection reconfiguration is used to reconfigure UP integrity/confidentiality if the UP policy received from the last serving gNB is different from that received in Path Switch Response message. But for SDT procedure, since the UE RRC state is still keep in INACTIVE state and RRC Connection reconfiguration is also not applicable for INACTIVE state, it seems that the current specification does not applicable for SDT. In our understanding, the feasible solution is to send UE back to IDLE, or move the UE to RRC_Connected by sending RRCResume and update the security configuration via RRCReconfiguration for this case. Therefore, we propose to add a Note in TS38.300 on how to handling the case that the UP policy received from the last serving gNB is different from that received in Path Switch Response message. The Note could be as follows:
Note X: If the UP policy received from the last serving gNB is different from that received in Path Switch Response message, the receiving gNB could either send UE back to IDLE, or move the UE to RRC_Connected by sending RRCResume and update the security configuration via RRCReconfiguration.
Proposal 2: to add a Note in TS38.300 on how to handling the case that the UP policy received from the last serving gNB is different from that received in Path Switch Response message. The Note could be as follows:
Note X: If the UP policy received from the last serving gNB is different from that received in Path Switch Response message, the receiving gNB could either send UE back to IDLE, or move the UE to RRC_Connected by sending RRCResume and update the security configuration via RRCReconfiguration.
UL Data Transmission before Path Switch Request
[bookmark: _GoBack]The overall procedure for SDT procedure is illustrated in Figure 1. It is observed that the receiving node can deliver the UL data packets to core network upon receiving Retrieve UE Context Response message. In last RAN3 meeting, [1] propose to delete the green arrow of UL small data and DL small data between steps 4 and 5.


Figure 1 The overall procedure for SDT procedure over RACH with UE context relocation
According to the analysis in Section 2.1, the UL data packets need to active UP encryption and/or UP integrity protection based on the stored security context provided by the last serving gNB. Here we assume that the stored security context in UE side which provided by the last serving gNB via Uu interface is correct. However, in step 4, the UP security policy received from the last serving gNB may be tampered with. In this case the receiving gNB and UE may be configured with different UP security policy. In this regard, since the UL and DL data packets may not pass the integrity/confidentiality verification in gNB/UE PDCP layer, to handle these packets in gNB PDCP layer after Retrieve UE Context Response message may result in packet loss. Therefore, we propose to add a Note in TS38.300, which is “whether and when to deliver UL/DL data packets to UPF/UE in Step 3-6 is up to implementation”. 
Proposal 3: to add a Note in TS38.300, which is “whether and when to deliver UL/DL data packets to UPF/UE in Step 3-6 is up to implementation”
Proposal 4: to agree the corresponding CR [2].
Proposal
Based on the above analysis, we have the following Observation and proposals:
Proposal 1: to add stage 2 description on security protection for UL data packets transmission in TS38.300.
Proposal 2: to add a Note in TS38.300 on how to handling the case that the UP policy received from the last serving gNB is different from that received in Path Switch Response message. The Note could be as follows:
Note X: If the UP policy received from the last serving gNB is different from that received in Path Switch Response message, the receiving gNB could either send UE back to IDLE, or move the UE to RRC_Connected by sending RRCResume and update the security configuration via RRCReconfiguration.
Proposal 3: to add a Note in TS38.300, which is “whether and when to deliver UL/DL data packets to UPF/UE in Step 3-6 is up to implementation”
Proposal 4: to agree the corresponding CR [2].
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