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1	Introduction
In RAN3#117bis-e, the following agreements on network-controlled repeater management were achieved: 
	The NCR authorization indicator is provided from AMF to gNB explicitly over the NG interface. 
The discussion on RAN impact on validation function is pending to SA3 reply LS.
gNB-CU knows whether the connected gNB-DU supports NCR based on OAM configuration.
Down selection on all solutions which takes the feedback from SA3 and SA5 into account can be discussed in next RAN3 meeting.
The NCR-OAM connectivity requirement should be supported, further details can be discussed. 


And SA3 sends the reply LS [2] on NCR solutions as following: 
	SA3 has further discussion on the Questions from RAN3 and would like to share the views as below:
To SA3 Q1a: Is there any security issue for solution 2 which does not provide Uu security, non-protected NCR indication info and the OAM container in Step 5?
Answer to RAN3:
Yes. For solution 2, SA3 believes that this information can be tampered due to the lack of Uu security. It exposes the OAM indirectly to attacks over the air interface. 
To SA3 Q1b: Does SA3 believe that the NCR needs to be securely validated? Any security issue for configuring locally stored information in the gNB in Solution 1?
Answer to RAN3: 
For the 1st question in Q1b, SA3 is not clear about what does "validation" mean. 
For the 2nd question in Q1b, SA3 cannot provide answers before the security validation related steps in solution1 are clarified. In addition, the feasibility of such additional steps and what kind of information is stored in RAN are also unclear. Further clarification is expected.  


This contribution will discuss the potential solutions and impacts for network-controlled repeater management.
2	Discussion
2.1	Discussion on validation of NCR
The NCR validation procedure is mentioned during the SI phase but there is no consensus on this. SA3 also replies it not clear about validation. In our understanding, the validation is used for RAN or OAM to verify whether the NCR device is an expected device, such as based on some pre-configured information. 
In RAN3#117bis-e, RAN3 agreed that the NCR authorization indicator is provided from AMF to gNB explicitly over the NG interface and this can be applied any selected solution. This means CN will authorize the NCR-MT based on the subscription info. And after authorization, the NCR-MT can operate as a normal UE. We understand that the authorization procedure only can guarantee the NCR-MT is legal UE, but cannot guarantee the NCR device is an expected device. For example, the NCR device is deployed in an unexpected place or connect to an unexpected cell which may cause RF and interference problems. Hence, the validation procedure is necessary to avoid this issue.
Observation 1: The NCR validation is beneficial to avoid unexpected device to access the network.   
To support NCR validation, we think some information needs to be pre-configured to the NCR, e.g. NCR ID or token, etc. When RAN or OAM receives the NCR validation info, RAN or OAM can verify the NCR device by checking its stored information. If the validation is successful, the gNB can send NCR-specific side control information to NCR for further operation. It is worth noting that the NCR validation procedure is protected since the AS security is set up after the authorization by CN.
Observation 2: RAN or OAM can verify the NCR device based on some pre-configured info (e.g. NCR ID or token), and this procedure is protected by AS security.
Based on above analysis, we think NCR validation can be supported, and the pre-configured info can be further discussed.
Proposal 1: NCR validation can be supported by gNB or OAM, and the pre-configured info (e.g. NCR ID or token) can be further discussed.

2.2	Analysis on potential solutions
According to WID, down-selection of solutions in section 8 of TR 38.867[3] is needed taking into account the feedback of other working groups (i.e., SA3 and SA5), so we think solution 2 can be excluded due to the lack of Uu security based on SA3 reply LS. 
Proposal 2: Solution 2 can be excluded due to the lack of Uu security based on SA3 reply LS.
For other potential solutions, we think NCR validation in option 1 can be supported based on the above analysis. And considering RAN3 agreement, a NCR authorization indicator is needed, we suggest to consider a hybrid solution which incorporates solution 1, 3 and 4 as shown in Figure 1. 
In general, this solution mainly consists of two phases for identification and authorization of the NCR, i.e. the NCR-MT authorization procedure and NCR validation procedure.
For NCR-MT authorization procedure, NCR-MT is treated as normal UE, and performs legacy authorization procedure. It is noting that AMF will provide a NCR authorization indicator to gNB. And after this procedure, the AS security is set up successfully.
For NCR validation procedure, RAN or OAM is responsible for the validation of NCR device. Correspondingly, the following aspects can be enhanced to support the validation of NCR:
· NCR is pre-configured with a NCR-ID which uniquely identifies a network-controlled repeater, or a token used to verify whether it is unexpected device. 
· NCR reports the NCR-ID or token to gNB or OAM.
· gNB or OAM performs the validation procedure based on the NCR ID or token. The local subscription data info for NCR is stored in OAM. 
· If OAM performs the NCR validation, OAM needs to inform the validation result to gNB. 
· After successful validation, gNB can provide side control information to NCR.
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Figure 1
Proposal 3: A hybrid solution including NCR-MT authorization and NCR validation procedure can be considered for further discussion: 
· NCR is pre-configured with a NCR-ID which uniquely identifies a network-controlled repeater, or a token used to verify whether it is unexpected device. 
· NCR reports the NCR-ID or token to gNB or OAM.
· gNB or OAM performs the validation procedure based on the NCR ID or token. The local subscription data info for NCR is stored in OAM. 
· If OAM performs the NCR validation, OAM needs to inform the validation result to gNB. 
· After successful validation, gNB can provide side control information to NCR.

3	Conclusion
Here are the observations and proposals for NCR enhancement.
Observation 1: The NCR validation is beneficial to avoid unexpected device to access the network.   
Observation 2: RAN or OAM can verify the NCR device based on some pre-configured info (e.g. NCR ID or token), and this procedure is protected by AS security.
Proposal 1: NCR validation can be supported by gNB or OAM, and the pre-configured info (e.g. NCR ID or token) can be further discussed.
Proposal 2: Solution 2 can be excluded due to the lack of Uu security based on SA3 reply LS.
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