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1   Introduction
As known, the Counter Check procedure is used optionally to periodically perform a local authentication by RAN node, either eNB as defined in [1] or gNB as in [2]. The eNB/gNB is monitoring the PDCP COUNT values associated to each radio bearer. Procedures are shown as below.
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Figure 7.5-1: eNB periodic local authentication procedure
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Figure 6.13-1: gNB periodic local authentication procedure

In Option 7, since the UE is connected to ng-eNB as MN and gNB as SN, E-UTRA RRC counter check should be taken into account as well. Currently in TS 38.423, only NR RRC (38.331) is referred, which does not cover all the possibilities. In addition, legacy X2 specification captures the reference to SA3 procedure. Therefore, the same principle could be adopted for Xn interface.
The proposal is provided in Annex for support of NGEN-DC counter check procedure.

2   Reference

[1] 3GPP TS 33.401, “3GPP System Architecture Evolution (SAE); Security architecture”

[2] 3GPP TS 33.501, “Security architecture and procedures for 5G system”
TP to TS 38.423:
	*** Start of changes ***


8.3.8.2
Successful Operation




[image: image4.emf]M-NG-RAN node S-NG-RAN node

S-NODE COUNTER CHECK REQUEST


Figure 8.3.8.2-1: S-NG-RAN node Counter Check procedure, successful operation.

The S-NG-RAN node initiates the procedure by sending the S-NODE COUNTER CHECK REQUEST message to the M-NG-RAN node.
Upon reception of the S-NODE COUNTER CHECK REQUEST message, the M-NG-RAN node may perform the RRC counter check procedure as specified in TS 33.401 [29] and 33.501 [28].

	*** End of changes ***
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