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1. Introduction

At RAN2 NR#1 Ad-hoc, LS was sent to SA3 on the security aspects during state transition from RRC_INACTIVE to RRC_CONNECTED [2]. SA3 replied to RAN2 LS indicating different scenarios where UE is resuming in same cell, PDCP entity is not re-located and PDCP entity is re-located [3]. In our understanding the UE is not aware of the network architecture and hence cannot know whether the PDCP entity has re-located or not re-located. Therefore, the security framework should be designed with a uniform procedure regardless of the scenario i.e. PDCP entity has re-located or not re-located. In this contribution we discuss general security procedure for the transition from RRC_INACTIVE to RRC_CONNECTED in NR considering the agreements from RAN2#98 [1].
2. Discussion

2.1 Authentication Token 
In LTE, we may simply refer to the procedure for User Plane CIoT EPS optimizations (shortly CIoT) in Rel-13, which is re-used for LTE light connection.
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Figure 1 RRC Connection Resume procedure in different eNB for CIoT in LTE [4]
The figure shows the procedure when an RRC connection is resumed in an eNB (the new eNB) different from the one where the connection was suspended (the old eNB where the UE context was stored). Here the UE sends the RRCConnectionResumeRequest message to the new eNB which includes Resume ID, the establishment cause and authentication token. The authentication token is calculated in the same way as the short MAC-I used in RRC connection re-establishment with the following variable [4], [5]:
VarShortResumeMAC-Input UE variable

-- ASN1START

VarShortResumeMAC-Input-r13 ::=

SEQUENCE {


cellIdentity-r13





CellIdentity,

-- New eNB's

physCellId-r13






PhysCellId,


-- Old eNB's

c-RNTI-r13







C-RNTI,



-- in Old eNB

resumeDiscriminator-r13




BIT STRING(SIZE(1))

}

-- ASN1STOP

Then, the network responds with the RRCConnectionResume message which contains the NextHopChainingCount (NCC). The NextHopChainingCount is used to update the KeNB key based on the KASME key at the new eNB. It should be noted that the RRCConnectionResume message is not ciphered, since UE does not have the new KeNB key at the new eNB before receiving the NCC value from the network.
Observation#1: In LTE, the authentication token for UE verification is short MAC-I included in RRCConnectionResumeRequest message i.e. MSG3 which is sent on SRB0.

Observation#2: In LTE, the RRCConnectionResume message i.e. MSG4 upon successful verification and context retrieval is sent on SRB1 but MSG4 is not ciphered since UE does not have the NCC value.

Since RAN2 agreed at RAN2#98, that “Initial UE RRC message from RRC_INACTIVE (e.g. MSG3) should be sent on SRB0” this means the PDCP entity is by-passed for SRB0 and hence the authentication token cannot be full MAC-I but the short MAC-I (conform to LTE). Even though full MAC-I is more secure than short MAC-I but how the full MAC-I is generated if PDCP is by-passed is not clear. Discussion will be needed what information is required to derive the full MAC-I and which entity generates it. For the purpose of context retrieval from old gNB the short MAC-I serve the purpose and it is simple to derive. On receiving MSG3, the new gNB needs to contact the old gNB to retrieve the UE context and the old gNB requires the UE ID and authentication token to verify the UE. The old gNB verifies the UE and on verification provides the UE context to the new gNB. Therefore, we prefer the authentication token i.e. short MAC-I is derived using the old gNB key. We do not see the need to derive the short MAC-I using new key assuming UE is provided with security information to derive new key. There is no advantage in deriving the short MAC-I using new key. Also, the new key will be used in the new gNB after connection resumption so as a security principle the new key should not be used in the old gNB for generating the authentication token.
Observation#3: PDCP entity is bypassed for SRB0 and hence the authentication token included in MSG3 can be short MAC-I. The short MAC-I is generated using the old gNB key (conform to LTE). 
Based on the above discussion we propose the following: 
Proposal#1: The authentication token for UE verification included in MSG3 sent on SRB0 is shortMAC-I. The short MAC-I shall be generated using the old gNB key.
2.2 MSG4 Ciphering
RAN2 further agreed that “In case the RAN is successful in retrieving and verifying the UE context, MSG4 should be integrity protected and sent on SRB1”. The open issue is how ciphering can be achieved for MSG4 if sent on SRB1. If we achieve this aim in NR, then enhanced security level is provided in NR compared to LTE where MSG4 sent on SRB1 is not ciphered. However, it should be first analysed whether there is requirement to cipher MSG4. This depends on the contents of MSG4 and whether ciphering protection is required for those contents. Further MSG4 sent on SRB1 can be used to move the UE to CONNECTED (e.g. Cause MO-Data), return the UE to INACTIVE (e.g. Cause RAN update) or move the UE to IDLE (e.g. Cause redirection). Therefore the contents of MSG4 can be different depending on the network decision. However regardless of the contents of MSG4, it should be at least integrity protected so the UE can trust that MSG4 is coming from genuine gNB. Following contents can be foreseen when MSG4 is sent on SRB1:
· Wait timer: no real security threat (although service degradation), can be done unprotected

· Dedicated radio resource configuration/Redirection information: potential security threat, unprotected transfer is still network option
· UE identity: should be at least integrity protected but good to also have ciphering
· RAN area update information: should be at least integrity protected but good to also have ciphering
Observation#4: Contents of MSG4 sent on SRB1 should at least be integrity protected and ciphering of MSG4 sent on SRB1 would be desirable even though if there is no requirement to cipher the contents.

Observation#5: When RAN is successful in retrieving and verifying UE context, if MSG4 sent on SRB1 is integrity protected and ciphered, NR achieves enhanced security compared to LTE where MSG4 sent on SRB1 is not ciphered. 

2.3 Security key derivation

During the study item phase, RAN2 extensively discussed how to support uplink data transmission when UE is in RRC_INACTIVE state, and still two options (so-called Solutions A & B) are on the table. Even though the feature may not be supported in NR phase 1, the security solution for resume procedure should be forward-compatible to support the feature which enables uplink data transmission in MSG3 during the resume procedure. That is, if we allow sending data along with MSG3, the data with MSG3 and all the subsequent data at the same eNB should be ciphered with the same key, which should be the new key. As discussed in Section 2.1, LTE UE can have the new key only after receiving MSG4 since the MSG4 contains the NCC for the new key. We foresee one solution to achieve ciphering of MSG4 sent on SRB1 if the security information used to derive the new encryption key for MSG4 ciphering is provided to the UE by the old gNB when the UE was sent to RRC_INACTIVE. 

Observation#6: In NR, the security information can be provided to the UE prior to the resume procedure (i.e. when UE enters RRC_INACTIVE state) to derive the new key for decrypting MSG4 and encrypting data if sent in MSG3.

There can be several options for the security information i.e. it can be a simple counter or it can be nexthopchainingcount (NCC) or just an indication to refresh the key at every state transition. However, it to be noted that the [NH, NCC] is not always available at the gNB since it is provided by the core network. Just to note that in LTE handover command when NCC is provided (if the NCC is different than what the UE has stored) then UE performs vertical key derivation and if the NCC is same what the UE has stored then a horizontal key derivation is performed. It should be noted that in LTE, the NCC value is always provided by the target cell. For instance, the NCC value is provided in the handover command message (i.e. securityConfigHO) from the target cell, and for re-establishment and resume procedures, it comes directly from the target cell in MSG4. We would prefer the security information provided to the UE to be always available with the old gNB which sends the UE to RRC_INACTIVE. Regarding what security information is provided by the old gNB, RAN2 should consult SA3. A draft LS is provided in [6]. Based on the above discussion we propose the following: 

Proposal#2a: Security information to derive the new key is provided to the UE by the old gNB (i.e. via the RRCConnectionRelease kind of message) when the UE is sent to RRC_INACTIVE. Details of security information are FFS.
Proposal#2b: When RAN is successful in retrieving and verifying UE context, MSG4 sent on SRB1 should be ciphered using new key. The new key is derived by old gNB and provided to new gNB along with UE context.

Proposal#3: Send LS to SA3 informing above agreements and consulting on the overall security framework (eg. authentication token for UE verification, security information to be provided to UE for new key derivation etc.)
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Figure 2 Proposed procedure for INACTIVE to CONNECTED transition in NR

The above discussion can be summarized as depicted in Figure 2. When UE in RRC_INACTIVE state accesses the network (e.g. to enter RRC_CONNECTED state or just to send uplink data while remaining in RRC_INACTIVE state), it sends MSG3 (i.e. the RRCConnectionResumeRequest kind message) which includes Resume ID, the establishment cause and authentication token (i.e. shortResumeMAC-I). It should be noted that a UE can cipher the uplink data with the new key when UE sends data along with MSG3. Here we propose to generate the shortResumeMAC-I based on the old key. This is to prevent old gNB to perform complete key derivation (e.g. RRC and UP keys) after receiving the shortResumeMAC-I at step 2 above in 'Retrieve UE context Request' message. By having this, the new key does not have to be used at the old gNB. After receiving the UE context at step 3 and the new key generated by old gNB, the new gNB can decipher the uplink data if received along with MSG3. Also, MSG4 (i.e. the RRCConnectionResume kind message) can be encrypted as well with the new key.
3. Conclusion
Based on above discussion RAN2 is requested to discuss the following observations and agree the proposals:

Observation#1: In LTE, the authentication token for UE verification is short MAC-I included in RRCConnectionResumeRequest message i.e. MSG3 which is sent on SRB0.

Observation#2: In LTE, the RRCConnectionResume message i.e. MSG4 upon successful verification and context retrival is sent on SRB1 but MSG4 is not ciphered since UE does not have the NCC value.

Observation#3: PDCP entity is bypassed for SRB0 and hence the authentication token included in MSG3 can be short MAC-I. The short MAC-I is generated using the old gNB key (conform to LTE). 
Observation#4: Contents of MSG4 sent on SRB1 should at least be integrity protected and ciphering of MSG4 sent on SRB1 would be desirable even though if there is no requirement to cipher the contents.

Observation#5: When RAN is successful in retrieving and verifying UE context, if MSG4 sent on SRB1 is integrity protected and ciphered, NR achieves enhanced security compared to LTE where MSG4 sent on SRB1 is not ciphered. 

Observation#6: In NR, the security information can be provided to the UE prior to the resume procedure (i.e. when UE enters RRC_INACTIVE state) to derive the new key for decrypting MSG4 and encrypting data if sent in MSG3.

Proposal#1: The authentication token for UE verification included in MSG3 sent on SRB0 is shortMAC-I. The short MAC-I shall be generated using the old gNB key.
Proposal#2a: Security information to derive the new key is provided to the UE by the old gNB (i.e. via the RRCConnectionRelease kind of message) when the UE is sent to RRC_INACTIVE. Details of security information are FFS.  

Proposal#2b: When RAN is successful in retrieving and verifying UE context, MSG4 sent on SRB1 should be ciphered using new key. The new key is derived by old gNB and provided to new gNB along with UE context.

Proposal#3: Send LS to SA3 informing above agreements and consulting on the overall security framework (eg. authentication token for UE verification, security information to be provided to UE for new key derivation etc.)
4. ANNEX

At RAN2#98, following agreements were made [1]:

Agreements:

1
The RRC state transition from CONNECTED to IDLE follows one step procedure (e.g. release).

2
The RRC state transition from CONNECTED to INACTIVE follows one step procedure 

3
As a baseline, RRC state transition from INACTIVE to CONNECTED follows three-step procedure (e.g. request, response, complete). (3 steps from the Request message, i.e. not including any paging). Continue to discuss a 2 step procedure for the state transition if it can be used for all cases
4
As a baseline, network initiated RRC state transition from INACTIVE to IDLE follows INACTIVE to CONNECTED and then CONNECTED to IDLE.

Agreements for the case that the UE wants to transition from INACTIVE to CONNECTED

1
Initial UE RRC message from RRC_INACTIVE (e.g. MSG3) should be sent on SRB0

2
In case the RAN is successful in retrieving and verifying the UE context, MSG4 should be integrity protected and sent on SRB1

3
RAN2 aim that in case the RAN is successful in retrieving and verifying the UE context, MSG4 should be ciphered and sent on SRB1
FFS Whether there may be cases where message where the MSG4 cannot be ciphered.

4
If the UE received a resume message on MSG4 on SRB1 then the UE enters RRC Connected.

4a
If the UE received a message suspending the UE on MSG4 on SRB1 then the UE remains in RRC Inactive.

FFS In case the RAN is not successful in retrieving or verifying the UE context, MSG4 (can be at least be a message that requests the UE to trigger a new connection) will be sent on SRB0

FFS Whether MSG 4 can be a reject to idle. 

FFS When the UE receives in MSG4 on SRB0 then the UE releases at least the AS security context and UE NAS layer should be informed.
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