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1   Introduction

In RAN2 #99 meeting, the support of DRB integrity protection was discussed and the following agreement was achieved:

Agreements for NG-EN-DC and NE-DC and NR SA 

1
 UP integrity protection can be configured on a per radio bearer (i.e. per DRB) basis.

In RAN2 #NR AH2 meeting, the security aspect was discussed and an LS [1] was sent to SA3 to ask about the expected behaviour on DRB integrity check failure. In SA3 #88 meeting, this issue was discussed and SA3 sent an LS [2] back to RAN2. 

In this contribution, we will discuss the DRB integrity protection check failure handling from RAN2 perspective and some related proposals will be provided.

This paper is the revision of the R2-1713138 with the update of Proposal 1 and corresponding discussion part.

2   Discussion 
In RAN2 #97bis [1], the SgNB failure cases were discussed and the failure handling was agreed as follows:

Agreements:

1: In LTE-NR DC, following SgNB failure cases need to be supported:

-
SgNB RLF;

-
SgNB change failure;

-
exceeding the maximum uplink transmission timing difference (if EN-DC supports the synchronised operation case which is RAN1 decision);

-
SgNB configuration failure (only for message on SCG SRB);

-
SgNB RRC integrity check failure;

2: In LTE-NR DC, the UE shall report the SCGFailureInformation to the MeNB instead of triggering the reestablishment upon SgNB failure.

The SgNB RRC integrity check failure is a kind of SgNB failure case, and the UE shall report the SCGFailureInformation to the MeNB upon SgNB failure. However there is no conclusion on the IP check failure of DRB. Based on the agreement achieved in last RAN2 meeting, the UP integrity protection can be configured on a per DRB basis, then the SCG bearer and SCG split bearer can be configured with integrity protection in NG-EN-DC and NE-DC. Considering the PDCP of SCG bearer and SCG split bearer is located in SN, the integrity protection is performed by the SN.

Observation 1: For SCG split bearer and SCG bearer, the integrity protection is performed by SN.

In [1], RAN2 asks SA3 about the expected behaviour on DRB integrity protection check failure and SA3 sent the answer in LS [2] as follows:

	Q2.1: What should be the network and UE behaviour on DRB IP check failure? RAN2 discussed that options at least include discarding of the packet, triggering some kind of failure handling (e.g RLF or SCG failure) or something between these extremes, e.g. sending an indication to network of failed DRB IP check failure.

SA3 answer: 

The user plane integrity protection is introduced for scenario where there is an active attacker between the UE and RAN modifying or injecting data. The correct behaviour in this scenario is to discard the packets failing integrity check. 

If there is an attacker present between the UE and the gNB, it is possible on rare occasions when HFN rolls over, that the PDCP counts gets unsynchronized. A recovery mechanism from the desynchronization of the counters is possible. But the attacker may not go away and the threat may persist, hence the type of recovery mechanism (to do RLF failure or SCG failure) need to be decided judiciously by RAN2.  


Similar to the agreed handling upon SCG SRB integrity protection check failure, when SCG bearer IP check fails, the UE shall also report SCGFailureInformation to MeNB. For SCG split bearer, regarding the PDCP is located in SN, it should also perform the same behaviour.

In RAN2 #99bis, the handling upon IP check failure on SRB3 was agreed:

Agreements

1
IP check failure on SRB3 will trigger SCG failure procedure (same behaviour as for SCG failure triggered by other causes). 

2
New cause value in SCG failure message to inform MN of the IP check failure in SRB3.

Similar to the IP check failure on SRB3, the handling on SCG bearer and SCG split bearer in case of IP check failure should also be supported, i.e., the UE shall trigger SCGFailureInformation reporting with new cause value.

Proposal 1: SgNB integrity protection check failure handling should be supported for SCG bearer and SCG split bearer, i.e., the UE shall report SCGFailureInformation to MeNB upon IP check failure for SCG bearer ad SCG split bearer with new cause value.
According to the agreement, the integrity protection is configured per DRB basis. Under this condition, upon integrity protection check failure of dedicated DRB, if the UE does not inform MeNB of any other information, the network can only reconfigure all the DRBs. To our understanding, it is not necessary and it is preferred to reconfigure the failed DRBs only. To support this, the UE shall inform the MeNB the failure DRB ID.

Proposal 2: Upon DRB IP check failure, the UE shall inform MeNB of the failed DRB ID in the SCGFailureInformation.
3   Conclusion

In this contribution, the IP check failure handling is discussed for NG-EN-DC and NE-DC and the following proposals are provided:

Observation 1: For SCG split bearer and SCG bearer, the integrity protection is performed by SN.

Proposal 1: SgNB integrity protection check failure handling should be supported for SCG bearer and SCG split bearer, i.e., the UE shall report SCGFailureInformation to MeNB upon IP check failure for SCG bearer ad SCG split bearer with new cause value.
Proposal 2: Upon DRB IP check failure, the UE shall inform MeNB of the failed DRB ID in the SCGFailureInformation.
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