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At the RAN2 ad hoc of June 2017, it was observed (e.g. in [1]) that SA3 expect to support security on a per PDU session basis.  Further discussion in SA3#88 ([3], endorsed) and SA3#89 ([5], endorsed) reached several conclusions relevant to RAN2: 
(#4) It is agreed to have a single UP confidentiality algorithm.

(#5) It is agreed to have a single UP integrity protection algorithm (excluding discussion about no MAC-I) in phase 1, but not precluding per PDU in phase 2. 

(#6) For single connectivity, it is agreed to use AS SMC for negotiating UP confidentiality algorithm, similar to LTE, meaning that all PDU sessions will be protected using the same UP integrity protection algorithm. Dual connectivity case is FFS and will be based on RAN2 progress.

(#7) For single connectivity, it is agreed to use AS SMC for negotiating UP integrity protection algorithm. Dual connectivity case is FFS and will be based on RAN2 progress.

 (#8) It is agreed to use RRC signalling (similar to dual connectivity) for negotiating UP integrity protection activation, meaning that UP integrity is activated per DRB. This allows UP integrity to be activated for one DRB while not activated for another DRB. (requirements for UP integrity need to adapted).

(#9) It is agreed to use RRC signalling (similar to dual connectivity) for negotiating UP confidentiality activation, meaning that UP confidentiality is activated per DRB. This allows UP confidentiality to be activated for one DRB while not activated for another DRB. (requirements for UP confidentiality need to adapted).

(#10) It is agreed that same algorithms are used for RRC security and user plane security in phase 1. This does not preclude different algorithms in later phases.

This paper discusses the implications of the SA3 decisions and the needed procedures.
Discussion
Security activation at DRB granularity
In accordance with the SA3 decision, security activation should be specified at DRB granularity (and then the network can be responsible for assuring consistent settings at the PDU session level).  As indicated above, this decision includes ciphering as well as integrity.  Currently, the message structure in [4] provides only a common SecurityConfig for all the bearers in the RadioBearerConfig portion of the reconfiguration message, and PDCP-Config contains a flag for integrity protection but not for ciphering.
In principle, the settings could either take the form of algorithm selection (i.e. select the null algorithm to disable) or explicit indicators.  However, as indicated above, SA3 have taken the decision to have a single confidentiality algorithm, and for Rel-15 to have a single integrity algorithm as well for all a UE’s PDU sessions and consequently all DRBs.  Thus there is no immediate need to signal an algorithm per bearer; however, we should be mindful of the possible need in a future release to signal different integrity algorithms for different DRBs.  (An alternative would be to introduce the PDU session level into the RRC signalling, and signal to the UE an algorithm per PDU session; however, this would be rather disruptive to the message structure and we consider that it leads to cleaner signalling if the algorithm is indicated in the DRB structure.)
At this writing the DRB portion of PDCP-Config is not extensible; we suggest that it would be preferable to have it be extensible, to accommodate the possibility of a future release with additional per-DRB settings such as an integrity algorithm.
Proposal 1: Add a security setting to activate/deactivate ciphering to the PDCP-Config IE for the bearer configuration.
Proposal 2: The DRB structure in PDCP-Config should be extensible.
Security Mode Command and handover
Per the SA3 agreements above, it is agreed to use the AS SMC to indicate the user plane ciphering and integrity algorithms.  It is also agreed that for Rel-15 the same algorithms are used for the control and user planes.  This means that for this release, the SMC only needs to indicate a single pair of algorithms (as it does in LTE), trigger key derivation, and trigger activation of security on the control plane (only).  In essence the SMC keeps the same functions it has today.
Proposal 3: Maintain the structure of the SMC from LTE, i.e. it contains the per UE algorithm identifiers that will be used for both control and user plane.
[bookmark: OLE_LINK6]Proposal 4: As in LTE, receiving the SMC activates security on SRBs, configures the algorithms for both control and user plane security, and triggers derivation of the AS keys (except KUPint which can be derived only if needed, when a DRB with integrity protection is configured).
If a future release introduced algorithm selection at PDU session granularity, as suggested by the SA3 agreements, it should be possible to use the SMC to indicate default algorithms and override them on a per-bearer basis for bearers associated with PDU sessions using different algorithms (which would require some extension to the DRB structure in PDCP-Config).  The network would be responsible for coordinating the assignment of algorithms so that the different bearers of a PDU session were consistent.
In the case of handover, the securityConfig field in the RadioBearerConfig functions essentially as a new SecurityModeCommand message, i.e. it can provide a new set of algorithms.  As with the SecurityModeCommand, the existing structure will work.  On the other hand, the activation/deactivation of security per bearer needs to be handled in the bearer specific PDCP configuration in drb-ToAddMod.
Proposal 5: The handling of the security configuration in handover follows the decisions taken for the SecurityModeCommand, i.e. the securityConfig provides the algorithms as common configuration information while the PDCP-Config in drb-ToAddMod controls activation/deactivation on DRBs.
Conclusion
This document raises the following proposals:
Proposal 1: Add a security setting to activate/deactivate ciphering to the PDCP-Config IE for the bearer configuration.
Proposal 2: The DRB structure in PDCP-Config should be extensible.
Proposal 3: Maintain the structure of the SMC from LTE, i.e. it contains the per UE algorithm identifiers that will be used for both control and user plane.
[bookmark: _GoBack]Proposal 4: As in LTE, receiving the SMC activates security on SRBs, configures the algorithms for both control and user plane security, and triggers derivation of the AS keys (except KUPint which can be derived only if needed, when a DRB with integrity protection is configured).
Proposal 5: The handling of the security configuration in handover follows the decisions taken for the SecurityModeCommand, i.e. the securityConfig provides the algorithms as common configuration information while the PDCP-Config in drb-ToAddMod controls activation/deactivation on DRBs.
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The SecurityModeCommand message is used to command the activation of AS security.
Signalling radio bearer: SRB1
RLC-SAP: AM
Logical channel: DCCH
Direction: Network to UE
SecurityModeCommand message
-- ASN1START
-- TAG-SECURITYMODECOMMAND-START

SecurityModeCommand ::= 			SEQUENCE {
	rrc-TransactionIdentifier				RRC-TransactionIdentifier,
	criticalExtensions						CHOICE {
		securityModeCommand						SecurityModeCommand-IEs,
		criticalExtensionsFuture				SEQUENCE {}
	}
}

SecurityModeCommand-IEs ::= SEQUENCE {
	securityAlgorithmConfig					SecurityAlgorithmConfig,
	nonCriticalExtension					SEQUENCE {}
}

-- TAG-SECURITYMODECOMMAND-STOP
-- ASN1STOP
[…] 
–	PDCP-Config 
The IE PDCP-Config is used to set the configurable PDCP parameters for signalling and data radio bearers.
PDCP-Config information element
-- ASN1START
-- TAG-PDCP-CONFIG-START

PDCP-Config ::=			SEQUENCE {
	DRB						SEQUENCE {
		discardTimer			ENUMERATED {ms10, ms20, ms30, ms40, ms50, ms60, ms75, ms100, ms150, ms200, ms250, ms300, ms500, ms750, ms1500, infinity} 													OPTIONAL, -- Cond Setup
		pdcp-SN-Size-UL			ENUMERATED {len12bits, len18bits},
		pdcp-SN-Size-DL			ENUMERATED {len12bits, len18bits},
		headerCompression		CHOICE {
			notUsed					NULL,
			rohc					SEQUENCE {
				maxCID					INTEGER (1..16383)				DEFAULT 15,
				profiles				SEQUENCE {
					profile0x0001			BOOLEAN,
					profile0x0002			BOOLEAN,
					profile0x0003			BOOLEAN,
					profile0x0004			BOOLEAN,
					profile0x0006			BOOLEAN,
					profile0x0101			BOOLEAN,
					profile0x0102			BOOLEAN,
					profile0x0103			BOOLEAN,
					profile0x0104			BOOLEAN
				},
				uplinkOnlyROHC			SEQUENCE {
					maxCID					INTEGER (1..16383)				DEFAULT 15,
					profiles				SEQUENCE {
						profile0x0006			BOOLEAN
					}
				},
			...
			}
		},

		integrityProtection		BOOLEAN,
		ciphering				BOOLEAN,

		statusReportRequired	BOOLEAN																	OPTIONAL,	-- Cond Rlc-AM
	...
´	}																													OPTIONAL,	-- Cond DRB
	-- FFS / TODO: Handle more than two secondary cell groups
	moreThanOneRLC			SEQUENCE {
		primaryPath				SEQUENCE {
			cellGroup				CellGroupId,
			logicalChannel			LogicalChannelIdentity
		},
		ul-DataSplitThreshold	CHOICE {
			release						NULL,
			setup						ENUMERATED { 
											b0, b100, b200, b400, b800, b1600, b3200, b6400, b12800, b25600, b51200, b102400, b204800, 
											b409600, b819200, b1228800, b1638400, b2457600, b3276800, b4096000, b4915200, b5734400, 
											b6553600, infinity, spare8, spare7, spare6, spare5, spare4, spare3, spare2, spare1}
		},															
		ul-Duplication			BOOLEAN
	}																OPTIONAL -- Cond MoreThanOneRLC

	t-Reordering				ENUMERATED {
									ms0, ms5, ms10, ms15, ms20, ms30, ms40, ms60, ms50, ms80, ms100, ms120, ms140, ms160, ms180, ms200, ms220, 
									ms240, ms260, ms280, ms300,	ms500, ms750, ms1000, ms1250, ms1500, ms1750, ms2000, ms2250, ms2500, ms2750,
									ms3000}		OPTIONAL -- Need R

	-- FFS: whether ms0 is the same like outOfOrderDelivery
	-- FFS: new values for t-Reordering
	outOfOrderDelivery			BOOLEAN,
	...
}

-- TAG-PDCP-CONFIG-STOP
-- ASN1STOP

	PDCP-Configfield descriptions

	· discardTimer
· Value in ms of discardTimer specified in TS 38.323 [5]. Value ms50 corresponds to 50 ms, ms100 corresponds to 100 ms and so on.

	· headerCompression
· If rohc is configured, the UE shall apply the configured ROHC profile(s) in both uplink and downlink. If uplinkOnlyROHC is configured, the UE shall apply the configure ROHC profile(s) in uplink (there is no header compression in downlink).
· FFS: restrictions for split bearers
· FFS: restrictions on reconfigurations (e.g. only at reconfiguration involving PDCP re-establishment)

	· integrityProtection
· Indicates whether or not integrity protection is configured for this radio bearer.
· FFS: text to indicate where to find the key.

	· ciphering
· Indicates whether or not ciphering protection is configured for this radio bearer.

	· maxCID
· Indicates the value of the MAX_CID parameter as specified in TS 38.323 [5]
· FFS: need to specify something with respect to UE capabilities.

	· outOfOrderDelivery
· Indicates whether or not outOfOrderDelivery specified in TS 38.323 [5] is configured.

	· primaryPath
· Indicates the cell group ID and LCID of the primary RLC entity as specified in TS 38.323 clause 5.2.1 for UL data tranmission when more than one RLC entity is associated with the PDCP entity.

	· pdcp-SN-Size
· PDCP sequence number size, 12 or 18 bits.

	· statusReportRequired
· For AM DRBs, indicates whether the DRB is configured to send a PDCP status report in the upliink, as specified in TS 38.323 [5]. For UL DRBs, the value shall be ignored by the UE.

	· t-Reordering
· Value in ms of t-Reordering specified in TS 38.323 [5]. Value ms0 corresponds to 0ms, value ms20 corresponds to 20ms, value ms40 corresponds to 40ms, and so on.

	· ul-DataSplitThreshold
· Parameter specified in TS 38.323 [5]. Value b0 corresponds to 0 bits, value b100 corresponds to 100 bits, value b200 corresponds to 200 bits, and so on. Value Infinity corresponds to a path switch mode operation.
· FFS_FIXME: Clarify what happens upon “release”. And discuss need for value infinity. E.g. “If ul-DataSplitThreshold is set to release, the UL PDCP entity does not deliver data to RLC entities other than the “prioritizedRlc”

	· ul-Duplication
· Set to FALSE in this version of the specification.



	Conditional presence
	Explanation

	DRB
	This field is mandatory present for DRBs, not present for SRBs.

	MoreThanOneRLC
	This field is mandatory present upon RRC reconfiguration with setup of a PDCP entity for a radio bearer with more than one associated logical channel and upon RRC reconfiguration with the association of an additional logical channel to the PDCP entity.
Upon RRC reconfiguration when a PDCP entity is associated with multiple logical channels, this field is optionally present need M. Otherwise, this field is absent and all its included parameters are released.

	Rlc-AM
	The field is mandatory present upon setup of a PDCP entity for a radio bearer configured with RLC AM. Otherwise, the field is optionally present, need M.

	Setup
	The field is mandatory present in case of radio bearer setup. Otherwise the field is optionally present, need N.
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