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1   Introduction
RAN2 agreed to use NR PDCP for split bearer, SCG bearer, and likely separate key will be used for split bearer. For MCG bearer it is FFS on when EN-DC is configured, whether the MCG bearer only uses one PDCP type or te MCG bearer can use either LTE PDCP or NR PDCP up to the NW decision.
In addition RAN2 agreed that for SCG bearer, when S-KgNB is changed or PDCP anchor is changed then SCG PDCP re-established, SCG RLC re-established. FFS whether SCG MAC is reset.
This contribution is for Offline discussion to try to progress more details (Huawei, offline discussion 5)
2   Discussion 
During the offline discussion, we discussed following issues:
Issue 1 when MCG KeNB is changed, i.e. HO case:

Proposal 1: For MCG bearer, split bearer and SCG bearer, MCG/SCG PDCP/RLC should be re-established and MCG/SCG MAC should be reset.
Issue 2 For the FFS, should SCG MAC be reset for SCG bearer, when S-KgNB is changed or PDCP anchor is changed ?
Proposal 2: 

If PDCP anchor is changed, SCG MAC is reset;

For Key refresh case, SCG MAC is reset. We do not optimize it specifically even if we have per bearer key since it is rare case. 
Note: we could use the same solution if solution for other cases is applicable for it.
Continue the email discussion on:
Issue 3: Key change due to bearer type change (PDCP termination change or per bearer key);


For instance:

Case 1: for the bearer type change from MCG bearer to split bearer, if split bearer uses different key from MCG bearer, there will be the data with old key in MCG path; 
Case 2: for the bearer type change from SCG bearer to split bearer, if split bearer uses different key from SCG bearer, there will be the data with old key in SCG path; 
Case 3: for the bearer type change from MCG bearer to SCG split bearer (even when no separate key is used for split bearer), there will be the data with old key in MCG path; 

Case 4:  security key change for SCG split bearer due to SN change, there will be the data with old key in MCG/SCG path; or bearer type change between SCG split and MCG split (if supported)., there will be the data with old key in MCG/SCG path; 
1 whether bearer type change happens frequently or not?

2 In case of bearer type change without MN/SN change, whether one bearer type change should not impact data transmission of other bearers in MCG/SCG, i.e. MCG/SCG PDCP/RLC/MAC of other bearers in MCG/SCG shall not be re-established/reset; [2]?
Following solutions are available:
Existing solutions:
Solution 1
: Impact on other bearers cannot be avoided;
· For case 1/3/4: reset the MCG MAC, i.e. Handover;
· For Case 2: reset SCG MAC, i.e. SCG change;
Solution 1a: 

· Partial MAC reset as what we have in Rel-14 in 5.9 MAC Reset of TS36.321;
Following solutions can avoid the impact to other bearers;

Solution 2 [3]:

 
· Allocating a new LC-ID during bearer type change or SN change for the DRB associated with PDCP re-establishment. The MAC will discard the MAC PDU with old (unknown) LC-ID.
Solution 3: 

· No specific handling is required. It is sufficient that gNB prevents UE from transmitting old MAC PDU by not scheduling retransmission old MAC PDUs.

New solutions:

In [4] [5], solutions for resolving key ambiguous period:
Solution 4:

·  An end marker is used to indicate the last PDCP PDU ciphered with the previous key;

Solution 5:

· A field in the PDCP-PDU header indicates the used key, so that a received PDU ciphered with a previous key can be handled properly;

Solution 6:

· If integrity protection is used on the bearer, integrity verification done with a wrong (in this case, new) key will fail, and the corresponding deciphering output will be ignored in a natural way. 
Note: integrity is optional configuration. 
Solution 7: 
· RLC header update after re-establishment. A bit in RLC header can be toggled after re-establishment so that receiving entity is aware that the received PDU is sent before or after RLC entity re-establishment.
Solution 8:
· Using a control PDU (e.g. at PDCP), transmitter informs receiver about the first PDCP COUNT secured with new keys.
Proposal 3: To have email discussion on whether one bearer type change will impact the rest bearers or not, and try to select the solutions.
3   Conclusion
Proposal 1: For MCG bearer, split bearer and SCG bearer, MCG/SCG PDCP/RLC should be re-established and MCG/SCG MAC should be reset.
Proposal 2: 

If PDCP anchor is changed, SCG MAC is reset;

For Key refresh case, SCG MAC is reset. We do not optimize it specifically even if we have per bearer key since it is rare case.
Note: we could use the same solution if solution for other cases is applicable for it.
Proposal 3: To have email discussion on whether one bearer type change will impact the rest bearers or not, and try to select the solutions.
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