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1 Introduction

In RAN2#97bis, UE security capability handling was discussed, and RAN2 agreed that “RAN2 preference is that the security capabilities are transferred in NAS (as for LTE today) regardless of whether only existing algorithms are used or if new algorithms are introduced for NR (and LTE). ”. However in CT1 LS [2], majority companies in CT1 have different view, they prefer the MME transparent solution. In [3], SA3 asked RAN2 to provide further feedback. In this paper, we continue the discussion about the security capability handling for tight interworking. 
2 Discussion
Our understanding is:

1 3/3a/3x, NR side needs to have AS security based on NR security capability;

2 NR security capabilities may be the super set of LTE security capability;

Two options are available in SA3:

Option 1: NR supports the same security algorithms as LTE
No any impact to standards. 
Option 2: NR may support different security algorithms than LTE with the following two variants:

· Variant 1: eNB requests UE’s NR security capabilities using the UECapabilityEnquiry message and then passes NR security capabilities of the UE to the gNB
· Variant 2: UE indicates its NR security capabilities to the MME in a NAS message and the MME sends to the eNB over S1 interface

Regarding Variant 1:
In this solution, the UE will report security capability in NAS, and also needs to report security capability in AS. When the RAN does not have UE NR security capability, has to acquire it via UECapabilityEnquiry message. The procedure is shown in figure 1:
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Figure 1: UE NR capability contained in NR AS capability

Regarding Variant 2:

Currently the UE only reports security capability via NAS message instead of AS capability since the support of algorithms are common for NAS and AS, and then the MME will store it, and forward it to the RAN via Initial Context Setup procedure. Security capability is not contained in AS capability. The procedure is shown in the figure 2:
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Figure 2: Security capability carried in NAS
First we would like to discuss the scenarios which related to NR security capability. In our understanding, following scenarios should be considered:
Scenario 1: LTE NR DC option 3, LTE as anchor, both LTE and NR connect to EPC;

Scenario 2: LTE NR DC option 7, LTE as anchor, both LTE and NR connect to 5GC;

Scenario 3: LTE NR DC option 4, NR as anchor, both LTE and NR connect to 5GC;

Scenario 4: Handover between LTE and NR, both LTE and NR connect to 5GC;

Scenario 5: handover between LTE and NR, LTE connects to EPC, and NR connects to 5GC.

Based on these scenarios we have following considerations:
1 useless for SA NR
For SA NR, the nature way is that NR security capability, LTE security capability will be still contained in NR NAS. The NR can get it from the 5G CN. It is useless for NR to have NR security capability in NR AS capability; For tight interworking NR as anchor, the NR should rely on the security capability from the NR NAS instead of getting it from UE LTE AS capability;
2 useless for E-UTRA connected to 5GC
For E-UTRA connected to 5GC, NR NAS will be used. Based on 1, NR security capability, LTE security capability will be still contained in NR NAS. The eNB can get it from the 5G CN. It is useless for eNB to have NR security capability in LTE AS capability; For tight interworking LTE as anchor with 5GC, the eNB should rely on the security capability from the NR NAS instead of getting it from UE LTE AS capability;

Proposal 1: LTE/NR security capability shall be contained as NR NAS capability as usual for option 2/4/7. 
3 Overhead/storage waste should be considered;

Since anyway NR NAS needs to contain UE security capability and store it in the core network, the UE security capability will be transferred twice and be stored in the core network twice if it is also contained in the AS capability;

4 Handover between LTE and NR via EPC/5GC should be considered;

We would like to understand how to handle the handover between LTE and NR via EPC/5G CN. So far for inter RAT handover; the CN gets the UE security capability based on NAS. That means the LTE NAS has to be updated to contain NR security capability for handover between LTE and NR via EPC/5G CN. 

Proposal 2: LTE/NR security capability shall be contained as NAS capability for handover between LTE and NR via EPC/5GC. 
Proposal 2a: ask SA3 and CT1 to confirm what solution SA3/CT1 will use for the scenarios:
Scenario 1: LTE NR DC option 3, LTE as anchor, both LTE and NR connect to EPC;

Scenario 2: LTE NR DC option 7, LTE as anchor, both LTE and NR connect to 5GC;

Scenario 3: LTE NR DC option 4, NR as anchor, both LTE and NR connect to 5GC;

Scenario 4: Handover between LTE and NR, both LTE and NR connect to 5GC;

Scenario 5: handover between LTE and NR, LTE connects to EPC, and NR connects to 5GC.

5 common solutions for option 3/3a/3x , option 4/4a, option 2 and inter RAT HO
To have common solutions for security handling in RAN, the easy way and reasonable way is that the RAN should get the UE security capability from the core network. Otherwise, for option3 series, the RAN has to get the capability from the AS capability, and for other options, the RAN will get the capability from the core network. 

6 It is better to reuse existing solution unless the problem is identified. 

Since current UE security capabilities (LTE, UMTS, GPRS) are carried as NAS capability in LTE NAS it is nature to use the same way, i.e. extend LTE NAS to contain NR security capability unless the serious problem is identified;

Based on above considerations, from RAN perspective, we prefer to have unique solution for NSA NR and SA NR, and therefore propose:
Proposal 3: To avoid the RAN impact and follow existing way, it is better to reuse existing solution on security capability handling, i.e. 

· If the UE connects to LTE CN, contains the UE NR security capability in LTE NAS; 

· If the UE connects to 5G CN, contains the UE LTE/NR security capabilities in NR NAS;

If CT1 has strong concern about NAS approach for option 3, the easy way should be that LTE security capability should be reused for option 3.

Proposal 4: LTE security capability could be used for NR side for option 3 if CT1 has strong concern.  

3 Conclusion
In this paper, we continue the discussion on how to handle the security capability for tight interworking and have following proposals:
Proposal 1: LTE/NR security capability shall be contained as NR NAS capability as usual for option 2/4/7. 
Proposal 2: LTE/NR security capability shall be contained as NAS capability for handover between LTE and NR via EPC/5GC. 
Proposal 2a: ask SA3 and CT1 to confirm what solution SA3/CT1 will use for the scenarios:
Scenario 1: LTE NR DC option 3, LTE as anchor, both LTE and NR connect to EPC;

Scenario 2: LTE NR DC option 7, LTE as anchor, both LTE and NR connect to 5GC;

Scenario 3: LTE NR DC option 4, NR as anchor, both LTE and NR connect to 5GC;

Scenario 4: Handover between LTE and NR, both LTE and NR connect to 5GC;

Scenario 5: handover between LTE and NR, LTE connects to EPC, and NR connects to 5GC.

Proposal 3: To avoid the RAN impact and follow existing way, it is better to reuse existing solution on security capability handling, i.e. 

· If the UE connects to LTE CN, contains the UE NR security capability in LTE NAS; 

· If the UE connects to 5G CN, contains the UE LTE/NR security capabilities in NR NAS;

Proposal 4: LTE security capability could be used for NR side for option 3 if CT1 has strong concern.  

Draft LS is provided in [4].
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