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1 Introduction
RAN2 has made the following agreements regarding to the state transition especially for state transitions between RRC INACTIVE and CONNECTED state:
	Agreements@RAN2#97bis:
1: NR RRC state machine has a direct transition between RRC_IDLE and RRC_CONNECTED states.
2: NR RRC state machine has a direction transition between RRC_INACTIVE and RRC_CONNECTED states.
3: RRC state transition from IDLE to CONNECTED follows the three-step handshake procedure (e.g. request, setup, complete).
4: The RRC state transition from CONNECTED to IDLE uses (at least) a release procedure.
5: RRC state transition from CONNECTED to INACTIVE uses (at least) an 'inactivation' procedure.
6: The RRC state transition from INACTIVE to CONNECTED using an RRC procedure 
FFS Whether the RRC state transition from INACTIVE to CONNECTED can follow three step, two-step and one-step procedure.
7: The RRC state transition from INACTIVE to IDLE is supported 
FFS For what cases this transition is supported (e.g. reject from network, other failure cases, other cases, etc).

Agreements@RAN2#98:
1	The RRC state transition from CONNECTED to IDLE follows one step procedure (e.g. release).
2	The RRC state transition from CONNECTED to INACTIVE follows one step procedure 
3	As a baseline, RRC state transition from INACTIVE to CONNECTED follows three-step procedure (e.g. request, response, complete). (3 steps from the Request message, i.e. not including any paging). Continue to discuss a 2 step procedure for the state transition if it can be used for all cases
4	As a baseline, network initiated RRC state transition from INACTIVE to IDLE follows INACTIVE to CONNECTED and then CONNECTED to IDLE. 

Agreements for the case that the UE wants to transition from INACTIVE to CONNECTED
1	Initial UE RRC message from RRC_INACTIVE (e.g. MSG3) should be sent on SRB0
2	In case the RAN is successful in retrieving and verifying the UE context, MSG4 should be integrity protected and sent on SRB1
3	RAN2 aim that in case the RAN is successful in retrieving and verifying the UE context, MSG4 should be ciphered and sent on SRB1
FFS Whether there may be cases where message where the MSG4 cannot be ciphered.
4	If the UE received a resume message on MSG4 on SRB1 then the UE enters RRC Connected.
4a	If the UE received a message suspending the UE on MSG4 on SRB1 then the UE remains in RRC Inactive.
FFS In case the RAN is not successful in retrieving or verifying the UE context, MSG4 (can be at least be a message that requests the UE to trigger a new connection) will be sent on SRB0
FFS Whether MSG 4 can be a reject to idle. 
FFS When the UE receives in MSG4 on SRB0 then the UE releases at least the AS security context and UE NAS layer should be informed.


 
In this contribution, we focus on the issues on state transition procedures between INACTIVE and CONNECTED. The general state transition between RRC CONNECTED, INACTIVE, IDLE in NR is given in [1]. This contribution attempts to further progress focusing on the state transition between RRC INACTIVE and CONNECTED addressing the following topics: 
· Which parameters are needed in RRC connection Inactivation/Activation.
· The necessity of RRC inactivation signalling to update the parameters on RRC connection Inactivation.
· The security key for applying the parameters on RRC connection Activation.
2 Discussion 
Based on the RAN2 agreement, NR INACTIVE state as followings: UEs in RAN controlled state should incur minimum signalling, minimize power consumption, minimize resource costs in the RAN/CN making it possible to maximize the number of UEs utilising (and benefiting from) this state.
2.1 Required parameters with RRC Inactivation
In INACTIVE state, the CN/RAN connection is maintained, Network which stores AS context knows the UE's location within an area, and UE can move within that area without notifying the network. The number of CN signallings to page a UE is expected to be reduced as the CN connection may be maintained and AS context may be stored in RAN.
State transition from CONNECTED to INACTIVE for the NR system our view is that it is better to rely upon explicit RRC signalling with RRC reconfiguration/complete message, making the overall framework more robust as shown in Figure 1.
In RRC Inactivation procedures from CONNECTED to INACTIVE, network may need to inform to UE which are mobility control information including RAN-based paging area information, RAN-based paging cycle [2]. Besides the mobility control information, UE Context Identity is required for the RRC resumption and UE context retrieve procedures. Additionally, the security related information can be carried with RRC Inactive message and the detail security contents depending on the supporting security options as discussed in [3].



Figure 1: Signaling procedure for state transition from CONNECTED to INACTIVE
Proposal 1: [bookmark: _Ref481081460]In RRC Inactivation procedures from CONNECTED to INACTIVE, network may need to inform to UE which are mobility control information including RAN-based paging area information, RAN-based paging cycle, security information and UE Context Identity.
Proposal 2: [bookmark: _Ref481081498]For RRC Inactivation with updated configuration in INACTIVE, explicit RRC message such as RRC connection reconfiguration and complete is needed.
On the other hands, to minimize the RRC signaling overhead, the network can provide the corresponding inactivity timer value to the UE, expiry of which would cause exactly the same RRC state transition as if the UE had explicitly received the RRC re-configuration message. In turn, the network side will continue to run the same inactivity timer as before, but upon expiry of which the network will not trigger any RRC re-configuration actions because a UE would anyway move to a more power efficient state [4].
Autonomous RRC inactivation, the state transition from CONNECTED to INACTIVE without RRC signalling, cannot deliver the mobility control information including RAN-based paging area information, RAN-based paging cycle, UE Identity for resume, retrieves and security at least on RRC signalling.
Therefore, the autonomous inactivation can be configured with the assumption RAN-based paging area, or CN-based paging area. When network (gNB/MME) need to change the parameters, explicit RRC signalling for instance, RRC reconfiguration and complete message is needed.
Proposal 3: [bookmark: _Ref481081517]If the autonomous state transition is configured, then a UE should be provided with the same configuration as if it were explicitly re-configured to INACTIVE.
2.2 Required parameters with RRC Activation
As for the transition back from INACTIVE to CONNECTED, three-step procedure move from INACTIVE to CONNECTED illustrates as Figure 2. It should be noted that it does not exclude a possibility to have a two-step procedure. In RRC Activation procedures from INACTIVE to CONNECTED, UE need to inform UE context Identity, and Cause value (resume) to gNB. Additionally, UE verification information can be delivered during RRC Activation procedures depending on supporting security options.


Figure 2: Signaling procedure for state transition from CONNECTED to INACTIVE
Proposal 4: [bookmark: _Ref481081545]In RRC Activation procedures from INACTIVE to CONNECTED, UE need to inform UE context ID, Cause value (resume), security information to gNB.
For the RAN2’s LS  regarding encryption, does it have any security risk to continue sending data using the old encryption key in RRC INACTIVE, SA3 replied the security key need to be changed when different PDCP entity is used with different security context [3]. 
To apply the new security key or not, UE and network need to know when the PDCP security context changes. In LTE, there is an equal sign between eNB and the PDCP security context, and in UMTS there is an equal sign between the RNC and the PDCP security context. In NR, the same PDCP context can be applied for multiple nodes but specifically it may depend on the CU-DU architecture.
However, normally network operators do not expose network architecture so UE does not know in which node the PDCP entity resides. For the handover procedures in RRC_CONNECTED, the RAN2 agreed that the network can inform the UE in the handover command whether security key needs to be updated or not but does not inform to the UE on the network architecture.  
However, when state transition from INACTIVE to CONNECTED without data but required parameters,, security key applied for RRC connection resume request can be configured with the following three alternatives:  
Option 1) Inherit the legacy security procedure for the LTE LIGHT_CONN or C-IoT for RRC Activation message.
Use old key is needed for RRC activation regardless cell change. UE sends the RRC activation message to the new eNB which includes Resume ID, the establishment cause and authentication token. The authentication token is calculated in the same way as the short MAC-I used in RRC connection re-establishment. Then, the network responds with the RRC activation message which contains the NextHopChainingCount (NCC). The NCC is used to update the old security key based on the security key at the new eNB. Also note that the RRC activation message (i.e. MSG3) is not ciphered, becasue UE does not have the new security key at the new eNB before MSG3 [3].
Option 2) New key from target gNB (the gNB which UE is going to be connected with RRC transition)
It required pre-configuration of security key information such as NCC with RRC Inactivation message. Furthermore, UE may be blind the change of PDCP entity, whenever UE access the new cell, it may require the increase index of NCC. After the frequent expiry of NCC, new NCC is needed and then the generation procedures can cause control overhead and latency between RAN and CN. 
Proposal 5: [bookmark: _Ref477795615][bookmark: _Ref481055737]In NR, the procedures to support security in RRC Inactivation shall have low control signalling overhead and delay.
3 Conclusion
Based on the above observations and conclusions, RAN2 is requested to discuss and if possible agree on the following proposal:
Proposal 1: In RRC Inactivation procedures from CONNECTED to INACTIVE, network may need to inform to UE which are mobility control information including RAN-based paging area information, RAN-based paging cycle, security information and UE Context Identity.
Proposal 2: For RRC Inactivation with updated configuration in INACTIVE, explicit RRC message such as RRC connection reconfiguration and complete is needed.
Proposal 3: If the autonomous state transition is configured, then a UE should be provided with the same configuration as if it were explicitly re-configured to INACTIVE.
Proposal 4: In RRC Activation procedures from INACTIVE to CONNECTED, UE need to inform UE context ID, Cause value (resume), security information to gNB.
Proposal 5: In NR, the procedures to support security in RRC Inactivation shall have low control signalling overhead and delay.
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