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Attachments:


1. Overall Description:

RAN2 has been discussing the different bearer types involved in NR Non-StandAlone (NSA) operation, also known as EN-DC, where. Currently four different bearer types have been agreed; MCG bearer, MCG split bearer, SCG bearer and SCG split bearer. In an effort to reduce the number of options, RAN2 has been discussing possible harmonization of the two split bearers. The rationale behind this is that from a UE point of view, there are quite similar. Assuming the same PDCP version can be used for both, the only difference between the two is the security key used. In Rel-12, MCG bearers derive the user plane encryption keys from KeNB, while the SCG bearer use S-KeNB. 

Greater deployment flexibility is a further goal with the harmonization of the split bearers. It would be good to design a key hierarchy structure that would support flexible network termination of bearers. One approach could be by having network configurable security keys per radio bearer. Depending on how many keys that are possible to support per UE, this could mean either one key per bearer or one key per network termination point (so that the simultaneous use of same key in different network node is avoided).
Q1: SA3 to validate the possibility of assigning one key per radio bearer. Alternatively, one key per network termination point in a generic way. 
Q2: Whether having separate keys per bearer allows for some new security features?
2. Actions:

To SA3 group.

ACTION: 
RAN2 respectfully asks SA3 group to answer the questions above.
3. Date of Next TSG-RAN WG2 Meetings:

TSG-RAN WG2 Meeting #99 
21th – 25th August 2017
Berlin, DE.
TSG-RAN WG2 Meeting #99bis


 
9th – 13th October 2017

Prague, CZ.
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