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1. Overall Description:

When resuming or re-establishing an RRC connection, the following agreements are made related to security:

On security key handling:

1. NCC (or input to derive the new key) is either provided when the UE was previously connected or as part of the Resume/re-establishment procedure.

2. If security key was not provided during the previous connected and is to be changed, the new NCC is provided as part of the resume or re-establishment procedure; otherwise the NCC is not provided. 

3. If the new gNB does not need to change the NCC (e.g. new NCC was provided during the previous connection or no change of node) or configured encryption algorithm, then the "RRC resume msg.4" is sent PDCP integrity protected and PDCP encrypted.

On integrity protection of msg 3
4. If the gNB (i.e. new gNB) has the UE AS context stored, it does the integrity checked based on the old gNB configured algorithm.

5. If the gNB (i.e. new gNB) does not have the UE AS context stored, the old gNB (which has the UE AS context stored) does the integrity check. This mechanism requires:

a. The integrity protected algorithm used is based on the old gNB configured algorithm.

b. The new gNB forwards "RRC Resume msg.3" to the old gNB.

c. The old gNB does the integrity check of RRC Resume msg.3.

When network cannot move the UE to CONNECTED, for example due to congestion, it is agreed for a UE in INACTIVE trying to transition to CONNECTED:

1. When [gNB is congested and] AS context is not fetched from old gNB (if applicable), RACH MSG4 is sent over SRB0 to suspend back the UE into INACTIVE. This RACH MSG4 is RRC Connection Reject kind of message.

2. When [gNB is congested and] AS context is fetched from old gNB (if applicable), either RACH MSG4 is sent over SRB0 or SRB1 (at least with integrity protection) can be used to suspend back the UE into INACTIVE.

3. When [gNB is congested and] AS context is fetched from old gNB (if applicable), RACH MSG4 is sent over SRB1 (at least with integrity protection) can be used to suspend back the UE into INACTIVE.

RAN2 understands that when UE needs to be provided with Physical, DRB configuration, UE id etc. this MSG 4 will need to be ciphered.  However, in some of the scenarios above, UE may be provided with some small reconfiguration information. RAN2 would like feedback from SA3 on when this message needs to be ciphered (i.e., which information cannot be sent unciphered).
Question #1: Does SA3 have any input on when (i.e, in terms of what information in MSG 4) RACH MSG4 carried over SRB1 (in case 2 and 3) requires ciphering protection (in addition to integrity protection)?

Question #2:  RAN2 kindly asks SA3 to take into accounts RAN2 agreements and, if required, provide feedback,
2. Actions:
To SA3 group:  
RAN2 kindly asks SA3 to provide feedback on question #1 and #2.
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