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Introduction
During the email discussion for the SA3 LS [98#21][NR] LS to SA3 (Nokia), UE behaviour on integrity check failure of the SCG DRBs was discussed.  Companies expressed a view that the topic has not been discussed sufficiently in RAN2 to ask SA3 about it in that LS and suggested further discussion in RAN2 first.
Discussion
Reasons for Integrity failure
Integrity check for the DRBs will be used for NR.  There are a number of possible reasons for integrity check failure.  These are described in the following sub-sections:
Fraud basestation (including man in the middle attack)
While this first issue is a security issue outside the scope of RAN2, some initial discussion based on the feedback from SA3 can be considered.  SA3 in their response LS indicated that a failure related to one node does not imply a security issue with the other node.  It should be noted that a fraud “cell” or man in the middle attack is related to the radio interface rather than security at the node performing security functions in the PDCP layer.  If the node itself is compromised, it is unlikely to cause integrity check failure.  Setting up a fraud basestation to inject packets based on UE’s radio configuration on the SCG leg is quite difficult, also considering that this configuration is sent to UE encrypted.  Such a fraud basestation may able to target asingle cell but is much less likely to be able to target all the cells of a cell group which is much more complex. 
Observation #1: From security point of view (to be verified with SA3), an integrity check failure on SCG DRBs is likely rare, caused over the radio interface, and possibly affecting only one cell.  
Thus, it would seem reasonable to not send data for all DRBs over the cell on which integrity failure was detected.  However, there does not seem to be a security reason to stop sending data over another radio interface for the DRB or even over other cells of the same cell group.  In fact stopping data on the other cells can lead to unnecessary disruption.
Observation #2: From security point of view (to be verified with SA3), for an integrity check failure on a cell, it might be acceptable and in fact better to just stop UL data on that cell.  Data can continue to be sent  over the other CG to the other node, possibly even over other cells of the cell group.  
HFN desync
HFN desync can cause IP failure for all packets.  This should be rather rare and the specific cause is unknown.   All subsequent data on the DRB will also suffer from failure and must be stopped.
Observation #3: For failures caused by HFN sync, data for the whole DRB must be stopped.
Error in the data not identified by CRC check
Occasionally where CRC check fails to identify an error and delivers corrupted packets to higher layers.  This should be very rare but can happen.  If it happens, it is likely to affect only that one packet and discarding the packet should be sufficient action.  Taking recovery actions due to integrity failure of the just one packet causes unnecessary disruption.  
Observation #4: Starting disruptive recovery procedures due to integrity failure of a single packet is unnecessarily disruptive.
Possible UE actions
When the packet fails integrity check, there are three possible actions UE should take:
1) The packet must be discarded.  
2) Integrity failure must be reported to the network.  
3) UE should stop sending data in the UL.
The first is obvious and easy to do and is not discussed further.  The other two are discussed in more detail below.
Reporting over control plane
As mentioned earlier, the other action that the UE could be expected to take it to report the failure  over the control plane.  Possible reporting can be either of:
· The DRB on which the integrity check failed
· The cell and DRB on which the integrity check was detected
· The cell group and DRB on which integrity check was detected
Indication of the cell or cell group requires additional coordination between PDCP and lower layers to indicate which cell or cell group each packet was received in.
Stopping UL data
The following options are possible with regard to UL data on detecting an Integrity check failure of packets on the DL in order of  increased possibility of disruption:
· Stop data on the cell for the specific DRB
· Stop data on the cell for all the DRBs in that “belong” to the cell group
· Stop data on the cells of the cell group for the specific DRB
· Stop data on the cells of the cell group for all the DRBs in that “belong” to the cell group
· Stop all UL data on all the DRBs that “belong” to the cell group
Stopping data on the cell or cell group requires additional coordination between PDCP and lower layers to indicate which cell each packet was received in.  
Another aspect to consider is the discussion related to unification of the split bearers.  With unification, it may not be possible for the UE to differentiate between an SCG split bearer and MCG split bearer.  Thus, if an integrity failure is detected over the SCG radio interface, it would not always be possible to identify at the UE which DRBs have PDCP in the SCG to stop data only for those DRBs.  Thus, if the intention (for security or other reasons) is to stop data for the DRBs belonging to the cell group associated with the Integrity failure, then, from RAN2 perspective, the only approach possible is to stop data over all split DRBs.   
Observation #5: If SA3 were to request that data for all DRBs over that CG must be stopped, with unified split bearers, data on all split DRBs will need to be stopped. 
Conclusions and proposals

Based on the above discussion, and observations:
Observation #1: From security point of view (to be verified with SA3), an integrity check failure on SCG DRBs is likely rare, caused over the radio interface, and possibly affecting only one cell.  
Observation #2: From security point of view (to be verified with SA3), for an integrity check failure on a cell, it might be acceptable and in fact better to just stop UL data on that cell.  Data can continue to be sent  over the other CG to the other node, possibly even over other cells of the cell group.  
Observation #3: For failures caused by HFN sync, data for the whole DRB must be stopped.
Observation #4: Starting disruptive recovery procedures due to integrity failure of a single packet is unnecessarily disruptive.
Observation #5: If SA3 were to request that data for all DRBs over that CG must be stopped, with unified split bearers, data on all split DRBs will need to be stopped. 
we further observe that there are different reasons for integrity check failure.    However, it is not possible to identify at the UE the reason for the integrity check failure.
Observation #6: it is not possible to identify at the UE the reason for the integrity check failure.
Depending on the actual reason for the failure, and level of disruption that is acceptable, different UE behaviour may be most optimum.   For security breach of the radio interface resulting in a DRB integrity check failure, it may be optimum to stop data only on the cell for a specific DRB, it is more complex and requires additional interaction between lower layers and PDCP.   Considering that such security attack is very difficult and integrity failure from it is quite rare, and that it is not possible to identify the reason for integrity check failure, a single common approach should be sufficient.
Proposal #1: Stop data on all split and SCG DRBs on detection of integrity check failure on any split or SCG DRB. 
Proposal #2: Report to MCG, only the identity of the DRB on which the failure happened.
Proposal #3: Integrity check failure of a single packet should not trigger integrity check failure recovery procedure.  
Proposal #4: Send LS to SA3 to inform them about RAN2 decision and request feedback about any security concerns.
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