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Introduction
For EN-DC(option3), some agreements for SRB integrity protection failure were made at previous meetings, but no any progress on the discussion for DRB integrity check failure. 
In this paper we discuss the NW/UE behaviour for the case of DRB integrity check failure.
Discussion
In MR-DC, DRB integrity check failure could be divided into following cases:
· Detecting IP failure in MCG DRB;
· Detecting IP failure in SCG DRB;
· Detecting IP failure in the MCG part or SCG part of MCG split DRB;
· Detecting IP failure in the MCG part or SCG part of SCG split DRB;
Above cases lead to following issues:
Issue1: What's the MN/UE behaviour in case of detecting  IP failure in MCG DRB for option4/7?
Since the UP integrity protection is also discussed in the NR standalone section, the MN/UE handling for issue1 case should align with the progress of  UP IP in NR standalone.
Proposal 1: The MN/UE behavior for the case of integrity check failure in MCG DRB should be consistent with the conclusion of UP integrity protection discussion in NR standalone scenario.

Issue2: What's the SN/UE behaviour in case of detecting IP failure in SCG DRB for option3/4/7?
When IP( Integrity Protection) failure is detected in one or more SCG DRBs, following options could be considered for SN and UE:
· Option1: Take it as SCG failure even the IP failure is detected on only one SCG DRB;
· Option2: Take it as SCG failure when the number of IP failed SCG DRBs exceeds a certain ratio;
· Option3: re-establish the SCG DRB which fails IP check, e.g. via DRB release/add procedure without acting as SCG failure;
· Option4: only discard the packet which fails IP check without acting as SCG failure;
Above options represent different levels of security handling, option1 is most strict but lead to additional overhead for consequent RRC-connection-reestablishment procedure, and option4 is most loose. 
Note that the option4 is proposed by referring to the UP integrity check failure handling for relay, see TS33.401:
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7.3.2	UP integrity mechanisms 
The supervision of failed UP integrity checks shall be performed both in the RN and the DeNB. In case of failed integrity check (i.e. faulty or missing MAC-I) is detected after the start of integrity protection, the concerned message shall be discarded.  This can happen on the DeNB side or on the RN side.
NOTE:	The handling of UP integrity check failures by an RN is an implementation issue. TS 36.323 [12] intentionally does not mandate any action for a failed integrity check (not even sending an indication of failure to higher layers). Consequently, depending on the implementation, the message failing integrity check is, or is not, silently discarded. This is in contrast to the handling of a failed RRC integrity check by a UE.


From RAN2 perspective, it's hard to find a metric to evaluate how critical the UP IP failure is and which option should be selected. 
It's suggested to ask SA3 about the critical level of UP IP failure and based on what input RAN2 can use to decide the handling for UP IP failure, or just ask SA3 which option (i.e. in option1~4) is preferred
Since the next SA3 meeting starts at 7/August, before get answers from SA3 we could consider the option1 as a baseline option. 
Proposal 2: Ask SA3 what's the SN/UE behaviour for the case of UP IP failure is detected in one or more SCG DRBs, i.e. which option (in option1~4) is preferred from SA3 perspective?
Proposal 3: Option1 could be considered as an interim baseline option for the case of UP IP failure in SCG DRB before we get the response from SA3.

Issue 3: What's the NW/UE behaviour in case of detecting IP failure in the MCG part or SCG part of MCG split DRB for option4/7?
First we need to ask SA3 whether the case exists that IP failure is detected only on one of the leg of MCG split DRB. 
If the answer is no, which means the IP failure always happen on both legs at the same time since they have same one anchor PDCP entity and the attacks always aim at PDCP, the NW/UE behaviour should be same as the proposal for issue1(i.e. IP failure in MCG DRB).
If the answer is yes, 2 sub-cases could be seen:
· Subcase1: IP failure is only detected in the MCG part of MCG split DRB;
· Subcase2: IP failure is only detected in the SCG part of MCG split DRB;
There're following options of NW/UE handling could be considered for above 2 sub-cases:
· Option1: for either sub-case, the leg which fails IP check is suspended, and another leg which passes IP check keeps data transmission;
· Option2: for subcase1, the NW/UE handling should align with the case of issue1(IP failure in MCG DRB); for subcase2, the NW/UE handling should align with the case of issue2(IP failure in SCG DRB);
· Option3: for both sub-cases, NW/UE handling should align with the case of issue1(IP failure in MCG DRB)
Which option is feasible depends on whether the attack also impacts the leg which passes IP check when IP failure is detected on another leg. Considering the 2 legs use same PDCP entity located in MCG, the possibility exists that the leg which passes IP check is also in danger and might not last long when attacks is detected on another leg.
Thus a further question should be sent to SA3 to clarify above question, if the answer is yes (i.e. both legs are not safe if IP failure is detected on only one of the legs), the NW/UE behaviours of both above sub-cases are same and align with the case of IP failure in MCG DRB (i.e. use above option3); else if the answer is no (i.e. the leg which passes IP check is safe when IP failure is detected on another leg), option2 is preferred, i.e. the NW/UE behaviour of the case of IP failure in the SCG part of MCG split DRB is aligned with the case of IP failure in SCG DRB, and the NW/UE behaviour of the case of IP failure in the MCG part of MCG split DRB is aligned with the case of IP failure in MCG DRB.
Proposal 4: RAN2 to consider whether following questions are needed to ask SA3: 
Q1:Whether the case exists that IP failure is detected only on one of the legs of MCG/SCG split DRB. 
Q2: If the answer of Q1 is yes, is the leg which passes IP checks still impacted (in danger) when IP failure is detected on another leg for the case of MCG/SCG split DRB?
Based on different answer of above question in proposal4, the following NW/UE behaviour could be considered:
· If the answer of Q1 is no, the NW/UE behaviour in case of  IP failure in the MCG/SCG part of MCG split DRB for option4/7 should be same as the case of IP failure in the MCG DRB.
· If the answer of Q2 is yes, the NW/UE behaviour when detecting IP failure at either leg of MCG split DRB should align with the case of IP failure in MCG DRB, 
· else some optimization might be considered, e.g. 
· The MCG part of MCG split DRB could keep alive when detecting IP failure only on the SCG part;
· Or the SCG part of MCG split DRB could keep alive when detecting IP failure only on the MCG part;
But without SA3 response it's hard to decide whether above optimization is feasible. 
Considering the protocol simplicity and the IP failure happens rarely, above mentioned optimizations bring very limit benefits. Further more, the MCG part and SCG part of MCG split DRB are both handled in the same anchor PDCP entity, thus it's reasonable that there should be no different behaviour for IP failure on whichever part of MCG split DRB. 
Thus we propose the following simpler solution to speed the progress of this issue:
· When detecting IP failure on either MCG part or SCG part of MCG split DRB, the NW/UE behaviour should align with the case of IP failure on MCG DRB.
Proposal 5: When detecting IP failure on either MCG part or SCG part of MCG split DRB, the NW/UE behaviour should align with the case of IP failure on MCG DRB.

Issue4: what's the NW/UE behaviour in case detecting IP failure in the MCG part or SCG part of SCG split DRB for option3/7?
Similar analysis for issue3 discussion could be referred, correspondingly we have similar proposals as proposal5 for issue4:
Proposal 6: When detecting IP failure on either MCG part or SCG part of SCG split DRB, the NW/UE behaviour should align with the case of IP failure on SCG DRB.

Conclusion
Issue1: What's the MN/UE behaviour in case of detecting  IP failure in MCG DRB for option4/7?
Since the UP integrity protection is also discussed in the NR standalone section, the MN/UE handling for issue1 case should align with the progress of  UP IP in NR standalone.
Proposal 1: The MN/UE behavior for the case of integrity check failure in MCG DRB should be consistent with the conclusion of UP integrity protection discussion in NR standalone scenario.

Issue2: What's the SN/UE behaviour in case of detecting IP failure in SCG DRB for option3/4/7?
Proposal 2: Ask SA3 what's the SN/UE behaviour for the case of UP IP failure is detected in one or more SCG DRBs, i.e. which option (in option1~4) is preferred from SA3 perspective?
Proposal 3: Option1 could be considered as an interim baseline option for the case of UP IP failure in SCG DRB before we get the response from SA3.

Issue 3: What's the NW/UE behaviour in case of detecting IP failure in the MCG part or SCG part of MCG split DRB for option4/7?
Proposal 4: RAN2 to consider whether following questions are needed to ask SA3: 
Q1:Whether the case exists that IP failure is detected only on one of the legs of MCG/SCG split DRB. 
Q2: If the answer of Q1 is yes, is the leg which passes IP checks still impacted (in danger) when IP failure is detected on another leg for the case of MCG/SCG split DRB?
Proposal 5: When detecting IP failure on either MCG part or SCG part of MCG split DRB, the NW/UE behaviour should align with the case of IP failure on MCG DRB.

Issue4: what's the NW/UE behaviour in case detecting IP failure in the MCG part or SCG part of SCG split DRB for option3/4/7?
Proposal 6: When detecting IP failure on either MCG part or SCG part of SCG split DRB, the NW/UE behaviour should align with the case of IP failure on SCG DRB.
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