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1 Introduction

In RAN2#97 a reply LS [1] on user plane security termination was sent to SA3 indicating “RAN2 clear preference is to have security in RAN in the PDCP layer”. Based on RAN2 input SA3 made an agreement confirming the RAN2 preference that “the 5G UP security termination point is in the RAN and located in the PDCP layer” as informed in [2]. However, another aspect for UP security i.e. Integrity protection of User Plane SA3 discussed and captured the following in the SA3 TR [3]:
	Excerpt from TR 33.899 V1.1.0 (2017-03):

E.1.3.1 
Support of User plane integrity between UE and network
E.1.3.1.1 
Description of Question

This question addresses whether it should be mandatory for the UE and the Network to support user plane integrity protection between the UE and the Network. "Shall UP integrity be mandatory to support / use by 5G UEs, 5G networks?"

E.1.3.1.2 
Interim Agreement

UP integrity is mandatory to support and optional to use by 5G UEs and 5G networks in 5G phase 1, with the exception of 5G UEs that can only access the EPC.


In RAN2#98 a LS is sent to SA3 to consult whether counter check procedure needs to be supported in NR for following RAN architecture options: Option 2, Option 3, Option 4 and Option 7. In this contribution we provide our view for what architecture Option the support of the Counter Check Procedure is needed in NR.
2 Discussion

2.1 Integrity protection of User Plane
Based on the interim agreement captured in SA3 TR 33.899, support for UP integrity protection is mandatory but enabling/disabling is under network control (yellow highlighted text). The mandatory support for UP integrity protection in [3] is motivated by the need to identify and mitigate the packet injection security threat. In current LTE system there are other mechanisms to avoid the UP integrity protection requirement to identify the packet injection security threat. Such mechanisms rely on the fact that some control plane signaling is exchanged between the RAN and UE before actual UP data exchange. The RRC control plane signaling is both encrypted and integrity protected in LTE. In addition, the RAN can initiate the Counter Check procedure if there is suspicion of packet injection from a rogue transmitter [5].   

Observation#1: In NR system the support for UP integrity protection is mandatory but enabling/disabling is under network control.

Observation#2: In LTE system the security treat for packet injection can be identified based on integrity protected RRC signaling and Counter check mechanism.

2.2 Support of Counter Check Procedure in NR
In LTE system the counter check procedure is specified in TS 36.331 (section 5.3.6) for detecting packet injection attack. In simple terms this RRC procedure is kind of audit where eNB checks if the COUNT provided by the UE for the established DRBs match with the values sent by the eNB in the request message of the procedure. If such an intruder attack is detected then network may decide to release the RRC connection immediately and initiate the authentication procedure when the UE again comes back to connected state. For Carrier Aggregation (CA) scenario, the PCell of the UE initiates the counter check procedure for the DRB established on the SCell(s). This principle was also extended for dual connectivity where the SeNB Counter check procedure is initiated by the SeNB to request the MeNB to execute a counter check procedure to verify the value of the PDCP COUNTs associated with SCG bearers established in the SeNB [6].
Observation#3: In LTE system counter check procedure is specified for all scenarios including CA and DC deployments.

Since the UP integrity protection is mandatory, then the question is whether there is additional need to support the Counter Check procedure in NR. At first glance, it seems like a redundant procedure to be supported.

According to green highlighted text, there is an exception for the 5G UE not to support UP integrity protection when the UE access the EPC. There is no LTE+NR inter-working architecture option where the NR gNB connects to EPC for control plane [7]. For architecture option3 where LTE is MN and NR gNB is SN, the NR gNB is not connected to EPC for user plane. Therefore, the LTE counter check procedure can handle the packet injection treat for the MCG bearer and MCG split bearer. For architecture option 3a where LTE is MN and NR gNB is SN, the NR gNB is connected to EPC to support the SCG bearer or SCG Split bearer. Since the concept of DRBs is adopted for NR and the LTE+NR inter-working based on Option3a should be specified in Rel-15 and the UE is not required to support UP integrity protection (according to green highlighted text) we believe the counter check procedure need to be supported. 
Observation#4: There is an exception for the 5G UE not to support UP integrity protection when the UE access the EPC, which seems to be the case for LTE+NR inter-working based on architecture option 3a.

Further there are two alternatives to support the counter check procedure for architecture Option 3a:

Alt#1 based on Rel-12 DC like procedure via the MeNB

This alternative relies on the Rel-12 DC like approach where the SN Counter check procedure is initiated by the SN (i.e. NR gNB) to request the MN (i.e. LTE eNB) to execute a counter check procedure to verify the value of the PDCP COUNTs associated with SCG bearers and/or SCG Split bearers established in the SN
Alt#2 based on new procedure via the SCG SRB

Since the support of direct RRC signaling from the SN is agreed, if there is a SCG SRB configured then the Counter check procedure is initiated by the SN and the UE responds to SN in UL on the SCG SRB.

For all other architecture options in [7] there is no need to support the counter check procedure. Since architecture Option3a can be handled with Alt#1 we prefer not to support Alt#2. For Alt#1 there is no UE impact, however the Xn procedure between LTE MN and NR SN need to be supported by RAN3. Therefore there is no need for the counter check procedure to be supported in NR. However, one should keep in mind that UP integrity protection is costly for the UE and NW, so even though it is mandatory and if NW does not enable then a lighter counter check procedure can be still beneficial even though it is redundant to be supported. 
Observation#5: Without the support of UP integrity protection, for LTE+NR inter-working based on architecture option 3a the packet injection treat on the SCG bearer or SCG Split bearer can be identified by the counter check procedure based on Alt#1 which is basically a LTE RRC procedure.
Observation#6: For architecture options 2, 3, 4, 4a, 5, 7 and 7a there is no need to support the counter check procedure.

Observation#7: Even though UP integrity support is mandatory and if NW does not enable then a lighter counter check procedure can be still beneficial even though it is redundant to be supported. 

Proposal#1a: RAN2 to discuss the need to support of counter check procedure in the context of architecture option 3a for the protection of SCG bearer and/or SCG Split bearer. 

Proposal#1b: If SA3 concludes to support counter check procedure for architecture option 3a, then it should be supported via the MCG and not supported via the SCG SRB. This avoids specification impact to TS 38.331.
3 Conclusion

Based on the above, RAN2 is requested to discuss the following proposals:
Observation#1: In NR system the support for UP integrity protection is mandatory but enabling/disabling is under network control.

Observation#2: In LTE system the security treat for packet injection can be identified based on integrity protected RRC signaling and Counter check mechanism.

Observation#3: In LTE system counter check procedure is specified for all scenarios including CA and DC deployments.
Observation#4: There is an exception for the 5G UE not to support UP integrity protection when the UE access the EPC, which seems to be the case for LTE+NR inter-working based on architecture option 3a.

Observation#5: Without the support of UP integrity protection, for LTE+NR inter-working based on architecture option 3a the packet injection treat on the SCG bearer or SCG Split bearer can be identified by the counter check procedure based on Alt#1 which is basically a LTE RRC procedure.
Observation#6: For architecture options 2, 3, 4, 4a, 5, 7 and 7a there is no need to support the counter check procedure.
Observation#7: Even though UP integrity support is mandatory and if NW does not enable then a lighter counter check procedure can be still beneficial even though it is redundant to be supported. 

Proposal#1a: RAN2 to discuss the need to support of counter check procedure in the context of architecture option 3a for the protection of SCG bearer and/or SCG Split bearer. 

Proposal#1b: If SA3 concludes to support counter check procedure for architecture option 3a, then it should be supported via the MCG and not supported via the SCG SRB. This avoids specification impact to TS 38.331.
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