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1 Introduction

In RAN2#97 a reply LS [1] on user plane security termination was sent to SA3 indicating “RAN2 clear preference is to have security in RAN in the PDCP layer”. Based on RAN2 input SA3 made an agreement confirming the RAN2 preference that “the 5G UP security termination point is in the RAN and located in the PDCP layer” as informed in [2]. Another aspect for UP security i.e. Granularity of the UP protection; SA3 discussed and captured the following in the SA3 TR [3]:
	Excerpt from TR 33.899 V1.1.0 (2017-03):

E.1.16.1
Granularity of the UP protection

E.1.16.1.1
Description of the Question

This question addresses the level of granularity on which the UP protection should be provided, i.e. whether on Network Slice, PDU Session, Flow, or even Radio Bearer-specific basis. 

E.1.16.1.2
Interim Agreement

The system shall support UP protection between UE and the RAN on Radio Bearer-specific basis.


In this contribution we provide our view on how to enabling/disabling security on per DRB basis in NR.
2 Discussion

2.1 Protection of User Plane
Based on the interim agreement captured in SA3 TR 33.899, support for UP integrity protection is mandatory but enabling/disabling is under network control. Further SA3’s agreement is that, the UP protection needs to be provided when required by the certain applications on Radio Bearer-specific basis [3].   
2.2 Support of Enabling/Disabling the UP Integrity protection 
In LTE system the UP traffic between the UE and the eNB is only encrypted and it is enabled for all UP traffic (for all DRBs). If UP encryption is disabled, then it is disabled for all DRBs. In LTE, the decision whether to enable or disable the UP encryption depends on the regulatory requirements. The network decision on UP encryption is conveyed to the UE in the AS SMC procedure.

Observation#1: In LTE system, UP traffic is only encrypted and it is enabled/ disabled for all UP traffic (for all DRBs). The network decision on UP encryption is conveyed to the UE in the AS SMC procedure.
However for NR, SA3 made an interim agreement that in addition to encryption, the support for UP integrity protection is mandatory, but enabling/disabling is under network control. Also, SA3 agreed that enabling or disabling the UP Integrity protection is for certain applications, which mean decision of enabling UP integrity protection on an application, should not be applied for all other application. In order to achieve selective integrity protection, UP integrity protection is enabled or disabled on a per bearer basis. The following are the observations from the SA3 interim agreements:
Observation#2: In NR system, in addition to UP encryption, the support for UP integrity protection is mandatory but enabling/disabling is under network control.

Observation#3: In NR system the UP integrity protection enabling/disabling is based on the application requirements.

Observation#4: In NR system the UP integrity is provided on per bearer basis.
In NR, RRC signalling (AS SMC, HO command and RRC Reconfiguration) needs to support the UP integrity protection enabling/disabling based on the application requirements. 
Proposal#1a: RAN2 to discuss support of a mechanism for UP integrity protection enabling/disabling on per radio bearer (i.e. per DRB) basis.
Proposal#1b: RAN2 to discuss support for UP integrity protection enabling/disabling between the UE and the gNB using the RRC signalling (eg. AS SMC, HO command and RRC Reconfiguration).

3 Conclusion

Based on the above, RAN2 is requested to discuss the following proposals:

Observation#1: In LTE system, UP traffic is only encrypted and it is enabled/ disabled for all UP traffic (for all DRBs). The network decision on UP encryption is conveyed to the UE in the AS SMC procedure.
Observation#2: In NR system, in addition to UP encryption, the support for UP integrity protection is mandatory but enabling/disabling is under network control.

Observation#3: In NR system the UP integrity protection enabling/disabling is based on the application requirements.

Observation#4: In NR system the UP integrity is provided on per bearer basis.
Proposal#1a: RAN2 to discuss support of a mechanism for UP integrity protection enabling/disabling on per radio bearer (i.e. per DRB) basis.

Proposal#1b: RAN2 to discuss support for UP integrity protection enabling/disabling between the UE and the gNB using the RRC signalling (eg. AS SMC, HO command and RRC Reconfiguration).
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