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Introduction
In RAN2#97bis, it was agreed that:

Agreements
1	Duplicate detection and discard functionalities for SRBs should be introduced in LTE PDCP to support duplication via split SRB in LTE-NR tight interworking scenarios where LTE is the MN.

In this contribution, we will discuss on how that could be achieved as well as other related issues that arise due to splitting of SRBs, such as out of order reception. 
[bookmark: _Ref178064866]Discussion
In the LTE specs, the processing of data transfer procedures for DRBs and SRBs were specified separately, While the DRB processing considers several aspects such as reordering and duplicate detection, the SRB processing is a simple one that only checks for possible wraparound in the PDCP SN space. This is justified because there was no splitting available for SRBs and as such no possibility for out of order or duplicate reception. 
As agreed in the last meeting, LTE PDCP must introduce duplicate detection and discard functionalities for split SRBs. Thus, it is natural to reuse the functionalities that are already specified for DRBs as much as possible. However, there are several inherent differences between the DRBs and SRBs that we must consider.
In DRB processing, the PDU is simply discarded on duplicate detection. Doing so for SRBs (i.e. discard immediately) is not desirable with LTE security principles because we must ensure that the duplicated PDCP is not due to an intruder injecting packets.

The LTE PDCP, upon detecting duplicated reception on a PDCP entity mapped to an SRB, must perform integrity verification on that PDU before discarding it. 

Another issue is on how to handle PDUs that fall outside of the reordering window. In DRB processing, the PDU is simply discarded. For the same reason disused above for the case of duplicate reception, discarding the PDU immediately without checking the integrity is not desirable. 

The LTE PDCP, upon the reception of a PDU outside the reordering window on a PDCP entity mapped to an SRB, must perform integrity verification on that PDU before discarding it. 
For DRB processing, the PDCP is configured with a reordering timer (t-Reordering) and this timer is started upon the reception of an out of order PDU. If the timer expires (i.e. there are still some PDUs that have not been received with SNs between the packet that has triggered the reordering timer to start and the last PDU that has been received in sequence), the PDCP delivers the out of order PDCPs to upper layers. 
Adopting the same operation, (i.e. out of order delivery upon timer expiry) for the SRBs is not be desirable because the SRBs are used to transfer RRC configuration information, and processing an out of order RRC message could have drastic consequences. For example, the missing PDU may contain a security related information that may determine the processing on the reception/transmission of future RRC messages, and as such receiving such a message out of order might result in error and even failure/re-establishment when the missing PDUs arrive late and the UE tries to use the new security parameters on these messages which were encrypted/integrity protected using the old security parameters.  Thus, a preferred handling when the timer expires is to send an indication to higher layers.

Out of order delivery is not supported for a PDCP entity mapped to an SRB.
When an out of order PDU is received, the PDCP entity mapped to an SRB starts the t-Reordering timer.
If the t-Reordering timer expires before the concerned PDU is received, the UE will send an indication of this to upper layers.   

SRB1/2 are mapped to RLC AM. It is also reasonable to assume that a reliable protocol is employed over X2 (as proposed in [1]) and also over F1 (if a CU-DU split is employed by the MN and/or SN). Thus, the reason for the expiry of the reordering timer is likely to be a large delay incurred over the X2 and/or F1 links. Had the problem been due to radio, RLC retransmissions would have been performed and RLF or S-RLF would have been triggered when the maximum number of retransmissions are reached. Thus, if the air interface problems that lead to the detection of RLF (i.e. no out-of-sync issue at the PHY, no MAC problem, no max number of RLC retransmissions) have not been detected, it would be an overkill to always consider the t-Reordering timer expiration as an indication of RLF and perform re-establishment.
It is FFS on how the upper layers react to the reception of a t-Reordering timer expiration indication.
Conclusion
In this contribution, we have discussed several issues that arise due to the splitting of SRBs and we propose:

1. The LTE PDCP, upon detecting duplicated reception on a PDCP entity mapped to an SRB, must perform integrity verification on that PDU before discarding it. 
1. The LTE PDCP, upon the reception of a PDU outside the reordering window on a PDCP entity mapped to an SRB, must perform integrity verification on that PDU before discarding it. 
1. [bookmark: _GoBack]Out of order delivery is not supported for a PDCP entity mapped to an SRB.
1. When an out of order PDU is received, the PDCP entity mapped to an SRB starts the t-Reordering timer.
1. If the t-Reordering timer expires before the concerned PDU is received, the UE will send an indication of this to upper layers.   
1. It is FFS on how the upper layers react to the reception of a t-Reordering timer expiration indication.
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