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1	Introduction
This contribution summarizes the latest security agreements from SA3 which impact RAN2 [S3-171524].
2	SA3 Agreements
Regarding data confidentiality and integrity, SA3 has agreed the following:
-	The UE and gNB shall support ciphering of user data.
-	The UE and gNB shall support ciphering of RRC signalling.
-	The UE shall support ciphering of NAS signalling.
-	The UE and gNB shall support integrity protection of user data.
-	The UE and gNB shall support integrity protection of RRC signalling.
-	The UE shall support integrity protection of NAS signalling.
-	Ciphering is optional whereas integrity protection of RRC and NAS signalling is mandatory (except in some cases, which are left FFS).
For key management, and data handling, SA3 has agreed that any entity processing cleartext shall be protected from physical attacks and located in a secure environment. 
The authentication and key agreement (AKA) procedure results in an anchor key but the key derivation and key hierarchy details are not yet agreed.
3	Stage 2 Update
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4.2	Functional Split
The gNB hosts the following functions: 
-	Functions for Radio Resource Management: Radio Bearer Control, Radio Admission Control, Connection Mobility Control, Dynamic allocation of resources to UEs in both uplink and downlink (scheduling);
-	IP header compression, encryption of user data stream and integrity protection of data;
-	Selection of an AMF at UE attachment when no routing to an AMF can be determined from the information provided by the UE;
-	Routing of User Plane data towards UPF(s);
-	Routing of Control Plane information towards AMF;
-	Connection setup and release;
-	Scheduling and transmission of paging messages (originated from the AMF);
-	Scheduling and transmission of system broadcast information (originated from the AMF or O&M);
-	Measurement and measurement reporting configuration for mobility and scheduling;
-	Transport level packet marking in the uplink;
-    Session Management;
-	Support of Network Slicing;
-	QoS Flow management and mapping to data radio bearers;
 -	Support of UEs in inactive mode;
-	Distribution function for NAS messages;
-	NAS node selection function;
-	Radio access network sharing;
-	Dual Connectivity;
-	Tight interworking between NR and E-UTRA.
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The main services and functions of the PDCP sublayer for the user plane include:
-	Sequence Numbering;
-	Header compression and decompression: ROHC only;
-	Transfer of user data;
-	Reordering and duplicate detection (if in order delivery to layers above PDCP is required);
FFS if reordering can be disabled.
-	PDCP PDU routing (in case of split bearers);
-	Retransmission of PDCP SDUs;
 FFS when to perform retransmission.
-	Ciphering,  and deciphering and integrity protection;
FFS whether integrity protection also applies to user plane.
-	PDCP SDU discard;
-	PDCP re-establishment and data recovery for RLC AM;
-	Duplication of PDCP PDUs.
The main services and functions of the PDCP sublayer for the control plane include:
-	Sequence Numbering;
-	Ciphering, deciphering and integrity protection;
-	Transfer of control plane data;
-	Duplicate detection;
-	Duplication of PDCP PDUs.
Next Modified Subclause
[bookmark: _Toc482197782]13	Security
13.1	Overview and Principles
The following principles apply to NG-RAN security, see 3GPP TS 33.501 [4]:
-	The UE and gNB shall support ciphering and integrity protection of user data.
-	The UE and gNB shall support ciphering and integrity protection of RRC signalling.
-	Ciphering and integrity protections are optionally configured except for RRC signalling for which integrity protection is always configured.
Possible exceptions still being debated in SA3.
-	For key management and data handling, any entity processing cleartext shall be protected from physical attacks and located in a secure environment.
13.2	Security Termination Points
The table below describes the security termination points.
Table 13.2-1 Security Termination Points
	
	Ciphering
	Integrity Protection

	NAS Signalling
	AMF
	AMF

	RRC Signalling
	gNB
	gNB

	User Plane Data
	gNB
	gNB
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Security key refresh is not performed at every mobility procedure (i.e. handover), at least for the case of mobility where the PDCP anchor point is not changed.
It is to be confirmed by SA3 considering whether it has any implication on the inputs for key derivation, e.g. PCI.


 

