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Introduction
It is agreed in RAN2#98 meeting in [1] that 
Agreements for EN-DC and NGEN-DC:
1:	Security is always activated for a SCG SRB
2: SCG RRC message sent via LTE MCG SRB is protected by LTE MCG SRB security, NR security is not used for this message. 
3: When SgNB decides to add SCG, the SgNB selects cipheringAlgorithm and integrityProtAlgorithm for SCG SRB and includes them in NR RRC Container (SCG Configuration).
There are two cases for the transmission of NR security information: (a) SCG initial security configuration and (b) SCG security reconfiguration. There were agreements for initial security configuration, so this contribution discusses how to transmit security information for security reconfiguration used by SCG gNB.
Discussion
2.1 Transmission route of security reconfiguration
There are three cases for SCG security reconfiguration in NR:
1. MN security key change
2. SN security key change
3. SN security algorithm change
In the first case, it has been agreed in SA3 [2] that the UE and MeNB shall derive the security key S-KgNB of the target SgNB based on KeNB and SCG counter. S-KgNB should be changed when KeNB is changed.. It is reasonable to send the NR security reconfiguration information caused by MN key change via MCG SRB. 
Proposa1.  In case of MN security key change, NR security reconfiguration information should be sent via MCG SRB.  
In case of change of the SeNB, S-KeNB key refresh is required if the PDCP anchor point of the SN is changed and it should be considered as the SCG initial security configuration. Otherwise, SN key change (S-KeNB fresh) without SCG change should be considered as security reconfiguration. For dual connectivity between MeNB and SgNB in [2], if the MeNB receives a request for S-KgNB update from the SgNB or decides on its own to perform S-KgNB update, the MeNB shall compute a fresh S-KgNB and increment the SCG Counter, Then the MeNB shall perform a SgNB Modification procedure to deliver the fresh S-KgNB to the SgNB. The MeNB shall provide the value of the SCG Counter used in the derivation of the S-KgNB to the UE in an integrity protected RRC procedure. The UE shall derive the S-KgNB.   Since the MN is involved, the NR security reconfiguration information caused by SN key change should be sent via MCG SRB.
Proposa2. In case of SN security key change, NR security reconfiguration information should be sent via MCG SRB.
In the third case, no coordination of security algorithm between MN and SN is needed since the algorithm for NR and LTE might be different and LTE MN may not even understand the new security algorithm in NR. When SCG SRB is configured, it is up to the network to choose the path to send the NR RRC massage since SN security algorithm change has no impact to MN security configuration. If SCG SRB is not configured, only MCG SRB can be used. However the security algorithm change is not considered to be frequent. As a simplification and to align with all other cases, the NR security algorithm reconfiguration information could also be sent via MN. 
Proposa3.  In case of SN security algorithm change, NR security reconfiguration information could also be sent via MCG SRB.
2.2 Procedures used for security reconfiguration
There are two cases of MN key change with SCG security reconfiguration: (1) Inter-master node handover without secondary node change and (2) The MeNB refresh the KeNB of the AS security context associated with the SCG Counter before the SCG Counter wraps around. In the first case, the inter-cell node handover procedure should be used in [3]. In the second case, intra-cell handover procedure in LTE should be reused .
Proposa4a.  In case of MN security key change caused by inter-master node handover without secondary node change, inter-cell handover procedure should be used for security reconfiguration.
Proposa4b.  In case of MN security key change before the SCG Counter wraps around, intra-cell handover procedure should be used for security reconfiguration.
In [3], the SgNB Modification procedure is used to perform SCG change within the same SgNB, SN initiated SN Modification with MN involvement should be used to perform configuration changes of the SCG within the same SgNB, e.g. to trigger the release of SCG SCell(s) (other than PSCell), SCG bearer(s) and the SCG part of MGC split bearer(s) and SCG split bearer(s) (upon which the MeNB may release the bearer or reconfigure it to an MCG bearer), and to trigger PSCell change. In case of SCG Change, SCG Change Indication may be included, e.g. in case of change of security key.
When the MN receives SN key update request from the SN, SN should initiate SN Modification with MN involvement to update S-KgNB. Similar to LTE, intra-cell handover can be used for SCG security reconfiguration in NR.
When the MN receives a request for SN security algorithm change from the SN, SN should initiate SN Modification with MN involvement to update SCG security algorithm. Similar to LTE, intra-cell handover can be used for SCG security reconfiguration in NR.
Proposa5.  In case of SN security key change initiated by SN, intra-cell handover should be used for security reconfiguration.
Proposa6.  In case of SN security algorithm change initiated by SN, intra-cell handover should be used for security reconfiguration.
Conclusion
After the discussion on how to transmit security reconfiguration information used by SCG gNB, we propose:
Proposa1.  In case of MN security key change, NR security reconfiguration information should be sent via MCG SRB.  
Proposa2. In case of SN security key change, NR security reconfiguration information should be sent via MCG SRB.
Proposa3.  In case of SN security algorithm change, NR security reconfiguration information could also be sent via MCG SRB.
Proposa4a.  In case of MN security key change caused by inter-master node handover without secondary node change, inter-cell handover procedure should be used for security reconfiguration.
Proposa4b.  In case of MN security key change before the SCG Counter wraps around, intra-cell handover procedure should be used for security reconfiguration.
Proposa5.  In case of SN security key change initiated by SN, intra-cell handover should be used for security reconfiguration.
Proposa6.  In case of SN security algorithm change initiated by SN, intra-cell handover should be used for security reconfiguration.
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Text proposal on TS 37.340
[bookmark: _Toc485158983]9	Security related aspects
Editor’s note: Only DC specific aspects are covered here. Other Stage 2 security related aspects are described in TS 36.300 and TS 38.300.
EN-DC can only be configured after security activation in the MeNB. 
For EN-DC, S-KgNB is derived from KeNB of the MeNB. S-KgNB should be changed when KeNB is changed. For mobility scenarios that involve only a change of the SCG (i.e. no PCell handover and hence no KeNB change), S-KgNB key refresh is not required if the PDCP anchor point of the SN is not changed.
For SCG bearers in E-UTRA-NR DC via EPC where the E-UTRA is the master, in case of security reconfiguration including MN security key change, SN security key change and SN security algorithm change, SN security reconfiguration information should be sent via MCG SRB.  In case of MN security key change caused by inter-master node handover without SN change, inter-cell handover procedure should be used for security reconfiguration. In case of MN security key change before the SCG Counter wraps around, SN security key change initiated by SN and SN security algorithm change initiated by SN, intra-cell handover procedure should be used for security reconfiguration.
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