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1. Overall Description:

RAN2 thanks SA3 for its LS on support for fake gNB detection mechanisms. RAN2 discussed the questions from SA3 and would like to provide the following feedback.

Questions related to active detection/prevention (Ref. Clause #5.4.4.2 and Clause #5.4.4.4 (variant #2) in TR 33.899):

(1) SA3 is discussing that UEs could potentially use cryptographically signed on-demand SI to verify the authenticity of cells before camping on them. To that end, do RAN groups have any operation/efficiency concerns if all UEs use "on-demand SI" for every IDLE mode cell-reselection ?
[RAN2 answer]: 
On-demand SI is currently optional for the network to support as the network can choose to always broadcast the Other SI periodically without relying on a trigger from the UE. The network can also decide to inactivate on-demand SI if the SI requests are frequent and it determines that continuous broadcast is more efficient. If the signing solution requires that on-demand SI is activated and if UEs send SI requests at every cell-reselection, then this may result in an increased cell load.
Furthermore, even if on-demand SI is supported by the network the UE is currently not required to send an SI request at every cell re-selection. If the UE returns to a previously visited cell for which it has stored SI, the UE only needs to check the value tag information in the Minimum SI to verify that the stored SI is still valid. If the value tag is unchanged the UE continues to use the stored SI and does not need to send any SI request. The time SI can be stored in NR is not decided yet but is expected to be in the order of hours (3 hours is used in LTE). If an SI request must be sent at every cell re-selection to verify the cell is authentic, then this will have a negative impact on UE battery life and cell load.
(2) In order to prevent replay/proxy attacks, SA3 is discussing that each UE, in response to on-demand SI, could potentially get individual/separate cryptographically signed response from gNB/cell. To that end, do RAN groups have any operation/efficiency concerns if gNB/cell responds to simultaneous requests from multiple UEs for on-demand SIB with individual signatures?
[RAN2 answer]: 

RAN2 would like to point out that there are two variants of the on-demand SI procedure:

· MSG1 based: The requested SIBs are implicitly indicated based on the used PRACH resource

· MSG3 based: The requested SIBs are explicitly indicated in MSG3

If additional information needs to be conveyed by the UE for the network to generate the signature (like in the nonce based solution described in Clause #5.4.4.4 (variant #2) of TR 33.899), the signature solution will not be compatible with the MSG1 based SI request procedure since MSG1 does not carry any data. In the MSG3 based variant the UE can send a limited amount of information to the network in MSG3 and UE specific signature could potentially be included together with the acknowledgement in MSG4. Note though that it is still FFS if the network needs to send an acknowledgement in MSG4 for the MSG3 based SI request. 

In both variants, the SI requested by UEs in IDLE/INACTIVE mode is transmitted as broadcast to many UEs. Transmitting individual signatures together with the broadcasted SI is not considered suitable as this message should preferably only contain common information.

In terms of efficiency, having a single signature is generally preferred over individual signatures to reduce the amount of signalling.
(3) SA3 is discussing the use of the time counter associated with a transmission slot based on UTC time for cryptographically signing of the SI to mitigate replay attacks. SA3 would like to know the allowed off-set value of the time count between the UE and the gNB. 
[RAN2 answer]:

RAN2 understands that this question relates to the signature solution described in Clause #5.4.4.2 of TR 33.899 where a UTC timestamp is included in the signature generation to provide a “freshness” guarantee. The UE checks that the timestamp is within an acceptable time-window before it verifies the signature to prevent replay attacks. The time-window accounts for the transit and processing times, plus clock skew between network and UE. The question is about the size of this time-window.
In general, it cannot be assumed that the UE has access to accurate clock information. If the clock information is used for signature verification, there may also be security requirements on how this information is configured in the UE. This may e.g. rule out options such as time distributed via SI (like SIB16 in LTE) or time configured via GPS which are not tamper proof.
Even if the configuration problem is solved, it seems the timestamp will still not completely prevent replay attacks. As the time-window can never be of zero-length, it will in principle always be possible for an attacker to copy {SI, Timestamp, Signature} of an authentic cell and replay it in a fake cell setup in some different location. Provided the timestamp is still within the acceptable time-window, the signature check will succeed and the UE will consider the fake cell as authentic and camp on it. Given this, it is not clear to RAN2 if the purpose of the SI signing is to prevent UEs from camping on fake cells or prevent modification of system information.
Questions related to passive detection (Ref. Clause 5.4.4.10 in TR 33.899):

(4) SA3 is discussing that network could potentially trigger selected UEs to collect measurement information using Measurement Configuration and/or Logged Measurement Configuration mechanism. The network will then use proprietary analytics mechanism to detect false base stations. To that end, do RAN groups have any concerns about this mechanism?
[RAN2 answer]:
In RAN2 understanding the detection solution re-uses the measurement configuration procedure (for UEs in CONNECTED mode) and logged measurement configuration procedure (for UEs in IDLE/INACTIVE mode) defined for handover measurement reporting and ANR/MDT. Hence, it should be possible for the network to implement this solution provided these procedures are supported also in NR.
(5)  SA3 is discussing that in additions to existing measurement information (e.g., identifier and received-signal strength information of cells), new information relevant for detecting false base station are also potentially collected, for example hash of the MIB/SIB, details of signals detected in the frequency band used by the operator (e.g., presence of synchronization signals, presences of system info, any inconsistencies like not being able to access the network according to the information, etc.). To that end, do RAN groups have any concerns about collecting this new information?
[RAN2 answer]:
Whether additional measurement items can be defined is difficult to answer in general and needs to be studied on a case by case basis.  Adding hash of SI seems feasible but it also depends on what parts of SI that needs to be acquired (e.g. only MIB and SIB1 or also other SIBs) and the additional time required to collect this information. For the other examples listed by SA3, it is not clear to RAN2 if new measurement items need to be defined or if the information can be deduced based on existing information (e.g. it may not be possible to report signal strength if synchronization signals are not present and hash of MIB/SIB cannot be provided if the MIB/SIB is not present).
2. Actions:

To SA3
ACTION: 
RAN2 kindly asks SA3 to take information above into account and provide feedback if any. 
3. Date of Next TSG-RAN2 Meetings:
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