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1 Introduction

In RAN#73 meeting, based on [1] it was confirmed that:
	It is affirmed that there is strong industry interest in completing the NSA version of the NR specifications on the basis of architecture Option 3/3a by TBD (between Dec 2017 and March 2018)
It is also affirmed that there is a strong industry interest in completing the Standalone (SA) option 2 and option 4/4a/5/7/7a by the agreed deadline of June 2018


Therefore LTE-NR tight interworking should be completed in the phase 1. At the same time, SA3 is discussing the security aspects of the next generation system, and has captured some key issues/potential solutions in [2]. Based on existing LTE DC security mechanism and the solutions in [2], we analyze how to handle the security in secondary node for LTE-NR tight interworking.
2 Discussion
As described in [3], tight interworking related architectures, architecture option 3/3a, 4/4a and 7/7a are shown as below:
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Figure 1: 5G architecture options
Besides, RAN2 agreed to further study 1A(SCG bearer), 3C(MCG split bearer) and SCG split bearer for tight interworking.
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Figure 2: Bearer type options
The relationship between bearers and architectures are:
1A: architecture option 3a, 4a and 7a;

3C: architecture option 3, 4 and 7;

SCG split bearer: it is a new architecture, could be based on architecture option 3a, 4a and 7a, but UP interface between LTE and NR is needed;

For 3C, since PDCP is on master node and the secondary node only has RLC/MAC and physical layers. The security on AS layer should be still handled by PDCP, i.e. mater node.

Observation 1: For 3C (architecture option 3, 4 and 7), the PDCP layer of master node should be responsible for the AS layer security handling (ciphering of packets) for secondary node, no AS layer security handling is needed in secondary node.
For 1A and SCG split bearer, since secondary node has its own PDCP layer, the AS layer security handling is needed in secondary node.
Observation 2: For 1A and SCG split bearer (architecture option 3a, 4a and 7a), the PDCP layer of secondary node should be responsible for the AS layer security handling (ciphering of packets) for itself.
Following parts, we focus on how to do security handling in secondary node by itself. We use architecture option 3a as example.
Currently for LTE [4], the key derivation architecture is shown as: 
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Figure 3: Key hierarchy in E-UTRAN ( TS33.401)
KASME is calculated based on AKA procedure. For LTE NR tight interworking, as agreed in RAN2, there is only single control plane connection to CN, i.e. in master node. There is no control plane connection between secondary node and CN, i.e. no secondary node’s NAS procedure. Therefore it is impossible for secondary node to obtain RAT specific security mechanism by its own NAS layer. 
Observation 3: It is impossible for the secondary node to obtain RAT specific security mechanism by its own NAS layer, i.e. 
· For architecture option 3a, only LTE KASME can be used;

· For architecture option 4a, only NR’s “KASME” (if SA3 still uses it) can be used;

· For architecture option 7a, only LTE’s “KASME” (if SA3 still uses it) can be used;
Currently the UE only reports security capability via NAS message instead of AS capability since the support of algorithms are common for NAS and AS, and then the MME will store it, and forward it to the RAN via Initial Context Setup procedure. In AS capability, there is no security capability definition.  

Since there is no secondary node’s NAS and CP connection to CN, the secondary node cannot get UE’s security capabilities via secondary node’s NAS, or from CN.
Observation 4: It is impossible for the secondary node to get UE’s security capabilities via secondary node’s NAS, or from CN.
Let’s focus on AS security mechanism (KeNB and algorithm) used for secondary node AS UP ciphering.
As described in [4], for LTE DC, the procedure on security activation for secondary node is:
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Figure 4. LTE DC, SeNB encryption/decryption activation ( TS33.401)
In summary:
Key derivation:

· MeNB derives K-SeNB based on KeNB of MeNB and SCG counter;

Algorithm selection:

· MeNB forwards K-SeNB and UE security capability (got from MME) to the SeNB;

· SeNB selects the algorithm and forwards it via SCG configuration;

Configuration transmission:

· MeNB sends SCG counter and SCG configuration (contains algorithm) to the UE;

Security consideration for 3a
For architecture option 3a, the corresponding procedure should be:

Key derivation for 3a: the same way should be used, i.e.
· LTE MeNB derives K-SeNB based on KeNB of MeNB and SCG counter;

As described in section 5.3.4.8 of [2], D-H key negotiation between UE and gNB is considered in SA3 for LTE/NR tight IWK. However we notice that the signalling procedure for D-H key negotiation is same as the figure 4 above. We assume it will not impact our procedure, only the descriptions of key derivation may be impacted. 

Note: Regarding whether the NR just uses the K-SeNB or derives a new Key based on the K-SeNB, it is up to SA3 discussion;
Proposal 1: use LTE DC AS key derivation procedure as shown in figure 4 for architecture option 3a, and check SA3 opinion; 

Algorithm selection for 3a:

Regarding whether master‘s AS security mechanism or secondary’s AS security mechanism (if SA3 has) should be used:

We notice that SA3 is considering introducing new security algorithms for NR. It is reasonable that the UE should use secondary’s AS security mechanism (new algorithm). However we need to find the way to get NR’s security capability, e.g. either includes it in the NR AS capability or in LTE NAS capability; Then the MeNB forwards it to the NR node; Since current UE security capabilities (LTE, UMTS, GPRS) are carried as NAS capability in LTE NAS it is nature to use the same way, i.e. extend LTE NAS to contain NR security capability.
Since this is under CT1/SA3 scope, we should check their opinion.
Proposal 2: Ask SA3 and CT1 whether UE NR security capability will be added in LTE NAS and to be used for NR side for architecture option 3a; 

Configuration transmission:
· Approach 1: same as LTE, i.e. Counter contains in MeNB message, and algorithm is contained in NR RRC configuration;

Note: UE LTE side needs to forward the counter to NR side;

· Approach 2: both counter and algorithm is contained in NR RRC configuration;

Note: MeNB should forward the counter to NR;
Since there is no big different between approach 1 and 2, we would like to stick to existing way, i.e. approach 1.
Proposal 3: for architecture option 3a, same as LTE, Counter contains in MeNB message, and algorithm is contained in NR RRC configuration;
Security consideration for 4a/7a
For architecture option 4a and 7a, we assume the LTE should support NR security (if SA3 has) since LTE has connected to new core. The NR security mechanism should be used. From AS layer:
Key derivation for 4a/7a: 
· Master node derives K-SeNB based on KeNB of master node and SCG counter;

Note: Regarding whether the new procedure should be used, it is up to SA3 discussion;
Proposal 4: use LTE DC AS key derivation procedure as shown in figure 4 for architecture option 4a/7a and intra NR, and check SA3 opinion; 
Algorithm selection for 4a/7a:

Assumption: eLTE UE shall use NR security when connects to the new core. For eLTE/NR dual mode UE, supported NR security capability should be same for both eLTE and NR side.
Then the security algorithm selection procedure will be same as LTE DC, i.e the master node gets the UE security capability from NGC, and forwards it to the secondary node for security algorithm selection;
Since this is under CT1/SA3 scope, we should check their opinion.
Proposal 5: Ask SA3 whether our assumption is correct understanding, i.e.
eLTE UE shall use NR security when connects to the new core. For eLTE/NR dual mode UE, supported NR security capability should be same for both eLTE and NR side and will to be used for secondary node side; 

Configuration transmission: Same as architecture option 3a;
Proposal 6: for architecture option 4a/7a, same as LTE, Counter contains in master node RRC message, and algorithm is contained in secondary node RRC configuration;
Based on the discussion above, the corresponding procedure is shown as below:
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Figure 5.secondary node encryption/decryption activation
Proposal 7: capture figure 5 in the TR for secondary node encryption/decryption activation;
2. Maser node sends a secondary node addition request to secondary node containing the KSeNB, UE security capabilities (supported algorithms and maybe D-H capability groups of UE).
3. Secondary node selects the UE security algorithm and maybe D-H capability according to its pre-determined security algorithms/priority D-H capability list and UE supported security algorithms/D-H capability groups.
4. Secondary node sends an addition response to master node containg the selected algorithms/D-H capability.
5. Master node sends the RRC connection reconfiguration containing the counter and secondary node container containing selected algorithms/D-H capability.
6. UE generates the corresponding Keys, and then sends a RRC connection reconfiguration complete to the master node. 
7. Master node sends the secondary node reconfiguration complete.
Proposal 8: send LS to SA3 and CT1 to inform them of the status, and ask them:
To SA3:

In terms of Key derivation:

Question 1: Whether LTE DC key derivation mechanism (i.e. Master node derives K-SeNB based on KeNB of master node and SCG counter) can be used for architecture option 3a (LTE as master node), 4a(NR as master node)  and 7a(eLTE as master node)? And whether any new solution will be introduced?
In terms of Algorithm selection:
Question 2: Whether new security algorithm will be introduced for NR or eLTE (LTE connects to new core)?

Question 3: Whether RAN2 assumption is correct understanding, i.e. eLTE UE shall use NR security when connects to the new core. For eLTE/NR dual mode UE, supported NR security capability should be same for both eLTE and NR side and to be used for secondary node for architecture option 4a/7a;

To SA3 and CT1:

Question 4:
Architecture option 3a (RP-161266): whether UE NR security capability will be added in LTE NAS and to be used for NR side for architecture option 3a;
3 Conclusion
Observation 1: For 3C (architecture option 3, 4 and 7), the PDCP layer of master node should be responsible for the AS layer security handling (ciphering of packets) for secondary node, no AS layer security handling is needed in secondary node.
Observation 2: For 1A and SCG split bearer (architecture option 3a, 4a and 7a), the PDCP layer of secondary node should be responsible for the AS layer security handling (ciphering of packets) for itself.
Observation 3: It is impossible for the secondary node to obtain RAT specific security mechanism by its own NAS layer, i.e. 

· For architecture option 3a, only LTE KASME can be used;

· For architecture option 4a, only NR’s “KASME” (if SA3 still uses it) can be used;

· For architecture option 7a, only LTE’s “KASME” (if SA3 still uses it) can be used;

Observation 4: It is impossible for the secondary node to get UE’s security capabilities via secondary node’s NAS, or from CN.
Proposal 1: use LTE DC AS key derivation procedure as shown in figure 4 for architecture option 3a, and check SA3 opinion; 

Proposal 2: Ask SA3 and CT1 whether UE NR security capability will be added in LTE NAS and to be used for NR side for architecture option 3a; 

Proposal 3: for architecture option 3a, same as LTE, Counter contains in MeNB message, and algorithm is contained in NR RRC configuration;
Proposal 4: use LTE DC AS key derivation procedure as shown in figure 4 for architecture option 4a/7a and intra NR, and check SA3 opinion; 
Proposal 5: Ask SA3 whether our assumption is correct understanding, i.e.
eLTE UE shall use NR security when connects to the new core. For eLTE/NR dual mode UE, supported NR security capability should be same for both eLTE and NR side and will to be used for secondary node side; 
Proposal 6: for architecture option 4a/7a, same as LTE, Counter contains in master node RRC message, and algorithm is contained in secondary node RRC configuration;
Proposal 7: capture figure 5 in the TR for secondary node encryption/decryption activation;
Proposal 8: send LS to SA3 and CT1 to inform them of the status, and ask them:

To SA3:

In terms of Key derivation:

Question 1: Whether LTE DC key derivation mechanism (i.e. Master node derives K-SeNB based on KeNB of master node and SCG counter) can be used for architecture option 3a (LTE as master node), 4a(NR as master node)  and 7a(eLTE as master node)? And whether any new solution will be introduced?
In terms of Algorithm selection:
Question 2: Whether new security algorithm will be introduced for NR or eLTE (LTE connects to new core)?

Question 3: Whether RAN2 assumption is correct understanding, i.e. eLTE UE shall use NR security when connects to the new core. For eLTE/NR dual mode UE, supported NR security capability should be same for both eLTE and NR side and to be used for secondary node for architecture option 4a/7a;

To SA3 and CT1:

Question 4:
Architecture option 3a (RP-161266): whether UE NR security capability will be added in LTE NAS and to be used for NR side for architecture option 3a;
The draft LS is provided in [5].
4 Reference

[1] RP-161915, On NR timeline, ATT
[2] S3-162138, TR_33899-060
[3] RP-161266. 5G architecture options – full set
[4] TS33.401
[5] R2-1700303 Draft LS on Security in secondary node in tight interworking, Huawei, HiSilicon

8/8


_1539259696.vsd
Master NB 


PDCPmaster


RLCmater


MACmaster


Secondary NB


PDCPmaster


RLCsecondary


3C (MCG split bearer)


Xn


RLCmaster


MACsecondary


S1-U or  NG-U



_1539266134.vsd
3. Capability negotiations, Algorithm selection


UE


MeNB


SeNB



_1544620348.vsd
3. Capability negotiations, Algorithm (“D-H capability”) selection


UE


Master node


Secondary node



_1539259721.vsd
Master NB


PDCPMaster


RLCMaster


MACMaster


Secondary NB


PDCPSecondary


S1 or NG-U


RLC Secondary


MACSecondary


1A (SCG bearer)



_1539259139.vsd
Master NB


PDCPMaster


RLCMaster


MACMaster


Secondary NB


PDCPSecondary


RLCSecondary


MACSecondary


S1-U or NG-U


Xn


RLCMaster


SCG split bearer



_1360523452.doc

[image: image1]


[image: image2]

















USIM / AuC







KUPint







UE / MME







KASME







K







KUPenc







KeNB / NH







KNASint







UE / HSS







UE / eNB







KNASenc







CK, IK







KRRCint







KRRCenc























USIM / AuC







UE / MME







UE / ASME







KASME







K







KUPenc







KeNB







KNASint







UE / HSS







UE / eNB







KNASenc







CK, IK







KRRCint







KRRCenc
















