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1. Introduction

The contribution discusses several aspects on security for user plane data.
2. Discussion

2.1 Ciphering
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Figure 1 Key Derivation [1]
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Figure 2 Ciphering of data [2]
In LTE, user plane is ciphered using KUPenc as shown in Figures 1 and 2 above, and the ciphering algorithm (EEA in Figure 2) using the KUPenc (KEY in Figure 2) is common for all radio bearers (i.e. SRB1, SRB2 and DRBs).
Then, the question is whether we can consider different ciphering algorithm and/or key per different radio bearer (or network slice) for NR. From our understanding, SA3 is already discussing whether to use different keys on different DRBs (e.g. one key per slice). However, in RAN2 perspective, it would also have impacts on our signalling procedures, and we think it should be considered only if it is required i.e. we have different security requirements for different slice tenants. Hence, RAN2 should ask SA3 whether there is a real need to apply different ciphering algorithm and/or key per different radio bearer (or network slice) for NR.
Proposal 1: For UP ciphering, RAN2 asks SA3 whether there is a real need to apply different ciphering algorithm and/or key per different radio bearer (or PDU session/ network slice) for NR.
In LTE, the UP ciphering is terminated in the eNB. However, for NR, SA3 seems now discussing whether the termination point would be UP_GW (similar to S-GW), which might have several impacts to RAN2/3. For instance, if UP ciphering is moved to the CN, gNB would only have the security key for CP integrity/ciphering, and it might have some impacts to key update procedures in handover/ dual connectivity/ tight interworking scenarios. Thus, it would be beneficial to check the current status in SA3, and co-work with them to give them some feedback about the implications. Also, unless we have enough motivations, we would like to stick to the current LTE model (i.e. terminating at the gNB) for minimizing the procedural impacts.
Proposal 2: Ask SA3 the current status of their discussion on changing the security terminating point to UP_GW, and inform SA3 that changing security terminating point is not preferable in RAN2 point of view given the expected impact to protocols.
2.2 Integrity Protection

In LTE, integrity protection applies to NAS and AS signalling using the key KNASint and KRRCint in Figure 1, but not to user plane traffic. For NR, depending on the application (e.g. critical data for MTC application), to have integrity protection might be useful however we wonder if this would (or should) be part of phase 1 for NR by considering time schedule. It should also be noted that RAN plenary already deprioritizes mMTC for the phase 1 [3], so SA3 should be aware of the agreements in RAN. However, the issue itself is scope of SA3, so should be discussed in SA3.
Proposal 3: For UP integrity protection, RAN2 informs SA3 about de-prioritization of mMTC, but the detailed discussion should take place in SA3.

3. Conclusion
Proposal 1: RAN2 asks SA3 whether it is required to apply different ciphering algorithm and/or key per different radio bearer (or PDU session/ network slice) for NR.
Proposal 2: Ask SA3 the current status of their discussion on changing the security terminating point to UP_GW, and inform SA3 that changing security terminating point is not preferable in RAN2 point of view given the expected impact to protocols.
Proposal 3: For UP integrity protection, RAN2 informs SA3 about de-prioritization of mMTC, but the detailed discussion should take place in SA3.
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