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1. Overall Description:

3GPP RAN2 have considered some operational aspects of security in NR, with the following conclusions:
· It is desirable to decouple security key refreshing from the mobility procedure at least for the case of lower layer mobility while the PDCP anchor point is not changed.

· Keys are proposed to be refreshed only when necessary.  As far as RAN2 are aware, this means

· Upon PDCP anchor point transfer to a new site;

· Upon using up the available DRB IDs;

· Upon KASME change;

· Upon connection re-establishment or resume.

· Key derivation should not necessarily depend upon the cell identity (further consideration is needed for what inputs could be used instead, e.g. random value).

· When the key is refreshed, new and old security keys should be usable simultaneously (this is in order to achieve 0 ms interruption time).  A mechanism will be needed for the receiver to identify which key is used for the PDCP PDU.

RAN2 are unsure if it would be necessary to have mutual authentication between the UE and network at each lower layer mobility event, i.e. while maintaining the same PDCP anchor point.
In addition, RAN2 have noted that if key refresh is decoupled from lower layer mobility, the lower layer TRPs could be vulnerable to chaining attacks, since a key broken at one TRP could continue to be used in another one under the same PDCP anchor.  Considering the common PDCP anchor point, this scenario may not need to be addressed.
RAN2 would like to solicit SA3 views on these points of uncertainty.  In addition, any comment from SA3 on the RAN2 conclusions above would be welcome.

2. Actions:

To SA3:
1. RAN2 respectfully invite SA3 to comment on the conclusions above.
2. RAN2 respectfully ask SA3 if mutual authentication is needed at each lower layer mobility event, while the UE remains under the same PDCP anchor point.
3. RAN2 respectfully ask SA3 if, in case key refresh is decoupled from lower layer mobility, steps are needed to guard against chaining attacks between lower layer TRPs.
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