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1	Introduction
During last RAN2 meeting [1], the question of mobility has been discussed and the possibility to have handover without PDCP re-establishment was raised. The present contribution tries to analyse the different possibilities.
2	Scenario
In the analysis below, we consider the case of the relocation of radio bearers of a UE between two cells. We do not consider multi-connectivity: there is no split bearer or SCG bearer. In addition, it is assumed that there is no other connection other that the MCG (Master Cell Group), in the source and target cell. This implies that there is a RACH procedure triggered at the target cell and that there is no more transmission in the source cell after the handover.
NOTE:	In the context of this contribution, when we speak of “handover”, we mean a procedure that involves the reset of MAC.
3	AM mode
3.1	Situation in LTE
In LTE, during handover all the following steps are executed at UE side (corresponding procedures apply at Network side) [2]:
-	MAC sublayer is reset (and discard of data)
-	RLC sub-layer is re-established and in DL, the SDU still in the reception buffer and waiting for re-ordering are delivered (out of order) to the PDCP sub-layer.
-	PDCP sublayer is re-established:
-	For UL, the PDU for which the delivery to higher layer in the receiving side have not been confirmed are sent again. (Data Recovery)
-	The ciphering key is changed.
-	If ROHC is used, the protocol is reset. (Note that it means that the packets that need to be retransmitted are retransmitted with a different compressed header).
It has to be noted that there is a RACH procedure. The UE knows exactly when the new packets are sent or received after the handover. 
Furthermore, the transmission buffer of lower layers (RLC, MAC) are flushed: there is no pending packets with old configuration waiting for transmission once the RACH procedure has begun.
3.2	Situation in NR
With the use of cloud RAN, the size of gNB is possibly larger. When the handover is performed between two cells from the same gNB, the change of key may not be needed. However, it is also clear that it should be possible to change the ciphering and integrity protection key at any moment e.g. depending on security domains.
Observation 1: It should be possible to make a handover with and without key change.
In LTE, during handover, MAC and RLC are reset and re-established. This leads to loss of data in RLC. This is why PDCP is retransmitting the packets that may have been lost during the re-establishment procedure (data recovery). The simplest case in NR would be to have no RLC re-establishment: RLC could continue to send and receive packets, only MAC would be re-established and the HARQ data is flushed. RLC would retransmit the data lost during MAC reset. In this case, nothing is needed in PDCP because there is no change in RLC.
Observation 2: When the RLC anchor does not change, it should be possible to make a handover without RLC re-establishment
Without RLC re-establishment, the change of ciphering key (if needed) would become difficult, because the receiving entity would not know when to use old key and when to use the new key. This can be compared to a change of key without handover, and without lower layer (RLC) re-establishment. In order for the receiver to know when to use the new key, a key index would be needed.
NOTE:	the size of such index would limit the number of keys that can be handled on the fly and a one bit key index might not be enough to support frequent cell changes.
Observation 3: A handover with a key change but no RLC reset requires a key index.
The usefulness of such a scenario is however questionable: if RLC can continue, the only reason to perform a key change would be a COUNT wrap around, which is infrequent enough to afford relying on re-establishing RLC and avoiding an index to be introduced.
In summary, we are left with three possible ways to perform the Handover:
Table 1: Different Handover schemes for AM
	Option
	Security
	PDCP
	RLC
	MAC

	AM-1
	Key change
	Data Recovery
	Re-established
	Reset and Data discarded

	AM-2
	No key change
	Data Recovery
	Re-established
	Reset and Data discarded

	AM-3
	No Key change
	Continues
	Continues
	Reset and Data discarded



In AM-1, PDCP is re-established, in a similar way as LTE. The procedure is similar.
In AM-2, there is no key change but there is Data Recovery. This mean that there cannot be ROHC reset. Indeed, the retransmitted packets must be 100% identical to the first transmission because the key has not changed.
NOTE:	to avoid “key stream re-use”, the same data must be ciphered with the same COUNT (that is the reason why key change is always used at COUNT wrap-around) and thus, when maintaining PDCP SN at handover without changing the key, ROHC cannot be reset.
In AM-3, there is no change in PDCP, the sublayer continues as before. In this case, a ROHC reset can be triggered as if there was no Handover procedure.
Proposal 1: The three-possible handling of handover are considered for study for AM mode:
-	AM-1: LTE- like handover
-	AM-2: No Key change, Data Recovery, RLC re-establishment
-	AM-3: No key change, No RLC re-establishment
4	UM Mode
4.1	Situation in LTE
In UM mode, the handover procedure in LTE is a bit different from AM mode. The following action occurs during the handover on UE side:
-	MAC sublayer is reset (and data is discarded)
-	RLC sub-layer is re-established and in DL, the SDU still in the reception buffer and waiting for re-ordering are delivered (out of order) to the PDCP sub-layer.
-	PDCP sublayer is re-established. This includes:
-	COUNT is reset to 0;
-	Ciphering and integrity protection keys are changed;
-	ROHC is reset;
-	In UL, PDU that are already submitted to lower layers are discarded.
In UM mode, there is no retransmission of missing packets: the transmission restarts with the first SDUs that were not submitted to lower layers before the Handover.
4.2	Situation in NR
We can assume that observation 1-3 apply to UM mode as well.
But in UM mode, if the ciphering key is not changed, the PDCP SN cannot be reset to 0 because different SDU would be sent over the air with the same SN and the same key if the key is not changed.
Observation 4: for UM mode, if security keys are not changed, COUNT cannot be reset to zero.
Therefore, for a handover for which there is no key change in UM, the SN should not be reset to zero.
The same list of handover can be obtained as AM, with the addition of UM-1a for which COUNT can be reset to zero as in LTE:
Table 2: Different Handover schemes for UM
	
	Security
	PDCP
	COUNT
	RLC
	MAC

	UM-1a
	Key change
	Re-established

	Reset to 0
	Re-established
	Reset and Data discarded

	UM-1b
	
	
	Continues
	
	

	UM-2
	No key change
	Re-established
	Continues
	Re-established
	Reset and Data discarded

	UM-3
	No key change
	Continues
	Continues
	Continues
	Reset and Data discarded



In term of ROHC, for the same reason considered above, a ROHC reset can be triggered for UM-1a, UM-1b and UM-3 but not for UM-2.
NOTE:	as explained earlier, to avoid “key stream re-use”, the same data must be ciphered with the same COUNT (that is the reason why key change is always used at COUNT wrap-around) and thus, when maintaining PDCP SN at handover without changing the key, ROHC cannot be reset.
 Proposal 2: The four possible handling of handover are considered for study for UM mode:
-	UM-1a: LTE- like handover
-	UM-1b: LTE- like handover with not COUNT Reset
-	UM-2: No Key change, RLC re-established
-	UM-3: No key change, No RLC re-establishment
5	Signalling Radio Bearer
5.1	LTE
For SRBs, the handling is different, even if the RLC mode is AM mode. During the handover:
-	MAC sublayer is reset and data is discarded
-	RLC re-establishment and the PDU resulting from the flush are discarded
-	Re-establishment of PDCP sublayer. This includes:
-	Reset of COUNT to 0
-	Change of ciphering keys
-	Discard of all PDCP data
5.2	New Radio
As for UM the first observations 1-4 can apply to SRBs.
The same four cases can be envisaged:
Table 3: Different Handover schemes for SRB
	
	Security
	PDCP
	COUNT
	RLC
	MAC

	SRB-1a
	Key change
	Data discard
	Reset to 0
	Re-established
	Reset and Data flushed

	SRB-1b
	
	
	Continues

	
	

	SRB-2
	No key change
	Data discard
	Continues
	Re-established
	Reset and Data flushed

	SRB-3
	No RLC re-establishment
	Continues
	Continues
	Continues
	Reset and Data flushed



Proposal 3: The four possible handling of handover are considered for study for SRB
-	SRB-1a: LTE- like handover
-	SRB-1b: LTE- like handover with not COUNT Reset
-	SRB-2: No Key change, RLC re-established
-	SRB-3: No key change, No RLC re-establishment
6	Use cases
The scenarios AM-1, UM-1a, UM-1b, SRB-1a, SRB-1b can be used in case of handover between two gNBs that are physically separated: the RLC sublayers of the source and target cells are not collocated.
The scenarios AM-2, UM-2, SRB-2 can be used in case of handover between two gNBs that are located within the same security domain.
The scenarios AM-3, UM-3, SRB-3 can be used in case of handover between two cells of the same gNB.
7	Conclusion
In this contribution, we have made the following observations and proposals:
Observation 1: It should be possible to make a handover with and without key change.
Observation 2: When the RLC anchor does not change, it should be possible to make a handover without RLC re-establishment
Observation 3: A handover with a key change but no RLC reset requires a key index.
Proposal 1: The three possible handling of handover are considered for study for AM mode:
-	AM-1: LTE- like handover
-	AM-2: No Key change, Data Recovery, RLC re-establishment
-	AM-3: No key change, No RLC re-establishment
Observation 4: for UM mode, if security keys are not changed, COUNT cannot be reset to zero.
Proposal 2: The four possible handling of handover are considered for study for UM mode:
-	UM-1a: LTE- like handover
-	UM-1b: LTE- like handover with not COUNT Reset
-	UM-2: No Key change, RLC re-established
-	UM-3: No key change, No RLC re-establishment
Proposal 3: The four possible handling of handover are considered for study for SRB
-	UM-1a: LTE- like handover
-	UM-1b: LTE- like handover with not COUNT Reset
-	UM-2: No Key change, RLC re-established
-	UM-3: No key change, No RLC re-establishment
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