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1	Introduction
In this contribution, we discuss security keying considerations for the LTE/NR tight interworking scenarios. We make a few observations and proposals to start discussions on this topic. A set of guidelines are proposed to be captured in the running TR.
The three deployment scenarios that have been agreed to be studied as part of LTE-NR tight interworking are shown in Figure 1 below. These scenarios correspond to the non-standalone scenarios captured in RP-161266 [1] as scenarios 3, 4 and 7 respectively:


Figure 1: LTE-NR tight interworking deployment scenarios (RP-161266)
2	S-KeNB derivation in LTE dual connectivity


Figure 2: Key hierarchy in E-UTRAN based on [1]
It can be seen from Figure 2, that the KeNB is a key derived by ME and MME from KASME or by ME and target eNB.
In the context of dual connectivity, the appendix in [1] also provides an overview of how the S-KeNB is derived from the KeNB from the MeNB.
	[bookmark: _Toc462326089]A.15	Derivation of S-KeNB for dual connectivity
This input string is used when the MeNB and UE derive S-KeNB from KeNB during dual connectivity. The following input parameters shall be used:
-	FC = 0x1C
-	P0 = Value of the SCG Counter as a non-negative integer
-	L0 = length of the SCG Counter value (i.e. 0x00 0x02)
The input key shall be KeNB of the MeNB.



In addition to the above, the SeNB Security Key is sent to the SeNB by the MeNB during SENB ADDITION REQUEST and SENB MODIFICATION REQUEST procedures described in [2]:
	[bookmark: _Toc462753148]9.2.72	SeNB Security Key
The SeNB Security Key IE is used to apply security in the SeNB as defined in TS 33.401 [18].
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	SeNB Security Key
	M
	
	BIT STRING (SIZE(256))
	The S-KeNB which is provided by the MeNB, see TS 33.401 [18].






3	Security considerations for LTE/NR tight interworking
Based on the material presented in section 2, we make a few observations on the security considerations for LTE/NR tight interworking.
Observation 1: Keying hierarchy and derivation mechanisms depend on the type of core network (EPC or Next Gen Core).
Observation 2: For Scenario 3 type of tight interworking, where LTE is connected to EPC, it seems sensible to reuse the SeNB keying principles from LTE dual connectivity.
 Observation 3: For Scenario 4 and 7 type of tight interworking the security architecture principles defined in the context of the Next Gen Core would be the foundation to discuss management of secondary node keys.
4	Conclusions
In this contribution we have discussed the security key derivation mechanism for SeNB in the context of LTE/NR tight interworking. We have made the following observations and would like to make a few proposals based on the same:
Observation 1: Keying hierarchy and derivation mechanisms depend on the type of core network (EPC or Next Gen Core).
Observation 2: For Scenario 3 type of tight interworking, where LTE is connected to EPC, it seems sensible to reuse the SeNB keying principles from LTE dual connectivity.
 Observation 3: For Scenario 4 and 7 type of tight interworking the security architecture principles defined in the context of the Next Gen Core would be the foundation to discuss management of secondary node keys.

Proposal 1: For Scenario 3 of LTE/NR tight interworking, the S-KeNB is derived from the master node KeNB.
Proposal 2: For Scenario 4 and 7, initiate discussion for the LTE/NR tight interworking security after a few details of the key derivation hierarchy are available.
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Appendix: Text Proposal for TR 38.804
[bookmark: _Toc453159539][bookmark: _Toc454284862]Beginning of the Text Proposal
[bookmark: _Toc460607385]4.2	Guidelines
For both control plane and user plane protocols:
-	NR Radio protocols and procedures should be designed to have as much commonality as possible between tight interworking with LTE and standalone operations.
-	Most essential functions (e.g., initial system access) should be future proof and designed to be common to various different use cases and services.
-	LTE layer 2 and RRC functions are taken as a baseline for NR.
In terms of intra-NR mobility:
-	Two types of UE states are taken as a baseline; one is network controlled mobility and the other is UE based mobility.
-	For typical inter-gNB network controlled mobility, the information provided in measurement configuration required for the UE to perform measurements should be minimised (e.g., avoid the need to provide detailed cell/beam level information). More detailed information may be provided to address some cases.
-	UE context transfer should be minimised as a consequence of UE based mobility.
In terms of URLLC:
-	Study will not focus on high availability as in node, hardware/software, transport link availability, and instead the focus should be on coverage, mobility, radio link features etc. related to providing low latency and/or high reliability.
In terms of system information delivery:
-	System information distribution should target a single technical framework, ensuring future proofness and smooth introduction of new services and features.
-	System information distribution should consider performance aspects like accessibility and state transition latency.
-	System information distribution should enable a high level of configurability enabling optimization of KPIs such as energy savings and accessibility.
-	System information distribution should include fast and efficient mechanisms for handling of system information change.
-	System information distribution should explore and leverage the fact that parts of the system information may be the same across a large area, such as the parts associated to system access (e.g. RACH configuration during state transitions).
-	System information distribution in NR should be designed such that UEs supporting less than the carrier bandwidth can determine at least the minimum system information.
-	System information broadcast should allow configurations that enable network energy efficiency (e.g. by long DTX duration).
In terms of LTE NR tight interworking:
· For Scenario 3 of LTE/NR tight interworking, the S-KeNB is derived from the master node KeNB.
· For Scenario 4 and 7, the S-KeNB key derivation is FFS. 
End of the Text Proposal
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