Page 4
Draft prETS 300 ???: Month YYYY
3GPP TSG-RAN WG2 #97bis	Tdoc R2-1702865
Spokane, USA, 3rd – 7th April 2017	

Agenda Item:	10.4.1.6
Source:	Ericsson
Title:	Access Control for NR
Document for:	Discussion, Decision
Introduction
This contribution is an update of R2-1700911.
In RAN2 NR Ad Hoc (Jan 2017), the following agreements were made: 

Agreements:
1:	NR system should support overload/access control functionality of RACH backoff, RRC Connection Reject, RRC Connection Release and UE based access barring mechanisms.
2:	RAN2 should aim to specify one unified access barring mechanism for NR that can address all the use cases and scenarios defined in LTE.
3:	The unified access barring mechanism needs to be forward compatible in order to cope with future use cases/scenarios.
4:	RAN2 should aim to specify an access barring mechanism for NR that is applicable for all RRC states in NR (RRC_IDLE, RRC_CONNECTED and RRC_INACTIVE). [FFS whether it will be possible for the mechanism to be completely common between the states]
5	Study whether it is possible to specify the unified access barring mechanism fully inside the 3GPP WGs.


Moreover, in RAN2#97, it was agreed to send an LS to SA1, CT1 and SA2.
In this contribution, we discuss how to realise a unified access control by using a single set of access categories.  Intention is to keep a clear separation between the mapping of events onto access categories and the access baring itself.
As part of this, we also address the following:
· What is meant by “one unified access barring mechanism”?
· How would the different subfunctions part of access control be allocated into layers and nodes?
· Mobility aspects of access control
[bookmark: _Ref178064866]Discussion
What is meant by “one unified access barring mechanism”?
[bookmark: _GoBack]For “unified” access control, we understand one common framework as opposed to the situation in LTE that has evolved to several different mechanisms, see, e.g. [1]. With one framework we also assume that there should be a single set of access categories to be used by the UE. Other solutions (e.g., like several sets of access categories, possibly with different meaning, based on, e.g., application, slice, PLMN etc) we believe could cause an undesired increase in amount of information to broadcast and read by the UE prior to access.
[bookmark: _Toc473548534][bookmark: _Toc473792062][bookmark: _Toc473793991][bookmark: _Toc473794335][bookmark: _Toc473875467][bookmark: _Toc473944794][bookmark: _Toc473944802][bookmark: _Toc477945579][bookmark: _Toc477945820][bookmark: _Toc477956370][bookmark: _Toc477956738][bookmark: _Toc478121966][bookmark: _Toc478163240]For access control, there is a single set of access categories used by the UE to perform a barring check, controlled by the network.
A good starting point for NR access control is to look at ACDC as it already introduced concept of generalized category. With ACDC, it is possible to control access category per application ID and the network controls, by means of preconfiguration, on which access category access triggered by a given application is mapped. We think the framework for NR access control should use the same principles as ACDC, but be further extended to include also other aspects when determining the access category, such as service, signalling event and slice. For future-proofness however, as we learned from LTE, we believe that aspects that we today cannot specify would need to be added over time. This makes it reasonable to seek a flexible solution that can handle additions as also captured in the TR 38.804. The framework for ACDC and the structure of its MO (TS 24.105) seem to be possible to extend to include additional aspects that can be specified when need arise.
[bookmark: _Toc473792064][bookmark: _Toc473793993][bookmark: _Toc473794337][bookmark: _Toc473875468][bookmark: _Toc473944795][bookmark: _Toc473944803][bookmark: _Toc477945580][bookmark: _Toc477945821][bookmark: _Toc477956371][bookmark: _Toc477956739][bookmark: _Toc478121967][bookmark: _Toc478163241]Consider access categories similar to ACDC as input to a single, generic access control mechanism to control overload.
The number of access categories is typically a tradeoff between the need to have sufficient amount of categories to perform a reasonable differentiation at overload and side-effects of the access barring mechanism itself, in particular system information bits and latency caused by reading the system information barring check in the UE. 
We consider the following signaling diagram for further describing a generalized NR access control framework.

[image: ]
Figure 1: Example sequence for principles of access control
1. The network configures access categories in the UE. This configuration includes mapping rules related to combinations of event types, applications, services or other aspects to access categories. If needed, also the SIM-stored Access Class(es) (0-15) can be used in the mapping rules. These mapping rules are configured from the core network using NAS signalling. This is typically dedicated signalling in order to have a UE-specific configuration and is typically performed during attach and e.g. registration area update.
The result of the configuration of categories in the UE can be illustrated as a table, including both the configuration rules and the resulting category.
Table 1: Example of access category configuration in UE
	Access Class
	Slice
	Application
	Service/Event type
	…
	Access category

	*
	7
	*
	*
	
	3

	*
	*
	3
	*
	
	5

	10
	*
	*
	Emergency call
	
	10

	*
	*
	*
	RAN signalling
	
	2



The example illustrates access category dependent on Access Class, Slice, Application and Service but it is not necessarily the case that all aspects need to be considered. As soon as an access is related to application 3, it may, e.g., always result in Access Category 5, irrespective of other input. 
2. A trigger, to  access the network occurs in the UE.
3. The UE determines the access category for this particular access, based on the UE configuration in step 1. 
4. Access control barring indication. RAN indicates by system information whether an access category is barred or not, e.g. using barring probability factor and barring time similar to ACDC or bitmap similar to EAB or something else. This signalling is part of the RRC layer. Since the UE needs to read this information before making access to the system for the first time, this should be part of the minimum system information.
[image: ]
Figure 2: Barring Time and Barring Factor Per ACDC Category. Example from LTE (36.331)
5. Access control barring check. Before making an access attempt (random access), the UE uses the determined access category together with the broadcasted  system information to check whether the particular access category is barred. This is part of the RRC layer.
6. If the UE determines that this particular access is not barred, it performs the access attempt.
In the table below we summarize the allocation of the different functions for access control.
Table 2: Allocation of access control functions
	Function
	UE
	RAN
	Core network

	Configuration of access categories
	
	
	X

	Determination of access category
	X
	
	

	Indication of barring for each access category
	
	X
	

	Barring check
	X
	
	



With a single set of access categories and a mapping that is controlled by the network we get a flexible and future-proof way of controlling both what applications and events that should use various accesses. It allows for future additions and changes without changing the access control framework, and it further limits the amount of information that need to be, e.g., broadcast in system information to only one set of access categories.
[bookmark: _Toc477956372][bookmark: _Toc477956740][bookmark: _Toc478121968][bookmark: _Toc473792065][bookmark: _Toc473793994][bookmark: _Toc473794338][bookmark: _Toc473875470][bookmark: _Toc473944797][bookmark: _Toc473944805][bookmark: _Toc477945581][bookmark: _Toc477945822][bookmark: _Toc347823621][bookmark: _Toc347824073][bookmark: _Toc347824246][bookmark: _Toc473548537][bookmark: _Toc478163242]The configuration of access categories in the UE is performed by the core network using NAS signalling
[bookmark: _Toc477956373][bookmark: _Toc477956741][bookmark: _Toc478121969][bookmark: _Toc478163243]For accesses triggered by upper layers (NAS), determination of which access category to use is made by the NAS layer
[bookmark: _Toc473548539][bookmark: _Toc473792067][bookmark: _Toc473793996][bookmark: _Toc473794340][bookmark: _Toc473875472][bookmark: _Toc473944799][bookmark: _Toc473944807][bookmark: _Toc477945583][bookmark: _Toc477945824][bookmark: _Toc477956375][bookmark: _Toc477956742][bookmark: _Toc478121970][bookmark: _Toc478163244]Indication of access barring information  is performed in the RRC layer.
[bookmark: _Toc473548540][bookmark: _Toc473792068][bookmark: _Toc473793997][bookmark: _Toc473794341][bookmark: _Toc473875473][bookmark: _Toc473944800][bookmark: _Toc473944808][bookmark: _Toc477945584][bookmark: _Toc477945825][bookmark: _Toc477956376][bookmark: _Toc477956743][bookmark: _Toc478121971][bookmark: _Toc478163245]The signalling of access barring information should be part of the minimum system information.
[bookmark: _Toc473548541][bookmark: _Toc473792069][bookmark: _Toc473793998][bookmark: _Toc473794342][bookmark: _Toc473875474][bookmark: _Toc473944801][bookmark: _Toc473944809][bookmark: _Toc477945585][bookmark: _Toc477945826][bookmark: _Toc477956377][bookmark: _Toc477956744][bookmark: _Toc478121972][bookmark: _Toc478163246]Access control barring check is performed by the RRC layer in the UE.

Mobility aspects
To perform the configuration of access categories in the UE requires signaling from the Core Network. The configuration is then used when the UE makes subsequent access attempts. This typically implies that during mobility in idle and inactive, the UE should be able to use the configuration obtained from the Core Network. 
To avoid triggering of additional signaling, it seems reasonable to try to maintain rules for access category mapping and not frequently change them. How to determine the validity of the stored configuration of access categories by the UE should be addressed. As the access category configuration is sent by dedicated signalling over NAS, it should be up to the Core Network to control updates of the configurations of access categories. This could for example be done in connection to a registration area update.
[bookmark: _Toc477945586][bookmark: _Toc477945827][bookmark: _Toc477956378][bookmark: _Toc477956745][bookmark: _Toc478121973][bookmark: _Toc478163247]The UE access category configuration is valid until an update is initated by the Core Network
We can also make the following observation:
[bookmark: _Toc478121998][bookmark: _Toc473548533][bookmark: _Toc473792061][bookmark: _Toc473793990][bookmark: _Toc473794333][bookmark: _Toc473875466][bookmark: _Toc477945577][bookmark: _Toc477945829][bookmark: _Toc477956366][bookmark: _Toc478163249]There may be occasions, e.g., prior to attach or registration procedures, when the UE has not received configurations of access categories from the core network. 
In such situations, a (minimum) default configuration of access control categories could apply. This default set of mapping rules should apply e.g., at initial attach.
[bookmark: _Toc477945587][bookmark: _Toc477945828][bookmark: _Toc477956379][bookmark: _Toc477956746][bookmark: _Toc478121974][bookmark: _Toc478163248]A default access category configuration should apply when the UE has not received an access category configuration from the Core Network.
Conclusion
In this paper, we have presented a framework for unified access control, using a single set of access categories, which also keeps clear separation between the mapping of events onto access categories and the access barring itself.
In section 2 we made the following observations:
Observation 1	There may be occasions, e.g., prior to attach or registration procedures, when the UE has not received configurations of access categories from the core network.

Based on the discussion in section 2 we propose the following:
Proposal 1	For access control, there is a single set of access categories used by the UE to perform a barring check, controlled by the network.
Proposal 2	Consider access categories similar to ACDC as input to a single, generic access control mechanism to control overload.
Proposal 3	The configuration of access categories in the UE is performed by the core network using NAS signalling
Proposal 4	For accesses triggered by upper layers (NAS), determination of which access category to use is made by the NAS layer
Proposal 5	Indication of access barring information  is performed in the RRC layer.
Proposal 6	The signalling of access barring information should be part of the minimum system information.
Proposal 7	Access control barring check is performed by the RRC layer in the UE.
Proposal 8	The UE access category configuration is valid until an update is initated by the Core Network
Proposal 9	A default access category configuration should apply when the UE has not received an access category configuration from the Core Network.


[bookmark: _In-sequence_SDU_delivery]References
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