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1. Introduction 
In RAN#72, the SI was updated [1] with the following objectives (extract). 

1. Study and evaluate a generic Layer 2 evolved UE-to-Network Relay architecture, including methods for the network to identify, address, and reach a evolved Remote UE via an evolved ProSe UE-to-Network Relay UE. [RAN2]

a. Study the possibility of  a common solution supporting the following use cases:[RAN2]

i. UE to network relaying over non-3GPP access (Bluetooth/WiFi). 

ii. UE to network relaying over LTE sidelink. 

iii. Unidirectional and bidirectional UE to network relay.
b. Investigate potential impacts to protocol stack, procedure and signalling mechanisms, such as authorization, connection setup, UE mobility, parameter configuration and security, allowing multiple evolved Remote UEs via an evolved ProSe UE-to-Network Relay UE.[RAN2] 

c. Study path selection/switch between the cellular link (Uu air interface) and relay link and provide service continuity and QoS [RAN2, RAN3]. 

2. Study necessary LTE sidelink enhancements.

a. Introduce additional evaluation assumptions to the sidelink evaluation methodology defined in TR 36.843 focussing on analysis of wearable use cases [RAN1,RAN2].

b. Identify mechanisms to enable QoS, reliable, and/or low complexity/cost & low energy sidelink [RAN1, RAN2, RAN4].
c. Study additional co-existence issues with adjacent carrier frequencies that may arise due to the new mechanisms identified [RAN4].

This document suggests one solution for how to achieve the end-to-end security while allowing remote UE to connect to a relay from idle mode.

2. Discussion

In Rel-13, two solutions were introduced which allowed for optimisation of signalling for devices connecting to the network from idle mode. The so-called user-plane solution provides a way for the UE to more efficiently connect to the network by storing the AS context upon Connection Suspend. The UE may then Resume a connection and continue using AS related information stored prior to going to idle mode, including AS security. The so-called control-plane solution allows the UE to include NAS signalling piggy-backed on RRC signalling in order to send short amounts of data without performing the full establishment procedure, including not performing AS level security activation.
For a remote UE connecting via L2 relay, one aspect that needs to be addressed is how to enable security between the end user and the network without the relay being able to intercept data. This requires security establishment to occur between the remote UE and the network, prior to connecting via a relay. Both C-plane and U-plane solutions for CIoT optimisation already assume the UE has previously performed security procedures (for the C-plane solution this is higher layer security only) before performing the optimised signalling procedures.

In our view, it would be beneficial to consider adapting both of these solutions for the purpose of connecting directly to a relay from idle mode. Taking advantage of the fact the (remote) UE has previously performed security procedures we may avoid having to always connect to the eNB and perform a handover to the relay after security has been established if the UE is able to request a connection via a Relay using one of the CIoT optimisation solutions. For example, a UE which has previously been connected and has been suspended, may attempt to resume the connection via a relay by providing the resume ID via the relay, and then upon resuming the connection via a relay will have security parameters in place to continue secure communication with the network.
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Figure 1: Potential use of CIoT optimisation for Relay
A potential procedure for resuming an RRC connection (U-plane solution) or sending user data in a NAS PDU (C-plane solution) via a relay is shown above in Figure 1 -“relay request/respond” is just an example, we need to agree on the relay discovery/establishment procedure. In our opinion it would be beneficial to adapt the signaling optimisations introduced in Rel-13 in order to take advantage of the previously established security using existing procedures, while allowing UE to connect directly to the relay from idle mode using suspend/resume and possible NAS message piggybacking. The use of a resume ID for paging a remote UE may also be beneficial in order to avoid the need to share the UE identity of either the remote UE to the relay, or vice-versa.
Proposal: Study the adaptation of both C-plane and U-plane solutions for CIoT, and signalling optimisations for light connection in LTE, for connecting and paging via a Relay in idle mode.
3. Conclusion
In this paper we have briefly introduced the possibility for enhancing and adapting the CIoT optimisations introduced in Rel-13 for use when connecting to a relay, and propose to further study these options. 
Proposal: Study the adaptation of both C-plane and U-plane solutions for CIoT, and signalling optimisations for light connection in LTE, for connecting and paging via a Relay in idle mode.
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