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1. Introduction

RAN2 made following agreements to support mobility enhancements for eLWA last RAN2 meeting [1]:

	=>
Working assumption to use the end marker with SN approach. 

=>
Open issues should concluded (e.g. packet loss, out of order delivery, how SN and end marker work together)

=>
We will not have different solutions for UL and DL

=>
Working assumption can be informed to SA3.


While capturing the agreements in RAN2#96 meeting to the stage-2 and PDCP specifications, several detailed aspects on the end marker were identified, and the contribution is to resolve the remaining issues including the key switching time issue in eLWA.
2. Discussion

2.1 Where to place the end-marker packet
During the email discussion [96#68], RAN2 discussed the possible options where to place the end-marker packet (i.e. either PDCP or LWAAP), and tentatively captures it in the PDCP running CR with Editor's note [3].

As expressed in the email discussion, we think that it would be better to have the end-marker packet in the LWAAP for minimizing impacts on the PDCP for LWA. Also we think there is no need for a separate control packet, and one of the reserved bits in the LWAAP header (as shown below) can be utilized to indicate the end-marker packet when sending data over WLAN during handover.
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Figure 6.1.2-1: LWAAP data PDU [4]


Proposal 1: The LWAAP header is used to indicate the end-marker packet. (One of reserved bits can be used for the purpose, and no separate control PDU is defined in LWAAP.) 
2.2 Key switching timing
After having a lengthy discussion while drafting LS to SA3, RAN2 ended up with the following text for the LS [2]:
	· For PDCP PDUs sent over LTE: RAN2 has made no changes to security procedures for packet sent over LTE. This is applicable to both LTE only bearers and LTE link of an LWA bearer. After receiving and processing the HO command, UE does a switch of PDCP keys when it starts receiving packets from the target cell (i.e. UE can always decipher packets from the target cell when they are sent). 
· For PDCP PDUs sent over WLAN: RAN2 has agreed that the PDCP PDUs may continue to be transmitted over WLAN for an LWA bearer during handover without WT change where eLWA configuration is retained. This means that for packets sent/received over WLAN, UE postpone the switch of PDCP keys until it receives an “end-marker packet” (see below for details).


· This requires that the receiver can distinguish which packets were ciphered with which PDCP keys to avoid deciphering with the wrong PDCP key. 

To resolve this deciphering issue, a working assumption was made on an “end marker packet” solution: The transmitter (i.e. source eNB on the downlink and UE on the uplink) sends an “end-marker packet” (which contains a PDCP SN) that indicates to the receiver the last PDCP PDU ciphered with source eNB key. 


Hence, after receiving the “end-marker packet”, the receiver assumes that the PDCP PDUs whose COUNT value is larger than the COUNT value corresponding to the SN in the “end-marker packet” are ciphered with the target eNB key. 

Note that the UE is not required to retain both source and target eNB PDCP keys (however, a UE implementation may retain 2 PDCP DL keys).


From the text above, there might be different understanding/ interpretation on the exact key switching timing at the UE (i.e. one switching time or two different switching times), and needs to be clarified.
For uplink, there might be two options "when to send" the end-marker packet over WLAN:

· Option 1: UE does not wait for end-marker in DL. I.e. same time as for UL over LTE, the UE starts to use the new key over LWA and sends the end-marker.
· Option 2: UE waits for the end-marker in DL, and only then switches to the new key on UL LWA and sends the end-marker.
In UL over LTE, the UE would expect old key before handover, new key after handover (i.e. RACH) on same or different cell. For UL over WLAN, we think the Option 1 is preferable to have one switching time (i.e. same as for UL over LTE), and it should not be dependent on the DL end-marker. As this is UE behaviour, it would be desirable to capture it in the RRC specification.
Proposal 2: For uplink, UE does not wait for end-marker in DL, and the key switching time is same as for UL over LTE (i.e. at RACH). Also discuss whether it should be captured in the RRC specification.
For downlink, there might also be two options "when to send" the end-marker packet over WLAN:

· Option A: One switching time (i.e. same key switching time in LTE and LWA)

· Option B: Two switching times (i.e. LTE at RACH, and LWA whenever the end-marker is received (which could be later than RACH or even earlier)

Note that Option A would mean that the UE discards packets received on LWA after it has performed RACH (and switched key) up to the end marker. For Option B the discarding at the UE would not happen.
Observation: For downlink, UE may discard the packet if it cannot retain both source and target eNB PDCP keys at the same time.
As a UE vendor, we still prefer the Option A to have a single switching time, but it might be okay to leave it to UE implementation. Then, the question would be whether the network should be aware of the UE’s capability to handle parallel DL keys (i.e. Option B above). That is, the network would take a more aggressive "halting" approach to 'Option A UE' if it knows the UE can only discard packets with the old key after RACH. Assuming we do not introduce any additional capability for this retainability of both source and target eNB PDCP keys, it would be desirable network to send the end-marker packet before UE performs RACH, which might be left to network implementation.
Proposal 3: For downlink, the network should send the end-marker packet before UE performs RACH.
3. Conclusion
Proposal 1: The LWAAP header is used to indicate the end-marker packet. (One of reserved bits can be used for the purpose, and no separate control PDU is defined in LWAAP.) 

Proposal 2: For uplink, UE does not wait for end-marker in DL, and the key switching time is same as for UL over LTE (i.e. at RACH). Also discuss whether it should be captured in the RRC specification.
Proposal 3: For downlink, the network should send the end-marker packet before UE performs RACH.
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