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1. Overall Description:

As part of the discussion on security aspects for the AS context caching solution for NB-IoT, RAN2 agreed the following:
· Introduce new RRC message RRCConnectionResumeRequest, RRCConnectionResume, RRCConnectionResumeComplete

· The RRC Resume message is sent on SRB1 with Integrity Protection, and optionally a RRCConnectionReconfiguration message is sent on SRB1 with Integrity Protection (and Ciphering)

· We confirm that key transformation based on provided NCC value can be done at every resume, and that count is then reset. This is done at every Resume. 

· The UE will store its full Context at RRC Suspend, i.e. Configuration, security information, ROHC protocol state (i.e. nothing is released). 

· UE can receive data on DRB after having received and processed RRC connection resume message. 
· Security is fully resumed on UE side after reception and processing of RRC connection resume message and UL data on DRB(s) can be sent with “message 5”.
RAN2 also discussed the possibility for reconfiguration with the RRC connection resume message (as this would avoid the need for additional RRCConnectionReconfiguration message and then reduce the overhead) and further agreed the following:
· We make the assumption that L1 and MAC reconfiguration parameters can be present in the RRC connection resume message without ciphering.  
· Ask SA3 to clarify whether integrity protection and/or ciphering is needed for SRB/DRB reconfiguration at RRC connection resume.

· If SA3 indicates that also SRB/DRB reconfigurations can be present in the RRC resume message then we add that possibility later. 
· We inform SA3 of the above security related agreements
RAN2 would then like to ask SA3 to review the above assumption and specifically answer the following question:
Q1: Are integrity protection and/or ciphering needed for SRB/DRB reconfiguration (i.e. IEs DRB-ToAddModList, SRB-ToAddModList including e.g. RLC and PDCP configurations of the bearers) at RRC connection resume?

Furthermore, RAN2 also agreed that, as an identifier for the suspended connection, the resume request message will contain the ResumeID (the full 40 bits or a truncated version) provided by the network in the cell where the connection was suspended, and not include physCellId and c-RNTI (used in the legacy re-establishment procedure). More specifically, the Resume ID in the resume request message will be:

· Always the full 40-bit identifier in NB-IoT

· Either the full 40-bit identifier or a truncated version in WB-E-UTRAN, depending on network configuration.
RAN2 then discussed whether the input to determine shortMAC-I in the resume request message should be the same as for the legacy re-establishment case (i.e. {target cellIdentify, source physCellId, source c-RNTI}) or based on the 40-bit ResumeID. RAN2 finally agreed to leave the decision to SA3.
Q2: For both NB-IoT and WB-E-UTRAN, should the input to determine shortMAC-I in the resume request message be the same as for the legacy re-establishment case? or should the physCellId and c-RNTI be replaced by the 40-bit ResumeID?
2. Actions:

To SA3
ACTION: 
RAN2 kindly asks SA3 to answer the questions above. 
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