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3
Definitions, symbols and abbreviations

3.1
Definitions
<<unchanged text skipped>>
Local Home Network: as defined in TS 23.401 [17].
LTE bearer: in LTE-WLAN Aggregation, a bearer whose radio protocols are located in the eNB only to use eNB radio resources only.
LWA bearer: in LTE-WLAN Aggregation, a bearer whose radio protocols are located in both the eNB and the WLAN to use both eNB and WLAN resources.

LWA PDU: in LTE-WLAN Aggregation, a PDU with DRB ID generated by LWAAP entity for transmission over WLAN.
Master Cell Group: in dual connectivity, a group of serving cells associated with the MeNB, comprising of the PCell and optionally one or more SCells.
Master eNB: in dual connectivity, the eNB which terminates at least S1-MME.

MBMS-dedicated cell: cell dedicated to MBMS transmission. MBMS-dedicated cell is not supported in this release.

MBMS/Unicast-mixed: cell supporting both unicast and MBMS transmissions.

MCG bearer: in dual connectivity, a bearer whose radio protocols are only located in the MeNB to use MeNB resources only.
Membership Verification: The process that checks whether a UE is a member or non-member of a hybrid cell.

<<unchanged text skipped>>
3.2
Abbreviations
<<unchanged text skipped>>
P-GW
PDN Gateway

P-RNTI
Paging RNTI

PA
Power Amplifier

PAPR
Peak-to-Average Power Ratio

PBCH
Physical Broadcast CHannel

PBR
Prioritised Bit Rate

PCC
Primary Component Carrier

PCCH
Paging Control Channel

PCell
Primary Cell

PCFICH
Physical Control Format Indicator CHannel

PCH
Paging Channel

PCI
Physical Cell Identifier

PDCCH
Physical Downlink Control CHannel


PDCP
Packet Data Convergence Protocol

PDN
Packet Data Network

PDSCH
Physical Downlink Shared CHannel

PDU
Protocol Data Unit

PHICH
Physical Hybrid ARQ Indicator CHannel

PHY
Physical layer

PLMN
Public Land Mobile Network

PMCH
Physical Multicast Channel
PMK
Pairwise Master Key
PPPP
ProSe Per-Packet Priority
PRACH
Physical Random Access CHannel

PRB
Physical Resource Block

ProSe
Proximity based Services

PSBCH 
Physical Sidelink Broadcast CHannel

PSC
Packet Scheduling

PSCCH
Physical Sidelink Control CHannel

PSCell
Primary SCell
PSDCH
Physical Sidelink Discovery CHannel
PSM
Power Saving Mode

PSSCH
Physical Sidelink Shared CHannel

pTAG
Primary Timing Advance Group
PTW
Paging Time Window
PUCCH
Physical Uplink Control CHannel

PUSCH
Physical Uplink Shared CHannel



PWS
Public Warning System

<<unchanged text skipped>>
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14
Security

14.1
Overview and Principles

The following principles apply to E-UTRAN security:

-
The keys used for NAS and AS protection shall be dependent on the algorithm with which they are used.

-
The eNB keys are cryptographically separated from the EPC keys used for NAS protection (making it impossible to use the eNB key to figure out an EPC key). 

-
For SCG bearers in DC, the SeNB keys are cryptographically separated from the eNB keys.

-
The AS (RRC and UP) and NAS keys are derived in the EPC/UE from key material that was generated by a NAS (EPC/UE) level AKA procedure (KASME) and identified with a key identifier (KSIASME).
-
For SCG bearers in DC, the AS (UP) keys are derived in the SeNB/UE from key material that was generated in the MeNB/UE.

-
The eNB key (KeNB) is sent from the EPC to the eNB when the UE is entering ECM-CONNECTED state (i.e. during RRC connection or S1 context setup).
-
For SCG bearers in DC, the SeNB key (S-KeNB) is sent from the MeNB to the SeNB when adding an SCG.
-
For LWA bearers, the WT Counter, if included in LWA Configuration, is used when computing the S-KWT (as specified in TS 33.401 subclause G [22] and TS 36.331 subclause 5.6.14.2 [16]). If WT Counter is not signalled to the UE, the UE uses authentication methods specified in TS 33.402 subclause 6 [yy] as described in 22A.1.x.
-
Separate AS and NAS level security mode command procedures are used. AS level security mode command procedure configures AS security (RRC and user plane) and NAS level security mode command procedure configures NAS security. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure. User plane ciphering is activated at the same time as RRC ciphering.
-
Keys stored inside eNBs shall never leave a secure environment within the eNB (except when done in accordance with this or other 3GPP specifications), and user plane data ciphering/deciphering shall take place inside the secure environment where the related keys are stored.

-
Key material for the eNB keys is sent between the eNBs during ECM-CONNECTED intra-E-UTRAN mobility and from the MeNB to the SeNB in DC for SCG bearer during SCG addition and SCG change.

-
A sequence number (COUNT) is used as input to the ciphering and integrity protection. A given sequence number must only be used once for a given eNB key (except for identical re-transmission) on the same radio bearer in the same direction. The same sequence number can be used for both ciphering and integrity protection.

-
A hyper frame number (HFN) (i.e. an overflow counter mechanism) is used in the eNB and UE in order to limit the actual number of sequence number bits that is needed to be sent over the radio. The HFN needs to be synchronized between the UE and eNB.

-
No integrity protection initialisation number (FRESH).

-
Since SIM access is not granted in E-UTRAN TS 33.401 [22] except for making IMS Emergency calls, idle mode UE not equipped with USIM shall not attempt to reselect to E-UTRAN unless it is originating an IMS Emergency call. The RNC may try to prevent handover to E-UTRAN for example by identifying a SIM based UE from the security keys provided by the CN.

A simplified key derivation is depicted on Figure 14.1-1 below, where:
<<unchanged text skipped>>
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22A.1.2
Radio Protocol Architecture

In LWA, the radio protocol architecture that a particular bearer uses depends on the LWA backhaul scenario and how the bearer is set up. Two bearer types exist for LWA: split LWA bearer and switched LWA bearer. Those two bearer types are depicted on Figure 22A.1.2-1 for the collocated scenario and on Figure 22A.1.2-2 for the non-collocated scenario.
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Figure 22A.1.2-1: LWA Radio Protocol Architecture for the Collocated Scenario
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Figure 22A.1.2-2: LWA Radio Protocol Architecture for the Non-Collocated Scenario
For PDUs sent over WLAN in LWA operation, the LWAAP entity [66] generates LWA PDU containing a DRB identity and the WT uses the LWA EtherType 0x9E65 for forwarding the data to the UE over WLAN. The UE uses the LWA EtherType to determine that the received PDU belongs to an LWA bearer and uses the DRB identity to determine to which LWA bearer the PDU belongs to.
In the downlink, LWA supports split bearer operation where the PDCP sublayer of the UE supports in-sequence delivery of upper layer PDUs based on the reordering procedure introduced for DC. In the uplink, PDCP PDUs can only be sent via the LTE.
The UE supporting LWA may be configured by the eNB to send PDCP status report or LWA PDCP status report, in cases where feedback from WT is not available.
Only RLC AM can be configured for an LWA bearer.
LWA and DC is not configured simultaneously for a UE.
22A.1.3
Network Interfaces

22A.1.3.1
General
In the non-collocated LWA scenario, the eNB is connected to one or more WTs via an Xw interface. In the collocated LWA scenario the interface between LTE and WLAN is up to implementation. For LWA, the only required interfaces to the Core Network are S1-U and S1-MME which are terminated at the eNB. No Core Network interface is required for the WLAN.
NOTE 1:
WT is a logical node and 3GPP does not specify where it is implemented.

NOTE 2:
LTE-WLAN aggregation support at a WLAN does not preclude the implementation of legacy WLAN interworking (e.g. S2a, S2b or NSWO) in the same WLAN.
Next change
22A.1.7
LTE-WLAN Aggregation Operation

22A.1.7.1
WT Addition

The WT Addition procedure is initiated by the eNB and is used to establish a UE context at the WT in order to provide WLAN resources to the UE.
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Figure 22A.1.7.1-1: WT Addition procedure
1.
The eNB sends the WT Addition Request message to request the WT to allocate WLAN resources for specific E-RABs, indicating E-RAB characteristics. The WT may reject the request.

NOTE:
The eNB may either decide to request resources from the WT of such an amount, that the QoS for the respective E-RAB is guaranteed by the exact sum of resources provided by the eNB and the WT together, or even more. The eNB’s decision may be reflected in step 1 by the E-RAB parameters signalled to the WT, which may differ from E-RAB parameters received over S1.
2.
If the WT is able to admit the full or partial WLAN resource request, it responds with the WT Addition Request Acknowledge message.

3.
The eNB sends the RRCConnectionReconfiguration message to the UE including the new radio resource configuration.

4.
The UE applies the new configuration and replies with the RRCConnectionReconfigurationComplete message.
5.
The UE performs WLAN Association.

6.
The WT sends the WT Association Confirmation message.

7.
If configured by the eNB, the UE may send the WLANConnectionStatusReport message.

22A.1.7.2
WT Modification

The WT Modification procedure may be initiated either by the eNB or by the WT and be used to modify, establish or release bearer contexts or to modify other properties of the UE context within the same WT.

The WT Modification procedure does not necessarily need to involve signalling towards the UE.
eNB initiated WT Modification
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Figure 22A.1.7.2-1: WT Modification procedure – eNB initiated
1.
The eNB sends the WT Modification Request message to request the WT to modify the WLAN resources for specific E-RABs.

NOTE:
The eNB may either decide to request resources from the WT of such an amount, that the QoS for the respective E-RAB is guaranteed by the exact sum of resources provided by the eNB and the WT together, or even more. The eNB’s decision may be reflected in step 1 by the E-RAB parameters signalled to the WT, which may differ from E-RAB parameters received over S1.
2.
If the WT accepts the request, it applies the modified WLAN resource configuration and responds with the WT Modification Request Acknowledge message.

3.
If the modification requires RRC configuration, eNB sends the RRCConnectionReconfiguration message to the UE including the new WLAN radio resource configuration.

4.
The UE applies the new RRC configuration and replies with the RRCConnectionReconfigurationComplete message.
5.
The UE starts utilizing the new LWA configuration.

WT initiated WT Modification
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Figure 22A.1.7.2-2: WT Modification procedure – WT initiated
1.
The WT sends the WT Modification Required message to the eNB to request the release of the allocated WLAN resources for specific E-RABs.

2.
The eNB replies with the WT Modification Confirm message.

3.
If the modification requires RRC configuration, eNB sends the RRCConnectionReconfiguration message to the UE including the new WLAN radio resource configuration.

4.
The UE applies the new RRC configuration and replies with the RRCConnectionReconfigurationComplete message.
5.
The UE starts utilizing the new LWA configuration.
22A.1.7.3
WT Release

The WT Release procedure may be initiated either by the eNB or by the WT and is used to initiate the release of the UE context at the WT. The recipient node of this request cannot reject.

The WT Release procedure does not necessarily need to involve signalling towards the UE.
eNB initiated WT Release
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Figure 22A.1.7.3-1: WT Release procedure –eNB initiated

1.
The eNB sends the WT Release Request message to request WT to release the allocated WLAN resources.

2.
The WT initiates release of all allocated WLAN resources.

3.
If required, the eNB sends the RRCConnectionReconfiguration message to the UE indicating the release of WLAN radio resource configuration.

4.
The UE replies with the RRCConnectionReconfigurationComplete message.
5.
The UE releases the LWA configuration towards the assigned WLAN resources.

NOTE 1:
It is up to UE implementation what happens with WLAN association after LWA configuration has been released.
WT initiated WT Release

[image: image7.emf]UE eNB WT

4. RRCConnectionReconfiguration

(release LWA configuration)

5. RRCConnectionReconfigurationComplete

6. UE releases LWA 

configuration towards WLAN 

3. Release LWA resources

2. WT Release Confirm

1. WT Release Required


Figure 22A.1.7.3-2: WT Release procedure –WT initiated

1.
The WT sends the WT Release Required message to the eNB to request the release of the allocated WLAN resources.

2.
The eNB replies with the WT Release Confirm message.

3.
The WT initiates release of all allocated WLAN resources.

4.
If required, the eNB sends the RRCConnectionReconfiguration message to the UE indicating the release of WLAN radio resource configuration.

5.
The UE replies with the RRCConnectionReconfigurationComplete message.
6.
The UE releases the LWA configuration towards the assigned WLAN resources.

NOTE 2:
It is up to UE implementation what happens with WLAN association after LWA configuration has been released.
22A.1.7.4
Change of WT

The change of WT procedure is initiated by eNB and used to transfer a UE context from a source WT to a target WT. This procedure can be realized using WT Release and WT Addtion procedures.

Next change
22A.1.x
WLAN Authentication

For a UE supporting LWA, WLAN authentication is performed as follows:
If WT Counter is included in LWA Configuration in the RRC Connection Reconfiguration message, the UE shall start using the S-KWT derived using the WT Counter value and KeNB as PMK as specified in TS 33.401 subclause G [22] and TS 36.331 subclause 5.6.14.2 [16]. For a UE already authenticated with WLAN, configuration of a new PMK triggers refreshing the IEEE 802.11 security using the new PMK. 

If WT Counter is not included in LWA Configuration in the RRC Connection Reconfiguration message:

· if WT Counter has not been previously configured for the UE, the UE which is not already authenticated with a WLAN in the WLAN mobility set shall use authentication methods specified in TS 33.402 subclause 6 [yy];

· if WT Counter has been previously configured for the UE, the UE which is not already authenticated with a WLAN in the WLAN mobility set shall keep using the S-KWT previously derived using the WT Counter value and KeNB as PMK as specified in TS 33.401 subclause G [22] and TS 36.331 subclause 5.6.14.2 [16];

· the UE which is already authenticated with a WLAN in the WLAN mobility set continues using the previously configured authentication method and is not required to refresh IEEE 802.11 security.
Next change
22B.2
Control Plane

The Xw control plane interface (Xw-C) is defined between an eNB and a WT. The control plane protocol stack of the Xw interface is shown on Figure 22B.2-1 below. The transport network layer is built on SCTP on top of IP. The application layer signalling protocol is referred to as Xw-AP (Xw Application Protocol).
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Figure 22B.2-1: Xw Interface Control Plane
22B.2.1
Xw-CP Functions
The elementary functions supported by the Xw-AP protocol are listed in TS 36.463 [xx].
22B.2.2
Xw-CP Procedures
The elementary procedures supported by the Xw-AP protocol are listed in TS 36.463 [xx].

22B.2.2.1
WT Addition Preparation procedure

The WT Addition Preparation procedure is initiated by the eNB to request the WT to establish LWA bearer(s) for a specific UE.
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Figure 22B.2.2.1-1: WT Addition Preparation procedure

The eNB sends a WT ADDITION REQUEST message to the WT including the LWA bearer(s) for the specific UE.

In case one or more GTP tunnel(s) at the WT has been established successfully, the WT responds with a WT ADDITION REQUEST ACKNOWLEDGE message, which includes successfully established and failed to be established bearers for LWA.
In case WT addition is not successful, the WT responds with WT ADDITION REQUEST REJECT message instead.

22B.2.2.2
WT Association Confirmation procedure

The WT Association Confirmation procedure is initiated by the WT to give confirmation to the eNB about the association establishment between a specific UE and the WLAN.
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Figure 22B.2.2.2-1: WT Association Confirmation procedure
22B.2.2.3
eNB initiated WT Modification Preparation procedure

The eNB initiated WT Modification Preparation procedure is initiated by the eNB to request the WT to modify LWA bearer(s) for a specific UE at the WT.
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Figure 22B.2.2.3-1: eNB initiated WT Modification Preparation procedure

The eNB sends a WT MODIFICATION REQUEST message to the WT including the LWA bearer(s) for the specific UE.

In case resource modification at the WT has been performed successfully, the WT responds with a WT MODIFICATION REQUEST ACKNOWLEDGE message.

In case the WT modification is not successful the WT responds with a WT MODIFICATION REQUEST REJECT message instead.

22B.2.2.4
WT initiated WT Modification procedure

The WT initiated WT Modification Preparation procedure is initiated by the WT to request the eNB to release LWA bearer(s) for a specific UE.
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Figure 22B.2.2.4-1: WT initiated WT Modification procedure

The WT sends a WT MODIFICATION REQUIRED message to the eNB to request the release of the allocated WLAN resources for the specific LWA bearer(s) of the specific UE.

If the WT modification is successful, the eNB replies with a WT MODIFICATION CONFIRM message.

22B.2.2.5
eNB initiated WT Release procedure

The eNB initiated WT Release procedure is triggered by the eNB to initiate the release of the resources for a specific UE at the WT.
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Figure 22B.2.2.5-1: eNB initiated WT Release procedure

22B.2.2.6
WT initiated WT Release procedure

The WT initiated WT Release procedure is triggered by the WT to initiate the release of the resources for a specific UE at the WT.
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Figure 22B.2.2.6-1: WT initiated WT Release procedure
The WT sends a WT RELEASE REQUIRED message to the eNB to request the release of the allocated WLAN resources for the specific UE.

If the WT release is successful, eNB replies with a WT RELEASE CONFIRM message.
22B.2.2.7
WT Status Reporting Initiation

The WT Status Reporting Initiation procedure is used by the eNB to request measurements from the WT.
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Figure 22B.2.2.7-1: WT Status Reporting Initiation procedure
The eNB sends a WT STATUS REQUEST message to the WT to request measurements from the WT.

In case the requested measurements are successfully initiated, the WT responds with a WT STATUS RESPONSE message.

In case none of the requested measurements can be initiated, the WT responds with WT STATUS FAILURE message instead.
22B.2.2.8
WT Status Reporting

The WT Status Reporting procedure reports measurement results requested by the eNB as described in 22B.2.2.7.
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Figure 22B.2.2.8-1: WT Status Reporting procedure

22B.2.2.9
Xw Setup procedure

The purpose of the Xw Setup procedure initiated by the eNB is to exchange application level data needed for eNB and WT to interoperate correctly over the Xw interface. The Xw Setup procedure is triggered by the eNB. The Xw Setup procedure is the first Xw-AP procedure which will be executed.
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Figure 22B.2.2.9-1: Xw Setup procedure
The eNB sends an Xw SETUP REQUEST message to the WT.

In case Xw setup has been performed successfully by the WT, the WT responds with an Xw SETUP RESPONSE message.

In case Xw setup is not successful, the WT responds with an Xw SETUP FAILURE message instead.
22B.2.2.10
WT Configuration Update procedure

The purpose of the WT Configuration Update procedure initiated by the WT is to update application level configuration data needed for the WT to interoperate correctly over the Xw interface.
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Figure 22B.2.2.10-1: WT Configuration Update procedure
The WT sends a WT CONFIGURATION UPDATE message to the eNB.

In case WT Configuration Update procedure has been performed successfully by the eNB, the eNB responds with a WT CONFIGURATION UPDATE ACKNOWLEDGE message.

In case WT Configuration Update procedure is not successful, the eNB responds with a WT CONFIGURATION UPDATE FAILURE message instead.
22B.2.2.11
Error Indication procedure

The Error Indication procedure is initiated by the eNB or the WT, to report an error situation in a received message, provided it cannot be reported by an appropriate failure message.

22B.2.2.11.1
WT initiated error indication


[image: image21.emf] 

WT  

eNB  

X w - AP: ERROR I N DICATION  


Figure 22B.2.2.11.1-1: Error Indication procedure initiated by WT

The WT sends the ERROR INDICATION message to report the eNB which kind of error occured.

22B.2.2.11.2
eNB initiated error indication


[image: image22.emf] 

WT  

eNB  

X w - AP: ERROR I N DICATION  


Figure 22B.2.2.11.2-1: Error Indication procedure initiated by eNB

The eNB sends the ERROR INDICATION message to report the WT which kind of error occured.
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