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1. Introduction

For several meeting cycles, RAN2 (and other groups in response to liaisons from RAN2) have discussed the handling of “unattended” data traffic, i.e., traffic generated in the background without user interaction, such as keep-alive packets.  This document summarises the situation and tries to suggest a way forward.

2. Current status
2.1. Requirements scope
The SA1 requirement related to this topic is somewhat ambiguous in its scope.  From [1], section 27.5:

The system shall be able to apply different handling (e.g. be able to prohibit or delay) all or a particular selection of IP bearer service requests depending on whether a service request is for Unattended Data Traffic or Attended Data Traffic.
Since the “unattended” concept comes from the application/HLOS and is not shared with layers under 3GPP control, it is a bit unclear how to read the requirement.  It seems clear that there will always be some dependency on the non-3GPP upper layers, at least to provide the identification of traffic as attended/unattended.  However, a solution should be found that brings as much of the behaviour as possible into 3GPP specifications where it can be controlled and tested.

It is clear that if the application side does not reliably identify traffic (at least per-stream, but preferably per-packet) as attended or unattended, the 3GPP layers can do nothing.  Accordingly, we assume for this analysis that such identification is available—specifically, that when a bolus of user data arrives for transmission, the handling layers (NAS and/or AS) know if it is unattended traffic.  (It is unclear if the NAS layer can do something to encourage supplying this information; an attempt to do so would need to involve CT1 rather than RAN2.)

2.2. Families of solutions
Several approaches have been discussed, as summarised in [2] and [3]. Variations are possible, but at the high level the identified alternatives fall into three classes:
1. A flag indicating “restrict unattended traffic” is passed to the application layers, and handled there in an unspecified way.  ([4])

2. Use the EAB mechanism or some enhanced version of it to bar unattended connections specifically.  (Alts. 2 and 3 in [2])

3. Use ACDC to restrict access by applications that generate unattended traffic.  (Discussed in [3].)

Although the ACDC-based approach has not been officially proposed, some offline discussions have apparently concluded that it does not work because ACDC classes are static, so it could only apply for applications that always generate unattended data.  For the future, some dynamic enhancements to ACDC could be considered, but we consider that it does not offer an approach to the problem for now.

Two versions of an EAB approach were discussed in [2].  Both depend on an indication sent in system information to start the restriction, then use the EAB framework to mark the unattended data requests as “subject to access control”.  Because EAB spans RAN2 and CT1 portions, implementing an EAB solution could involve coordination between the groups, but one proposal in [2] is intended to keep the standards impact only in CT1.
Finally, the proposal to pass a flag to the application layers is easily understood and has minimal standards impact, but relies heavily on unspecified behaviour in the application layers.  It could work inconsistently or not at all if application/OS developers did not take the needed actions.

The EAB proposals contain the most variation and are explored further in the next section.

2.3. Approaches using EAB
The layer interaction in EAB is actually well suited for addressing the issue of unattended traffic.  Essentially, the NAS layers mark machine traffic as “subject to EAB”, and the RRC evaluates this indication and applies a barring check based on the parameters in SIB14.  To apply this same mechanism to unattended traffic, there would need to be a change to the NAS layer, either to indicate unattended traffic as also “subject to EAB” (approach 1) or to add a similar indication meaning “unattended” (approach 2).
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Figure 1: Eye chart showing approaches 1 and 2
In both approaches, EAB proceeds as today, based on the contents of SIB14.  Approach 2 requires in addition that a flag for throttling of unattended data, similar to the flag proposed in [4], would be sent along with the existing EAB parameters.  Approach 1 calls for the NAS layer to treat unattended traffic as subject to EAB; Approach 2 calls for the NAS layer to pass down the attended/unattended indication along with the “subject to EAB” indication, and for the RRC barring check to consider both indications.

Both approaches have specification impact in CT1, for handling of the attended/unattended indication from upper layers.  Approach 2 also affects RAN2, since it adds conditions to the EAB check as well as a flag in the system information (probably SIB14 since it affects EAB).

Since the two approaches depend on reusing the existing EAB mechanism, they create some dependency between handling of unattended traffic and MTC.  The two are compared in Figure 2.
	
	Spec impact
	Limitations

	Approach 1
	CT1: Mark unattended data as subject to EAB, even for a UE not configured for EAB
RAN2: None
	Cannot distinguish unattended data from MTC; either both are allowed or both are barred

	Approach 2
	CT1: Pass unattended data indicator to RRC (also for UEs not configured for EAB), along with EAB indicator (if applicable)
RAN2: Flag in SIB14 to turn on barring for unattended data; additional conditions in EAB check
	Not possible to bar unattended data while still allowing MTC; other combinations are possible


Figure 2: Comparison of EAB-based approaches
The interaction between unattended traffic and MTC may be acceptable, on the theory that a network trying to reserve capacity for “real” users (i.e. attended data) probably wants to exclude machine traffic as well.  However, it should be possible by expanding the system information sent in approach 2 to allow independent barring if needed.
2.4. Comparative message flows
The following figures are adapted from [2], with some mistakes corrected.

[image: image2.emf]No impact 

over current 

standards

CT1 

impact

No impact

App NAS AS

AT commands

or proprietary

Inter-layer 

primitives

Air interface

Network

1. EAB SIB

2. EAB params

4. Identify traffic as 

attended or unattended

5. Uplink data

(“subject to EAB” if unattended)

6. RACH (if not subject to EAB)

7. Data (if not subject to EAB)

6. EAB check

3. Data traffic

Approach 1

OS indication to 

mark traffic


Figure 3: Message flow for approach 1
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Figure 4: Message flow for approach 2
2.5. Implementation impact
Any approach to the handling of unattended data will have significant impact on implementations at some level, if only to ensure that the applications and OS behave as needed.  The EAB solutions add some software impact in the RRC and NAS layers, in that even UEs not normally considered as “configured for EAB” would now need to implement the corresponding behaviour for unattended traffic.  Our view is that in situations where a solution is needed, this level of impact should be acceptable.
3. Conclusion
Considering the analysis above, we consider that the EAB-based proposals are preferable to the “flag only” solution.
Proposal 1: If there is consensus to adopt a mechanism for restricting unattended traffic, an EAB mechanism should be used.

Proposal 2: RAN2 are asked to discuss the two EAB approaches and determine if there is a clear preference.
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