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Discussion and Decision
1      Introduction
From RAN2#85 meeting a reply LS [1] was sent to SA3 answering the requests received in SA3 LS [2] about signaling flows and procedures for SeNB and size of the freshness counter that SA3 has decided to use as input parameter to derive the SeNB key. Further, RAN2 reply LS [1] asked the following clarification to SA3:

	Whether the S-KeNB is generated per DRB or per SeNB or per a special SCell in SCG (a counterpart of PCell within SeNB for the UE).


In this contribution we present our opinion from RAN2 point of view on some of the aspects regarding the above clarification which were very briefly discussed on the RAN2 reflector while preparing the reply LS to SA3. Further, we also analyze whether the counter check procedure is required for the SeNB.

2      Per ….. derivation of SeNB Key
The working assumption in SA3 is that for dual connectivity architecture 1A the SeNB key derivation (i.e S-KeNB) is based on MeNB key and a freshness counter which are used as input parameter to the key derivation function (KDF). The freshness counter maintained by the MeNB per UE ensures that always a fresh key is derived whenever there is modification/addition/release of SeNB for the UE involved in dual connectivity. The SA3 LS [3] based on contribution [4] lists the following security impacts to MeNB, SeNB and UE for supporting dual connectivity architecture 1A:
	· At MeNB

· Derives cryptographically separate key (S-KeNB) for the SeNB and forwards it to the SeNB over X2 interface. 

· Maintains freshness counter and sends it to the UE for the SeNB specific key derivation.

· Responsible for Key change on-the-fly procedure initiation, for refreshing/rekeying of the SeNB key (S-KeNB). 

· At SeNB

· Derives UP traffic protection key (KUPenc) using the key (S-KeNB) received from MeNB, for protecting UP traffic over air interface

· Requests the MeNB to perform Key change on-the-fly to refresh/rekeying the SeNB key (S-KeNB) 

· At UE : 

· Derives cryptographically separate key (S-KeNB) for the SeNB and further derives corresponding UP ciphering key (KUPenc) for protecting UP traffic over air interface

· Maintains simultaneous AS security contexts for Dual Connectivity operation


Based on the above highlighted impact for SeNB it is clear that that for user plane traffic protection of the DRBs handled by the SeNB the encryption key (KUPenc) is derived using the S-KeNB provided by MeNB. 
Observation#1: The user plane traffic encryption key (KUPenc) is derived using the S-KeNB provided by MeNB.
The question for clarification put forward in the reply LS to SA3 considers the following possibilities:

A. The S-KeNB is derived per SeNB per UE
B. The S-KeNB is derived per DRB per UE handled by the SeNB 

C. The S-KeNB is derived per special cell (pSCell) per UE in SCG
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Figure 1 Option A
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Figure 2 Option B
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Figure 3 Option C


As shown in Figure 1 according to Option A, the KUPenc is derived based on the S-KeNB provided by MeNB and used for user plane traffic protection of all the DRBs handled by the SeNB. For each DRB handled by SeNB, the PDCP COUNT and DRB identity (DRB-ID) is used as input for ciphering. According to TS 36.331 (section 5.3.1.2) it is not allowed to use the same COUNT value more than once for a given security key. This also holds true for the KUPenc.
Observation#2: For the user plane traffic encryption key (KUPenc) used by the SeNB for UP traffic encryption, it is not allowed to use the same COUNT value more than once in line with legacy security principle.

Further, in legacy security procedures according to TS 36.331 (section 5.3.1.2), “The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same KeNB, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition”.

The same hold true for S-KeNB and KUPenc because there is a possibility that a DRB offloaded to the SeNB may be released and added again back to SeNB with the same DRB identity. However, such situation could be avoided by eNB by ensuring DRB-IDs are not duplicated or by changing the S-KeNB if duplication of DRB-ID cannot be avoided. 

Observation#3: In order to avoid reuse of the same DRB-ID, the eNB (MeNB or SeNB) may use different DRB-IDs while offloading the DRBs to the SeNB, changing the S-KeNB if duplication of DRB-ID cannot be avoided.

During the email discussion on RAN2 reflector ([85#05][LTE/DC] Prepare LS to SA3) there was a concern raised that the input parameters COUNT and DRB-ID used for ciphering should be guaranteed are not re-used. Therefore, one alternative solution would be then to have S-KeNB per DRB and increase freshness counter for each DRB addition as shown in Figure 2 as Option B. However, based on above observations, we think if the S-KeNB is derived per SeNB per UE then all the legacy security principles are honored and do not see technical merit in the concern raised during the email discussion on RAN2 reflector. Further, Option B where the S-KeNB is derived per DRB per UE, the number of keys maintained by the UE increases and this increases the complexity at the UE for security context maintenance. 
Observation#4: Option B where the S-KeNB is derived per DRB per UE, the number of keys maintained by the UE increases and this increases the complexity at the UE for security context maintenance. This can be avoided by Option A.
In legacy security key derivation the physical cell identity (PCI) and downlink frequency (DL-EARFCN) of the PCell is used to derive the KeNB to provide sufficient freshness (also applicable to Rel-10 CA). If the same principle is applied to dual connectivity architecture 1A, then it seems logical to use the PCI and DL-EARFCN of the special SCell (i.e. pSCell having PUCCH resource configuration) in the S-KeNB derivation. This would then require that the S-KeNB is refreshed when the pSCell of the UE changes. The PCI and DL-EARFCN of the new pSCell is then used to derive the new S-KeNB as shown in Figure 3. Even though Option C as shown in Figure 3 is desirable to be in line with legacy, the freshness counter agreed by SA3 is sufficient to provide the required freshness so the S-KeNB can be derived without using any cell-specific parameters. This is also helpful such that S-KeNB need not be changed when the pSCell of the UE changes.      

Observation#5: Option C where the S-KeNB is derived per special cell (pSCell) per UE in SCG would result in new S-KeNB when the pSCell of the UE changes, which can be avoided with Option A.  

Contribution [5], [6] submitted to RAN2#85 assumed the derivation of S-KeNB based on Option A.

Proposal#1: RAN2 agrees Option A which is working assumption in SA3 honors the legacy security principle and can be confirmed as an agreement.
3      Counter Check Procedure
In legacy the counter check procedure is specified in TS 36.331 (section 5.3.6) for detecting packet injection attack. In simple terms this RRC procedure is kind of audit where eNB checks if the COUNT provided by the UE for the established DRBs match with the values sent by the eNB in the request message of the procedure. If such an intruder attack is detected then network may decide to release the RRC connection immediately and initiate the authentication procedure when the UE again comes back to connected state. For Rel-10 CA, the PCell of the UE initiates the counter check procedure for the DRB established on the SCell(s). This principle can be also extended for dual connectivity where the RRC layer sits in the MeNB. So, when the MeNB initiates the counter check procedure for the DRB established in the MeNB, it may also include the DRBs established in the SeNB. Similar to Rel-10 CA the extension of counter check procedure for dual connectivity architecture 3C (split bearer) is quite similar because the PDCP layer sits inside the MeNB whereas for dual connectivity architecture 1A the procedure may be little bit involved requiring some signaling support on the X2 interface.

The counter check procedure can be supported for dual connectivity (for both architecture 1A and 3C) with the following options:


Option I.   MeNB initiates the procedure and verifies the result


Option II.  SeNB initiates the procedure and verifies the result


Option III  SeNB initiates the procedure whereas MeNB verifies the result

The above mentioned options can be realized as follows for 1A bearer.

For Option I where the MeNB initiates and verifies the result the procedure can be realized as follows:


Step1. MeNB initiates the counter check procedure for 1A bearers periodically/when considered necessary 

             (like for other MeNB bearers)


Step2. If triggered, MeNB requests SeNB for counter information for 1A bearer over X2

Step3. SeNB provides the current UL/DL SN status of the DRB it is handling in X2 message


Step4. Further, MeNB executes counter check procedure to UE, and verifies the result with the information 

             received from the SeNB.

  

i.   If passed everything ok

  

ii.  If not passed, alert the SeNB and take appropriate action like releasing the SCG.

In Option I, MeNB is in full control of handling the counter check procedure since initiation and termination of the procedure is under MeNB control. For 3C bearers we assume that SeNB applies the same DRB identity for split bearers as used by MeNB i.e. MeNB decides the identity for 3C bearer. Option I can be applicable to SCG DRBs also where the MeNB controls the entire procedure. 

For Option II where the SeNB initiates and SeNB verifies the result the procedure can be realized as follows:


Step1. SeNB initiates the counter check for 1A bearers periodically


Step2. If triggered, it sends the contents of a counter check message to the MeNB in a RRC container

Step3. MeNB transparently executes an RRC procedure to the UE


Step4. When MeNB receives the RRC response from the UE, it forwards the result on X2 to the SeNB in a 

             transparent manner


Step5. SeNB verifies the result based on the information forwarded by the MeNB.

   

i. 
If passed everything ok
   
 ii. 
If not passed, alert message sent to MeNB on X2 for MeNB to take appropriate action
For Option III where the SeNB initiates and MeNB verifies the result the procedure can be realized as follows:


Step1. SeNB initiates counter check for 1A bearers periodically

Step2. If triggered, it sends the contents of a counter check message to the MeNB, 

a. SeNB indicates to the MeNB the current UL/DL SN status of the DRB it is handling (outside the RRC 
container)



b. SeNB maybe also indicate something like an expected SN rate in coming seconds (again outside the 
           container) 


Step3. MeNB executes the RRC procedure towards the UE and stores the information received from SeNB

Step4. When MeNB receives the RRC response from the UE, it performs the check based on the information 



(a) and/or (b) provided by the SeNB

  

i. 
If passed everything ok

  

ii.
If not passed, alert the SeNB and take appropriate action like releasing the SCG.
Based on above analysis we think Option 1 is most preferable option to realize counter check procedure for both 1A bearer as well as 3C bearer since Option 1 is in line with other RRC procedures for dual connectivity where MeNB has full control. The other two options are also feasible but involves extra X2 signalling compared to Option I and somewhat a violation of the principle to not to have RRC in SeNB. 

Observation#6: Support of counter check procedure in dual connectivity is kind of good to have feature provided the signaling support needed on the X2 interface to realize the procedure is simple.   
Proposal#2: RAN2 to further discuss the various options discussed to realize the counter check procedure for dual connectivity and adopt Option 1 based on majority support.
4      Conclusions

We conclude the contribution with following proposals:

Proposal#1: RAN2 agrees Option A which is working assumption in SA3 honors the legacy security principle and can be confirmed as an agreement.

Proposal#2: RAN2 to further discuss the various options discussed to realize the counter check procedure for dual connectivity and adopt Option 1 based on majority support.
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