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1 Introduction

In this contribution, we discuss security aspects of Dual Connectivity. There is ongoing work in SA3 for this topic and it would be good to understand what the open issues are and what kind of input RAN2 should provide to SA3 so that they can proceed with their work.
2 Discussion

2.1 Security principles

The security solution for dual connectivity is still under discussion in SA3 but based on received LS, the following principles could be assumed: 
1. Security key S-KeNB is used for encryption of the SCG bearers
2. S-KeNB is generated by the MeNB and transmitted to the SeNB.

3. The Small Cell Counter (SCC) is used as freshness input for S-KeNB derivations. This guarantees that the same S-KeNB is not re-used with the same encryption IV and PDCP COUNT in the SeNB. Otherwise there is a risk of key-stream re-use.
2.2 Signalling of security parameters
In the following, the exchange of the security parameters is discussed. The corresponding signalling diagram is depicted in Figure 1.  Note that X2 procedures are still FFS in RAN3 and the figure is just indicative. Also the details of the security parameters are still FFS in SA3 but the following could be assumed for different steps in the diagram:
1. SCG Addition/Modification Indication
a. MeNB provides to the SeNB security related parameters such as S-KeNB, UE EPS security capabilities associated with the UE and the identifier for the AS encryption algorithm
2. SCG Modification Request
a. SeNB generates the SCG RRC parameters to be transmitted via the MeNB to the UE. 
b. The message from the SeNB to the MeNB contains parameters like indication of the AS encryption algorithm and potentially a Small Cell Counter (SCC). It is FFS if the parameters are included in the X2 message or the RRC container as well as if SCC is added by the SeNB or signalled by the MeNB directly to the UE.
3.  RRCConnectionReconfiguration

a. MeNB generates the RRCConnectionReconfiguration towards the UE including the required security related parameters such as SCC and the AS encryption algorithm. It if FFS it some security parameters are added by the MeNB when constructing the final RRC message.

b. The UE receives the RRCConnectionReconfiguration involving relevant security parameters. When the UE receives this message, the UE shall generate the S-KeNB and KUPenc associated with the assigned bearer. The AS SC security context within UE includes the S-KeNB, the identifier for the selected user plane encryption algorithm, the encryption key KUPenc used between SeNB and UE, and the uplink and downlink PDCP COUNTs.
c. The UE establishes or re-establishes PDCP entities for the bearers that are added/modified. The UE triggers Random Access towards the SeNB (step 6 in the figure) and uses newly generated keys for the UP encryption/decryption of the SCG bearers.

4.  RRCConnectionReconfigurationComplete 

a. The UE sends RRCConnectionReconfigurationComplete towards the MeNB.
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Figure 1. Signalling flow for adding SCG for the UE (based on running CR for 36.300)
2.3 Allocation of DRB IDs
It should be noted that DRB ID allocation relates to the security. In the current RRC specification, there is following requirement:

The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same KeNB, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.
In dual connectivity, it should be made sure that harmful reuse does not happen. As there are two eNBs providing configuration parameters for the UE, this security requirement needs a special attention. Otherwise there is a risk that same DRB ID is reused while S-KeNB is not changed. 
As the MeNB responsible for the UE RRC configuration, it is natural that the MeNB is responsible that there is no security risks when allocating DRB IDs and using COUNT values. 
Proposal 1 The MeNB shall maintain the knowledge of currently active bearers offloaded to the SeNB as well as maintain a list of all bearer identities used while a given key S-KeNB is in use.
One solution could be that SeNB allocates DRB IDs for SCG DRBs but informs the MeNB of the allocations. However, if the common pool is used, then it should made sure that the DRB IDs used in the MeNB does not collide with the IDs used in SeNB.  As discussed also in R2-141533, simpler way to control DRB IDs is that a common pool is used for IDs and this pool is controlled by the MeNB. MeNB can allocate DRB ID for the added or modified bearers already in the initial offload request.
Proposal 2 A common pool of DRB IDs is used and this is controlled by MeNB.
2.4 Key refresh in the MeNB and SeNB

With respect to key refresh, SA3 has agreed that 

1. If there is a key change on-the-fly of the KeNB in the MeNB (initiated by the MME), then the MeNB shall also initiate a re-keying of the S-KeNB. 

2. If the MeNB locally refreshes the KeNB from an NH value, then the MeNB shall refresh the S-KeNB in the SeNB (otherwise two-hop security will not be stringent). 

3. If the MeNB locally refreshes the KeNB from an old KeNB, then the MeNB may refresh the S-KeNB in the SeNB. 

4. If the SeNB initiates a refresh of the S-KeNB, then it is FFS how the MeNB enforces that refresh.

Based on this, it can be assumed that MeNB initiates the key refresh of all keys in case there is the key change on-the-fly initiated by the MME. In addition, MeNB may locally trigger  refresh of the KeNB. There are two cases how this local refresh happens (either from the NH value or from the old KeNB).  In the MME initiated case as well as refresh from NH value, it is clear that all keys are changed. In the third case, it is not clear if S-KeNB needs to be changed as well. RAN2 send LS to SA3 (R2-140934) of this aspect.

Proposal 3 MeNB should be able to trigger refresh of security keys (KeNB and S-KeNB). If S-KeNB is changed, SCG modification procedure triggered by MeNB can be used for this purpose.  
Proposal 4 Wait further input from SA3 to know if all security keys are changed when KeNB is changed. 

On the other hand, SeNB should be able to request the MeNB to refresh the S-KeNB over the X2, when any of the PDCP COUNTs are about to wrap around with the same Radio Bearer identity. Only the SeNB knows the currently used PDCP COUNT value for the SCG bearer. 
Proposal 5 SeNB should be able to trigger refresh of security key of SCG (S-KeNB). X2 procedure for that should be introduced.

Proposal 6 Wait further input from SA3 to know if all security keys are changed when S-KeNB change is triggered by the SeNB.
2.5 Informing SA3 of RAN2 status 
As can be seen from SA3 email reflector, SA3 is discussion many unclear aspects of signaling procedures and addition and modification procedures.  A draft LS has been circulated in SA3 reflector to ask further questions from RAN2 and RAN3.

Intention of this section is to reply to the questions in a proactive manner:

· Question: Does RAN2 foresee that the X2-AP SCG modification procedure will be used to modify layers below PDCP, so that the PDCP protocol entity is not affected?
Answer: Yes, it can be foreseen that modification procedure is used for many purposes. One common case would be to reconfigure physical layer radio parameters of the SCG such as PUCCH resources and MIMO layers. This does not have impact on PDCP.
· Question: Is it possible to change the encryption key on all SCG DRBs in a synchronized way during the addition of a new SCG DRB?
Answer: In principle this is possible but RAN2 has not agreed RRC procedures for this and if intra-cell HO would be introduced while maintaining SCG. It should be also be noted that RAN2 has not discussed details of corresponding RRC procedures and if it would be possible to change keys of SCG DRBs only or if all keys should be changed at the same time.  If keys are changes always when a new DRB is added, there is some extra overhead and delay as all bearers need to be re-established (and e.g. MAC reset). 
· Question: If that is not possible, is it possible to change the encryption key for all DRBs using the same RRC reconfiguration procedure that is used to add the DRB, or are additional RRC procedure runs required?
Answer: Similar to previous question answer is that  this could be possible but RAN2 has not agreed the RRC procedures for key changes and if e.g intra-cell HO would be introduced while maintaining SCG.  
· Question: Will it be possible to add/modify multiple SCG DRBs using a single X2-AP SCG Addition/Modification procedure?
Answer: Yes, it will be possible.

· Question: Is there any situation where the same DRB ID would be used for more than one DRB?
Answer: This is open in RAN2 and we have not decided if same or different pool is used. If separate pools are used, then there could be many DRBs with the same ID where one set of bearers is mapped to MeNB and one set to SeNB.  But in general, it could be assumed that eNBs should make sure that one DRB ID is not used again with the same COUNT value and key. This would be corresponding to current requirements. 

· Question: SA3 would like to know whether the MeNB is allocating the DRB IDs that will be used in the SeNB. If that is not the case, is the MeNB aware of which DRB ID will be assigned to a given DRB, and which S‑KeNB the DRB ID was used with, before the MeNB sends the X2-AP message establishing the DRB in the SeNB? If the MeNB is not even aware of this, is the MeNB aware of whether the DRB ID that will be used has been used before, and in that case, which S-KeNB it was used together with?
Answer: RAN2 has not discussed this but it can be assumed that only one eNB allocates DRB IDs for SCG bearers. It could be MeNB or SeNB. Thus it should not happen that first one eNB (e.g. MeNB) allocates DRB ID and then later another eNB uses the same ID with the same key. 

· Question: Will an MeNB be able to handled multiple SeNBs for the same UE simultaneously?

Answer: In principle not but during SCG change, the MeNB is first contacting the target SCG and then releasing the source SCG. The UE should however see only one SCG at the time.
· Question: Will an MeNB be able to establish DRBs in one SeNB for a given UE, and then later in time, establish DRBs for the same UE in a different SeNB?

Answer: Yes, this should be possible.
Proposal 7 Send LS to SA3 of the latest agreements and progress in RAN2 as well as other unclear issues as discussed in this section
3 Conclusion

Based on the discussion in section 2 we propose the following:
Proposal 1
The MeNB shall maintain the knowledge of currently active bearers offloaded to the SeNB as well as maintain a list of all bearer identities used while a given key S-KeNB is in use.
Proposal 2
A common pool of DRB IDs is used and this is controlled by MeNB.
Proposal 3
MeNB should be able to trigger refresh of security keys (KeNB and S-KeNB). If S-KeNB is changed, SCG modification procedure triggered by MeNB can be used for this purpose.
Proposal 4
Wait further input from SA3 to know if all security keys are changed when KeNB is changed.
Proposal 5
SeNB should be able to trigger refresh of security key of SCG (S-KeNB). X2 procedure for that should be introduced.
Proposal 6
Wait further input from SA3 to know if all security keys are changed when S-KeNB change is triggered by the SeNB.
Proposal 7
Send LS to SA3 of the latest agreements and progress in RAN2 as well as other unclear issues as discussed in this section
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4. X2-AP: SCG Modification Response
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