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1   Introduction
SA3 has made significant progress on security issues, such as security key derivation and modification for SeNB, to support the dual connectivity operation [1]. And an LS has come to RAN2 [2] requesting more details on security aspects of “the procedures to setup, modify and tear down the DRBs in the SeNB”, in particular, “at which point in the signalling flow are the PDCP entities created in the UE and the SeNB, and at which point in the signalling flow encrypted user plane data can be sent from UE to the SeNB and vice versa.” 
General signaling flows for SeNB Addition/Modification and Release have been agreed for dual connectivity [3], in which RRC Connection Reconfiguration procedure is used to setup, modify, and tear down DRBs in SeNB. Enlightened with SA3’s outcome and request, this contribution examines the security aspects in the dual connectivity operation, focusing on the processes of starting, updating, and ending of DRB encryption on SeNB. Since there is only one more SA3 meeting to complete the feature work, it will be beneficial to agree in RAN2 the analyses and report to SA3 the findings on the following open issues relevant to the security management procedure:
· How to activate security operation between SeNB and UE?
· How to perform Key change on-the-fly for MeNB and/or SeNB in dual connectivity mode?
A few ambiguities are also identified during the analysis on a couple of SA3’s agreements, and it is proposed to query SA3 for further clarification.
2   Discussion
For convenience of description, we call the special cell in the SCG with at least PUCCH as the primary SCell, i.e., PSCell.
2.1   SeNB security activation procedure
Two possible procedures can be considered to activate security operation on SeNB:
Option 1: SMC mechanism can be extended to activate security operation between SeNB and UE after the initial SCG/PSCell addition;

Option 2: security operation between SeNB and UE is activated when SCG/PSCell addition is performed in the RRC connection reconfiguration procedure.

With the option 1, the initial security activation should be performed after the first SCell of SCG (i.e., PSCell) is added. As shown in the Figure 1, a possibly large delay may be incurred due to the extra steps over Uu and X2 interaction. This is not desirable, as it reduces the efficiency of offloading operation. Furthermore, new signaling needs to be introduced in X2 interface for SMC exchanges, shown as the security mode request and complete messages between the SeNB and the MeNB in the Figure 1. 
With the option 2, security operation can be activated immediately when the first SCell of SCG (i.e., PSCell) is added, by carrying necessary security parameters in the RRC connection reconfiguration. Similar to what is in the SMC message, these parameters help negotiate the encryption algorithm used to protect DRB between UE and SeNB. As shown in the Figure 2, the whole procedure of the option 2 is the same as what agreed for SeNB addition. Thus, there is no additional impact on X2 interface. The option 2 is also very similar to the legacy handover procedure. Hence, the potential QoS performance for offloaded RB will not be worse than in the HO procedure.  It is, however, worth pointing out that RRC connection reconfiguration message with mobility IE, i.e., the handover command, should not be used for SeNB addition, as the data transmission on the MeNB should not be interrupted by the SeNB addition.
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   Figure 1: Option1 for initial security in the SCG 

   Figure 2: Option 2 for initial security in the SCG
Based on the above discussions, the option 2 has distinct advantage over the option 1. Therefore, we propose that:
Proposal 1: the security operation between SeNB and UE shall be activated by the RRC connection reconfiguration message used for SeNB addition.

Proposal 1bis:  During SeNB addition, the RRC connection reconfiguration message shall carry necessary security parameters, e.g., for SeNB and UE to negotiate security algorithm. 
In a legacy system, the UE applies the new configuration when the RRC reconfiguration message is received. Following the same principle, the UE should create the L2 entities when it receives the RRC reconfiguration message for SeNB addition. Like the traditional HO procedure, the data transmission on the SCG should be stared after the UE successfully completes the RA procedure on the SCG. Hence, with regards to SA3’s question about at which points in the signalling flow PDCP entity is created at UE and encrypted user plane data can be sent, we have the following proposals:
Proposal 2: the UE shall create the L2 entities for SeNB addition when it receives the corresponding RRC connection reconfiguration message.
Proposal 3: the encrypted data can be sent from UE to SeNB after the RA procedure is successfully completed.
The encrypted data can be sent from SeNB to UE after the UE completes the RA successfully. At that time point, L2 entities should have been created on the SeNB. The exact point of time when L2 entities are created on SeNB can be left as SeNB implementation. Hence,
Proposal 4: The encrypted data can be sent from SeNB to UE after the UE completes the RA successfully. At that point of time, L2 entities should have been created on the SeNB. The exact point of time when L2 entities are created on SeNB can be left as SeNB implementation.
2.2   SeNB security release procedure

It has been agreed to use RRC connection reconfiguration procedure to release an SeNB [3]. Since AS security context is one part of UE’s overall AS context, it is quite straightforward for UE to also release the security context associated with the old SeNB. Hence, it is natural to stop transmission of encrypted data on SeNB when the RRC connection reconfiguration message is received for SeNB release. 

Proposal 5: Transmission of encrypted data on the SeNB should be stopped when the RRC connection reconfiguration message is received for SeNB release.
2.3   SeNB security procedures due to changes in SCG
3 types of SCG changes may have impact on the security operation between UE and SeNB:

1) SeNB change: old SeNB is released and a new SeNB is added into dual connectivity operation;

2) DRB addition: a new DRB is added on SeNB;
3) (P)SCell change: the same SeNB stays in the dual connectivity operation, but with different serving cell; a special case is the change of (P)SCell.
SeNB change:

If SeNB change happens, new security context is required on the target SeNB to achieve cryptographic separation between eNBs, and the old security context should be released on the source SeNB. Hence, the security procedures for SeNB change consist of the release of the security context on the old SeNB, and the creation of the security context on the new SeNB. With the discussions in the Sections 2.1 and 2.2 combined together, it is clear that security procedures for SeNB change can also be accomplished with RRC connection reconfiguration procedure. Though, it is still open whether SeNB change will be implemented as one RRC connection reconfiguration procedure, like traditional HO, or as two separate RRC connection reconfiguration procedures, to perform old SeNB release and new SeNB addition in sequence, SeNB change can be realized by RRC connection reconfiguration message with proper security parameters, following the rules in SeNB security release and activation procedures. 
Proposal 6: the security operation for SeNB change follows the rules in SeNB security release and activation procedures (Proposals 1 – 5).
DRB addition:

SA3 agreement states that “Agreed a freshness value shall be used in S-KeNB derivation, and that this freshness value shall be new for every time a DRB establishment procedure is run with a SeNB.” It is not clear if the S-KeNB needs to be changed when the freshness value is updated. If so, the S-KeNB must be updated every time a DRB is established on the SeNB. This means that the S-KeNB change will be much more frequent that of the KeNB, as KeNB does not change when a DRB is added on an eNB. Though our understanding is that S-KeNB should not be updated when an additional DRB is added on SeNB, it’d be better to ask SA3 for clarification and confirmation.

Proposal 7: SA3 should be consulted for clarification on whether or not the S-KeNB needs to be updated when an additional DRB is added on the SeNB.

(P)SCell change:

The derivation of KeNB is associated with PCell in current system. SA3 agreement stated that “Agreed that the frequency parameter EARFCN‑DL and PCI shall not be used as input to S‑KeNB derivation.” Since the derivation of S‑KeNB is decoupled with serving cell on SeNB, this raises a question of whether or not S-KeNB needs to be updated when there is change of serving cell (including PSCell) within the same SeNB.
Proposal 8: SA3 should be consulted for clarification on whether or not the S-KeNB needs to be updated when there is change of serving cell (including PSCell) within the SeNB.
2.4   Security procedure for KeNB Key change on-the-fly and refresh
As pointed out by SA3, KeNB key change on-the-fly and refresh must be supported in dual connectivity. SA3 further agreed that MeNB shall refresh the S-KeNB, if there is a KeNB key change on-the-fly (initiated by the MME) or a KeNB refresh from an NH value. In the current LTE specification, KeNB key change on-the-fly and refresh are accomplished through intra-cell handover procedure. For MeNB in the dual connectivity, there is no problem to reuse the intra-cell handover procedure for KeNB key change on-the-fly and refresh. Hence, the intra-cell handover command can be extended with SeNB security parameters, in order to support S-KeNB update together with MeNB KeNB key change on-the-fly or MeNB KeNB refresh from an NH value. 

Proposal 9: the intra-cell HO command can be extended with SeNB security parameters, in order to support S-KeNB update together with MeNB KeNB key change on-the-fly initiated by the MME or the MeNB KeNB refresh from an NH value.

SA3 also agreed that if the MeNB locally refreshes the KeNB from an old KeNB, then the MeNB may refresh the S-KeNB in the SeNB. It means key refresh on the SCG is optional if KeNB key refresh is performed based on the old KeNB on MCG. Two possible solutions can be considered:

· Solution 1: the MeNB explicitly flags in the intra-cell HO command whether or not the UE should perform S-KeNB refresh. 

· Solution 2: UE does not perform S-KeNB refresh, if SeNB related security parameters are not included in the intra-cell HO command. 
From the point of view of specification impact, the solution 2 is better. For instance, the presence of “fresh value and/or algorithm” can be used as an indication to UE that S-KeNB refresh needs to be performed. It is worth pointed out that the solution 2 is also consistent with the handling of simultaneous updates of KeNB and S-KeNB in the Proposal 9.
Proposal 9bis: UE does not perform S-KeNB refresh, if SeNB related security parameters are not included in the intra-cell HO command. 
If S-KeNB refresh is performed, there will be interruption in data transmission on DRB protected by S-KeNB, as encryption needs to be reset between the UE and SeNB. On the other hand, the data transmission on DRB protected by S-KeNB can continue, if S-KeNB refresh is not needed when MeNB locally refreshes KeNB.
Proposal 10: the data transmission on DRB protected by S-KeNB can continue, if S-KeNB refresh is not needed when MeNB locally refreshes KeNB.
2.5   Security procedure for S-KeNB refresh initiated by the SeNB
SA3 agreed that it is necessary to support S-KeNB refresh initiated by the SeNB. Hence, it is worthwhile to analyse how it should be done from the point of view of RRC procedure. 
As shown in the Figure 3, if S-KeNB refresh initiated by the SeNB is performed through the intra-cell handover procedure, this will cause interruption in data transmission on MCG. This is not desirable, as delay-sensitive service, such as VoIP, will likely be carried on the MCG. 
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Figure 3: key change on-the-fly by intra-cell HO     

Figure 4: key change on-the-fly by RRC reconfiguration

On the contrary, Figure 4 shows that, if S-KeNB refresh initiated by the SeNB is performed through RRC connection reconfiguration procedure, data transmission on the MCG will not be impacted.  
Proposal 11: S-KeNB refresh initiated by the SeNB should utilize the RRC connection reconfiguration procedure. 
3   Conclusion
Enlightened with SA3’s outcome and request, this contribution examines the security aspects in the dual connectivity operation, focusing on the issues of

· How to activate security operation between SeNB and UE?
· How to perform Key change on-the-fly for MeNB and/or SeNB in dual connectivity mode?
Since there is only one more SA3 meeting to complete the feature work, it will be beneficial to agree in RAN2 and report to SA3 the following findings:
Proposal 1: the security operation between SeNB and UE shall be activated by the RRC connection reconfiguration message used for SeNB addition. 

Proposal 1bis:  During SeNB addition, the RRC connection reconfiguration message shall carry necessary security parameters, e.g., for SeNB and UE to negotiate security algorithm.
Proposal 2: the UE shall create the L2 entities for SeNB addition when it receives the corresponding RRC connection reconfiguration message.

Proposal 3: the encrypted data can be sent from UE to SeNB after the RA procedure is successfully completed.
Proposal 4: The encrypted data can be sent from SeNB to UE after the UE completes the RA successfully. At that point of time, L2 entities should have been created on the SeNB. The exact point of time when L2 entities are created on SeNB can be left as SeNB implementation.
Proposal 5: Transmission of encrypted data on the SeNB should be stopped when the RRC connection reconfiguration message is received for SeNB release.
Proposal 6: the security operation for SeNB change follows the rules in SeNB security release and activation procedures (Proposals 1 – 5). 

Proposal 7: SA3 should be consulted for clarification on whether or not the S-KeNB needs to be updated when an additional DRB is added on the SeNB.
Proposal 8: SA3 should be consulted for clarification on whether or not the S-KeNB needs to be updated when there is change of serving cell (including PSCell) within the SeNB.   
Proposal 9: the intra-cell HO command can be extended with SeNB security parameters, in order to support S-KeNB update together with MeNB KeNB key change on-the-fly initiated by the MME or the MeNB KeNB refresh from an NH value.
Proposal 9bis: UE does not perform S-KeNB refresh, if SeNB related security parameters are not included in the intra-cell HO command.  
Proposal 10: the data transmission on DRB protected by S-KeNB can continue, if S-KeNB refresh is not needed when MeNB locally refreshes KeNB.
Proposal 11: S-KeNB refresh initiated by the SeNB should utilize the RRC connection reconfiguration procedure.
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