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Discussion 

1. Introduction

In RAN2#81 meeting, COUNT-I de-synchronisation issue was raised in [1].

When UE performs SRNS relocation, the source RNC (RNC1 in Fig-1) signals DL RRC SN + “offset value” to the target RNC (RNC2 in Fig-2) so that the source RNC can transmit additional downlink RRC messages up to the “offset value” during the SRNS relocation. It was claimed that COUNT-I de-synchronization may occur during multiple SRNS relocations sometimes, especially for SRB3/4 messages, which leads to unpleasant NAS service disruption.

In RAN2#81, companies discussed this issue and a network implementation based solution was suggested.

2. Discussion

In last RAN2 meeting, one company mentioned that there must be at least one DL NAS message reception after an SRNS relocation as UE should perform a location updating/registration procedure after the relocation and so the problem isn’t valid for SRB3. However that’s not always true. For example, if UE keeps only CS call during the relocation, then the UE won’t perform any location updating/registration procedure after the relocation and so the problem is valid for SRB3. 

During SRNS relocation, the current mechanism in the spec for COUNT-I synchronization based on anticipated value of “Offset Value”, does not provide a robust solution, when NW sends additional downlink RRC message.
COUNT-I is composed of two parts: 28-bit RRC hyper frame number (RRC HFN) and 4-bit RRC sequence number (RRC SN). RRC SN wrap around happens at value 15 and the HFN value is incremented by 1 when RRC SN wraps around.
The scenario of multiple SRNS relocation could be better explained based on the following example; According to [1], the selected “Offset Value” is 5, if the UE performs SRNS relocation 3 times (i.e. mobility from RNC1 to RNC4) without any downlink signalling on SRB3 and SRB4, then DL RRC SN for SRB3 and SRB4 will wrap around (DL RRC SN becomes 15 after 3 SRNS relocations due to “offset value” 5 ) when it’s signalled to RNC4 but the UE doesn’t increment the DL RRC SN during the SRNS relocations and so due to SN wrap around , RNC4 HFN will be increment by 1 and the UE will have a different value of COUNT-I for SRB3 and SRB4 and it will end up the integrity protection failure.
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Fig-1

To rectify the integrity protection failure issue during multiple SRNS relocation, some of the possible solution approach could be discussed as explained in the below options.
Option 1: There is a possibility to find a solution without any RRC signalling impact. 
NW Side: Network may suspend any further DL NAS signalling when it starts SRNS relocation by indicating from SRNC to the CN, which will prevent any SN to be incremented. During SRNS relocation the source RNC provides current DL RRC SN (without offset) to the target. Network may assume the normal operation after completion of SRNS relocation procedure.. This type of NW solution works without any RRC interface change and applies to legacy UEs, hence it is an obvious preference. 
However, since the issue occurs in some of today’s NW, we are not sure whether there is an architectural issue preventing such a NW solution or whether NWs will always apply such a solution, hence it may be desirable for a UE solution to address the legacy/problem NW. 
UE side: In case integrity protection fails on the received DL RRC message after SRNS relocation, then UE increments HFN and retries integrity check until integrity check passes – similar to the ciphering error recovery mechanism already specified in [2]. If integrity protection fails after a number of times, then UE can consider this a real integrity failure.

Option 2: Another approach could be that Network may signal to UE about the start of SRNS relocation procedure in Downlink Direct Transfer (from source RNC) on SRB3/SRB4 to UE.
In this option NW may indicate to UE about the start of relocation procedure once NW has started to transfer the UE context from source RNC to Target RNC. On receiving indication from source RNC UE may store a copy of current HFN to be used when UE connects to Target RNC. The stored HFN in UE is the same which NW has sent to target RNC in UE context.  

Option 3: One option could be that UE may signal the latest HFN and latest SN or any one of them in RRC response message to target SRNC.
In this option UE signals the latest DL RRC SN in the RRC response message to target RNC for the RRC message which commands UE to perform SRNS relocation.

3. Conclusions

RAN2 are requested to discuss the solution proposals to resolve the issue of COUNT-I de-synchronisation during multiple SRNS relocation.
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