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1. Introduction
In the SCE SI, some papers have been proposing U/C-architecture alternatives for dual connectivity and also suggesting to discuss the security requirement of the small cell [1][2]. This paper discusses and analyses the possible alternative allocation of security function for dual connectivity architecture.
2. Discussion
Small Cell Enhancement deployment scenario foresees utilization of two different eNBs (i.e., macro eNB and small eNB) for each UE, where both eNBs are connected with non-ideal backhaul. For macro eNB, operator will likely provide a secure environment, e.g., inside operator’s building or in places that cannot be easily reached by (non-operator related) civilian. However, depending on the scenarios, small eNB may be deployed in places where appropriate secure environment cannot be guaranteed. Considering that in LTE release 8, AS security processing is performed in eNB, we think that allocation of security function the small eNB should be considered as one of the main factor in deciding the direction of architecture for dual connectivity in small cell enhancements.

The followings are the main security functions allocated at the eNB.
· Security context management (RRC)

· Maintaining AS security context, i.e., KeNB, NH/NCC, integrity and encryption algorithm, etc.

· AS security activation by Security Mode Command procedure 
· KeNB derivation during handover, KeNB refresh, KeNB rekey 
· Security processing, i.e., processing of integrity protection and encryption (PDCP)
Assuming that the two eNBs will be utilized for one UE, the following two alternatives can be considered from the security function allocation perspective:
Alt.1: Architecture where all the security function is allocated at the macro eNB

In this alternative, no security function is allocated at the small eNB. One KeNB (and all derived AS keys), as in legacy procedure, is maintained in the macro eNB. The processing of integrity protection and encryption for data to be transmitted from and to small eNB is performed in the macro eNB.
Alt.2: Architecture where the security function is allocated at each eNBs.

In this alternative, each eNB performs the necessary security processing, e.g., integrity protection and encryption of data bearer transmitted to/from small eNB is performed at the small eNB. However, depending on the detail function, the management of security context for small eNB may be done by the small eNB (i.e., all the AS context security management resides in the small eNB), or alternatively it can also be distributed in the macro and small eNB (e.g., AS SMC and derivation is done in macro eNB, and macro sends the keys to the small eNB).
Alt.2 can be further differentiated from a perspective of whether the two eNBs maintain the same KeNB (alt. 2a) or different KeNB. Maintaining different KeNB in macro and small cell may be useful to enhance system security. For example, although in the case of KeNB in small eNB is revealed or the small eNB is hijacked, the security in macro eNB is intact, even though small eNB may transmit data to/from macro eNB. However, this kind of enhancement in security needs to be consulted and decided by SA3.
Figure 1 shows the illustration of alternative 1, figure 2a and 2b shows the illustration of alternative 2a and 2b respectively. In alternative 1, since all the security functionality resides in the macro eNB, RRC and PDCP protocol stack are not shown in the small eNB in figure 1. In figure 2a and 2b, PDCP protocol stack is shown to show that security processing (i.e., integrity protection and encryption) is performed in each eNB, RRC protocol stack is shown in shades to show that maintenance of AS security context can be done in either eNBs or distributed among eNBs.
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Figure 1: Alternative1 (security function in macro eNB)
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Figure 2a: Alternative 2a (security function in macro and small eNB, with the same KeNB)                     Figure 2a: Alternative 2b (security function in macro and small eNB with different KeNBs)

Table 1 shows the comparison of the three alternatives. The alternatives are compared from the following aspects: security processing (data integrity protection and encryption, KeNB derivation), possibility for S-GW split, security architecture change, mobility, macro eNB impact and UE impact.
Table 1: Comparison of security functionality allocation alternatives
	No
	Comparison Item
	Alt.1: security function in macro eNB
	Alt.2a: Security function in macro and small eNB, with the same KeNB
	Alt.2b: Security function in macro and small eNB, with different KeNB

	1.
	Small eNB related AS security context management function allocation
	In macro eNB


	In macro/ small eNB

KeNB in both eNBs are the same
	In macro/ small eNB
KeNB is different in macro and in small eNB.

	2
	Small eNB related security processing
	In macro eNB
	In small eNB
	In small eNB

	3.
	Possibility to allow S-GW routing/split
	Not possible
	Possible
	Possible

	4.
	AS SMC
	Same as legacy
	Same as legacy
	Need to be performed whenever small eNB addition is performed.

	5.
	Security architecture impact
	No impact
	Small impact. (Using the same KeNB in two different nodes)
	Big impact. (Several KeNB needs to be generated for one UE)

	6.
	Mobility impact

a. Small add

b. Macro(macro

c. Small(macro

d. Small(small
	a. No context change
b. Legacy KeNB derivation

c. No context change

d. No context change
	a. No context change (Send KeNB to small eNB)
b. Legacy KeNB derivation
c. No context change

d. No context change
	a. Generating new KeNB.
b. Legacy macro KeNB derivation + small eNB KeNB derivation
c. Context (KeNB) deletion
d. Small eNB KeNB derivation

	7.
	Macro eNB impact
	Big. (Security processing of small eNB.)
	Smaller than alt.1
	Smaller than alt.1

	8.
	UE impact
	No impact
	No impact
	Big impact (several context for different eNBs)


From the comparison table, it can be understood that one main advantage of alternative 2 is the ability to allow S-GW data routing/split. On the other hand, the main advantage of alternative 1 is that there is no security concern for small eNB since there is no security functionality resides in it. Although the necessity whether new security architecture (several KeNBs for one UE) needs to be discussed in SA3, from RAN perspective, this kind of alternative (alt.2b) has big impact from UE and also from mobility aspect. From operator perspective, DOCOMO thinks that alternative with big impact to UE and mobility, i.e., alt. 2b, should be avoided.

Proposal 1:
It is proposed for RAN2 to discuss security functionality allocation when discussing of dual connectivity architecture.

Proposal 2:
It is proposed for RAN2 to discuss whether SA3 involvement at this stage is necessary.
3. Summary and Proposal
This paper analysed possible allocation of security function in the dual connectivity architecture. The following are proposed:
Proposal 1:
It is proposed for RAN2 to discuss security functionality allocation when discussing of dual connectivity architecture.

 Proposal 2:
It is proposed for RAN2 to discuss whether SA3 involvement at this stage is necessary.
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