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1 Introduction
One objective of the Small Cell Enhancement (SCE) Higher Layer SI is to evaluate the potential architecture and protocol enhancements for different deployment scenarios including possible support of dual connectivity. Such evaluation requires consideration related to the structure of the control plane and the user plane, including the termination point (e.g. MeNB, SCeNB, SCeNB GW) for the different protocols.
In this document, the u-plane architecture for dual connectivity is discussed. In particular, the paper analyzes the pros/cons of the alternatives possible for the termination of the PDCP layer. Additionally, we evaluate the applicability of these alternatives to the challenges and scenarios discussed in the recent email discussion [2].
2 Discussion
One key requirements captured in the TR [1] is to support a non-ideal backhaul with a delay of up to 60ms (e.g. with DSL) between Macro and Small cell eNBs, necessitating the need for independent schedulers. Thus, it is expected that at least some MAC functionality will be hosted in the SCeNB, given the requirement to support such non-ideal interface.
As RLC is radio aware and typically requires an indication of the size of the transport block from the MAC to build a PDU, their operation is tightly coupled together. RLC should thus be co-located with the MAC in the SCeNB to best support dynamic scheduling, rate adaptation and other interactions with the MAC layer which may be more critical to system performance than interaction with the PDCP layer.
Proposal 1: RLC is co-located to the MAC in each eNB, independently of the location of PDCP layer.
The remainder of the contribution further discusses the termination of the PDCP layer.
2.1 Architecture options
With dual connectivity, the following PDCP termination alternatives are considered:
· Alt 1: Independent PDCP at each eNB 

· Alt 2: Centralized PDCP in the macro (anchor) node 
Other alternatives may be considered, such as splitting some of the PDCP functionality between MeNB and SCeNB e.g. to handle reordering [4]. However, before considering such split of PDCP function, it appears preferable to evaluate the location of PDCP first. Any considerations discussed for the above alternatives that are related to PDCP functionality and the impact of their respective location may still be applicable in the case of a split of PDCP.

[image: image1.emf]Small Cell 

eNB

PHY

UE

PHY

MAC

RLC

MAC

RLC

PDCP

Macro eNB

PHY

MAC

RLC

PDCP

PHY

MAC

RLC

User Plane Architecture

Alt-1

PDCP

PDCP

Small Cell 

eNB

PHY

UE

PHY

MAC

RLC

MAC

RLC

PDCP

Macro eNB

PHY

MAC

RLC

PDCP

PHY

MAC

RLC

User Plane Architecture

Alt-2


Figure 1 User Plane Architecture Alternatives (PDCP placement options)
2.2 Analysis
The PDCP layer performs the following functions: 

(a) Security i.e. ciphering (all data) and integrity protection (control plane only), 

(b) Header compression (i.e. RoHC for user plane data), 

(c) Lossless and Seamless Handover Support 

(d) Re-ordering and Discard for user plane data due to timeout
The following discusses the impact of the location of each PDCP function for the above alternatives.
2.2.1 PDCP Security
The impact of each of the above alternatives to the PDCP security functions is first considered.

The PDCP layer maintains a security context for the user-plane and for control plane messaging in the access stratum. PDCP performs encryption, ciphering and integrity protection (only for SRB) using the security keys generated in the eNB and the UE, derived from the KeNB. RRC and UP keys are refreshed at handover. Furthermore, re-keying may be performed on sequence number over-run, or if corruption of keys is detected. 
For Alt 1 (Independent PDCP), the SCeNB is required to access, maintain and possibly manage a security context for the PDCP layer associated to the radio bearers that it handles. We see two options on supporting security for Alt 1:

1.
Alt1-Option 1: Shared Security context between macro and small cells (Common KeNB): the KeNB is derived at the anchor (macro) node, and all the small cell nodes that support dual connectivity with the anchor node share the same KeNB and/or same security keys for a particular UE. The key issue with this option is the re-keying of keys at one node would cause service interruption at all other nodes. Secondly, small cell eNB may be vulnerable in their physical deployments, and if so, sharing common keys across multiple nodes is a significant potential security risk for the UE operation on other nodes.
· Observation 1: With Independent PDCP and a common security context (Alt1-Option 1), rekeying at one layer may lead to service interruption in another layer (e.g. upon mobility in the small cell layer, or SN exhaustion) 
2.
Alt1-Option 2: Independent security context at each node (Independent KeNB): the KeNB is independently derived and maintained at each node. This mechanism would help mitigate these security risks, but the key issue with maintaining independent security contexts is that the UE has to maintain multiple security keys. In some UE implementations, this could introduce an additional complexity, and further study is necessary to determine the feasibility of this approach. 

· Observation 2:With Independent PDCP and separate security context (Alt1-Option 2), maintaining multiple keys may increase UE complexity, and further study is required to determine how security activation and key derivation is performed across multiple security contexts.
In Alt 2, since the PDCP is in a single node, the security and key management functions continue to reside in a single central location. One could argue that similar to Alt1-Option 1, the KeNB re-keying would cause service interruption to all flows; however this is similar to legacy behavior. Moreover, since all the security functions only reside in a single node, the keys need not be shared outside the macro eNB, and this removes the risk of potential compromise of KeNB in small cell nodes. 

· Observation 3: Alt 2, i.e., Centralized PDCP in the Macro eNB, complies with the current security architecture.
Thus, we believe that security function can be more robustly maintained with Alt 2. 
2.2.2 Handover Management
At handover, PDCP provides lossless handover function for all RBs mapped to RLC AM and seamless handover for all RBs carrying control plane and user plane RBs mapping to RLC UM. 
The support for lossless handover is achieved by forwarding unacknowledged PDUs from Source eNB to Target eNB. For uplink, the UE transmits PDCP SDUs in PDCP retransmission buffer to target eNB.
With Alt 1 (Independent PDCP), mobility from one node to another will imply relocation of PDCP context and thus existing procedures to support mobility may be re-used. However, this requires coordination and signaling on the backhaul and assumes that every node has a direct interface (similar to X2) with each other. Alternatively, the small cells could forward data through the macro eNB or a gateway node, but it could mean additional latency and backhaul overhead.
· Observation 4: With Alt 1 i.e. Independent PDCP at each eNB, handling the data forwarding could be performed in a similar manner as current procedures for mobility between the small cell nodes. 
With Alt 2 (Central PDCP), since the PDCP is in a central macro node, mobility from one small cell eNB to another small cell eNB may be managed by the Macro eNB, without re-establishment of the PDCP entity. For example, in downlink, the PDCP in the macro may directly forward unacknowledged PDCP PDUs in retransmission buffer to the target small cell eNB, without performing reset for header compression and security 
Similarly, in the uplink, the UE will retransmit PDCP SDUs in the PDCP retransmission buffer to target small cell eNB, which transparently relays PDCP traffic to macro eNB. 
· Observation 5: With Alt2 i.e. Centralized PDCP in Macro eNB, lossless handover between small cell nodes could be simplified because PDCP does not necessarily need to be re-established so there is need to break and re-start of PDCP operation. 
In either case, for seamless handover, PDCP SDUs that have not yet been transmitted can be simply sent to the target small cell eNB (SCeNB).

2.2.3 PDCP Re-ordering, Buffer Management and Discard

In legacy operation for RLC AM radio bearers, PDCP layer removes data from transmission buffer either when it gets acknowledgement from RLC layer or when discard timer expires. In Alt 2, when the PDCP and RLC are not co-located, these operations will need coordination across nodes to determine when PDCP buffer can be discarded. 
Thus, with Alt 1, the existing PDCP RLC interface may be maintained, whereas Alt 2 will require additional coordination to support non-co-located PDCP and RLC layers.

· Observation 6: Alt 1, i.e. Independent PDCP at each node, existing PDCP RLC may be maintained, whereas Alt 2 will require additional coordination to support PDCP buffer management.
2.2.4 Dual-connectivity scenarios
In the recent email discussion [2], several dual-connectivity scenarios were discussed that need to be addressed within the SI, and have been proposed to be captured for future study.
2.2.4.1 Multi-flow
One challenge that was brought up is the need to support multi-flow to enable utilizing radio resources of more than one eNB for a single data flow/session. Supporting multi-flow may be desirable to maximize resource utilization by taking dynamic radio link conditions into account. Moreover, radio bearers shared across two layers could help minimize service interruption (i.e. delay for AM and loss and delay for UM) as when there is handover in one layer; data can be routed through the other layer.
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Figure 2 Multi-flow Architecture Alternatives – Downlink 
In case of Alt 1 (Independent PDCP), multi-flow may be achieved by splitting data at the anchor eNB (eNB#1) above the PDCP, to allow each eNB to operate with independent PDCP. This would imply some functionality above the PDCP performs splitting and re-ordering of data at eNB and 
\UE.
· Observation 7: Alt 1 (Independent PDCP) may require additional functionality above PDCP to handle re-ordering of data for multi-flow.
In Alt 2 (Centralized PDCP), multi-flow may be achieved by splitting data below the PDCP, such that the data is sourced from one PDCP entity towards the corresponding RLC entities, one in the MeNB and one in the SCeNB. This implies that a single PDCP instance maps data to multiple (in this case two) logical channels. 
One challenge in supporting multi-flow in non-ideal backhaul deployments is that there would be different delays introduced between SDUs arriving either directly from eNB#1 or routed through the backhaul and from the second eNB#2. This might lead to some re-ordering of packets, however this issue may be somewhat mitigated using Alt-2 since PDCP in the UE can perform re-ordering before sending the data to the higher layers. 
· Observation 8: Centralized PDCP (i.e. Alt 2) is more suitable to handle the re-ordering issue with Multi-flow deployments.
2.2.4.2 UL/DL power imbalance

UL/DL power imbalance due to different Tx power between macro and small cells was proposed as a challenging issue in heterogeneous networks on the same carrier [3], especially for intra-frequency scenario. Enabling the UE to connect to different nodes in DL and UL is one option to enable efficient UE operation in this scenario. 

The traffic splitting scenario where the data connection in the downlink is realized via the MeNB and the data connection in the uplink is realized via the SCeNB can be viewed as a special case of multi-flow. To achieve this configuration, a single EPC bearer would need to be split across two different nodes. 
In Alt 1 Independent PDCP at each node, this would imply that a single EPC bearer is split into a PDCP entity for DL traffic in Macro node and a PDCP entity for UL traffic in the Small Cell node. In certain mobility scenarios, it may be necessary to handover the bearer associated to the separate DL/UL PDCP entities to a single target Macro eNB. In this case, to support lossless handover, the Macro node with PDCP entity for DL traffic may forward unacknowledged data directly to the target eNB, and the UE may transfer unacknowledged data for the uplink direction directly to the target eNB. However, to support selective retransmission, the target eNB needs to obtain the out-of-sequence packets separately from the uplink node. Thus, the target eNB would need to coordinate separately over X2 with the DL and UL nodes to receive forwarded data.
In Alt 2 Centralized PDCP in the Macro, handover could be achieved more simply because only a single bi-direction PDCP entity located at a single node needs to be managed and transferred to support mobility. 
Thus, it is be preferable to keep the uplink and downlink entities co-located by keeping the PDCP in a central node.
· Observation 9: Centralized PDCP (i.e. Alt 2) is more suitable to handle the scenario when UE is connected to different nodes in DL and UL to support data forwarding during handovers. 
2.3 Summary
	Comparison Metric
	Alt-1 (Each eNB has Independent PDCP)
	Alt-2 Centralized PDCP in the macro (anchor) node

	PDCP security
	Opt 1: Shared KeNB may make security keys vulnerable in non-secure deployments

Opt 2: Separate KeNBs requires additional complexity in UE to maintain multiple keys
	Legacy operation with single security context for all UE traffic and security keys secure within single anchor eNB.

	Mobility Procedures
(Lossless/seamless handover)
	Existing procedures apply for PDCP re-location between small cell eNBs.

	Centralized PDCP avoids PDCP reestablishment when switching small cells which may more efficiently support lossless handover 

	PDCP Discard and Buffer Management
	Existing PDCP RLC interface may be maintained
	Support for PDCP discard and buffer management will require additional coordination between the MeNB and the SCeNB.

	RRC in SCeNB
	Supports
	Does not support 

	S1-C/S1-U split support
	Supports S1-U split 

(see pros of S1-U split [refer other Tdoc])
	Does not support

	Small Cell Cost
	More expensive due to increased processing due to security function in small cell nodes
	Cheaper 

	Scenarios

	DL/UL Power Imbalance
	Will require coordination with multiple nodes when uplink and downlink is split across two nodes
	Easier to support UE connected to multiple nodes in DL and UL directions 

	Multi-flow support
	· Implies additional re-ordering can be handled by higher layers (above the AS user-plane).

· Requires support to split single RB to multiple logical channels
	Better suited to handle re-ordering necessary in case data is split across nodes with different backhaul latencies.


Proposal 2: Confirm and agree to the observations and identified pros & cons table in this document, and include them in the TR.  
3 Conclusion

In this document, the protocol stack for dual connectivity was student and the following alternatives were shown:

· Alt 1: Independent PDCP at each eNB 

· Alt 2: Centralized PDCP in the macro (anchor) node 
RAN2 is requested to discuss the pros/cons of these alternatives and agree to the following proposals.
Proposal 1: The user-plane architecture options studied should assume each eNB has independent RLC.
Proposal 2: Confirm and agree to the observations and identified pros & cons table in this document, and include them in the TR.  
· Observation 1: With Independent PDCP and a common security context (Alt1-Option 1), rekeying at one layer may lead to service interruption in another layer (e.g. upon mobility in the small cell layer, or SN exhaustion) 
· Observation 2:With Independent PDCP and separate security context (Alt1-Option 2), maintaining multiple keys may increase UE complexity, and further study is required to determine how security activation and key derivation is performed across multiple security contexts.
· Observation 3: Alt 2, i.e., Centralized PDCP in the Macro eNB, complies with the current security architecture.
· Observation 4: With Alt 1 i.e. Independent PDCP at each eNB, handling the data forwarding could be performed in a similar manner as current procedures for mobility between the small cell nodes. 

· Observation 5: With Alt2 i.e. Centralized PDCP in Macro eNB, lossless handover between small cell nodes is simplified because PDCP does not need to be re-established so there is no break and re-start of PDCP operation. 

· Observation 6: Alt 1, i.e. Independent PDCP at each node, existing PDCP RLC may be maintained, whereas Alt 2 will require additional coordination to support PDCP buffer management.
· Observation 7: Alt 1 (Independent PDCP) may require additional functionality above PDCP to handle re-ordering of data for multi-flow.
· Observation 8: Centralized PDCP (i.e. Alt 2) is more suitable to handle the re-ordering issue with Multi-flow deployments.
· Observation 9: Centralized PDCP (i.e. Alt 2) is more suitable to handle the scenario when UE is connected to different nodes in DL and UL to support data forwarding during handovers. 
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