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1
Introduction
In RAN#59 a new RAN2 SI on machine-type communications was approved [1]. One of the objectives is to investigate and evaluate the RAN-impacting solutions that have been proposed by SA2 SDDTE and UEPCOP two building blocks. In the SDDTE block companies are encouraged to study trade-offs between overhead, efficiency and complexity and consider grouping SA2-solutions that behave similarly from RAN2 point of view.
In this contribution, we provide some analysis on the SDDTE solutions included in [2] from RAN2 point of view. On RAN impact the analyses would be focusing on feasibility of the method and complexity analysis. 
2
Discussion
2.1 

Grouping SDDTE Solutions 

SA2 requested RAN2 input on MTCe solutions in [2]. The 8 solutions included in SDDTE building blocks are listed as following:
1. Ch. 5.1.1.3.1, “Small Data Transfer starting from RRC IDLE (E-UTRAN): Use of pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security”;  
2. Ch. 5.1.1.3.2, “Optimised handling of C-plane connection for Small Data and Device Trigger Transmission without U-plane bearer establishment in E-UTRAN”; 

3. Ch. 5.1.1.3.4, “Stateless Gateway for cost efficient transmission of infrequent or frequent small data”;  

4. Ch. 5.1.1.3.5, “Downlink small data transfer using RRC message”; 

5. Ch. 5.1.1.3.6.2, “Small Data Fast Path”;  

6. Ch. 5.1.1.3.6.3, “Connectionless Data Transmission”; 
7. Ch. 5.1.1.3.7, “Service Request signalling reduction by RRC message combining”; 

8. Ch. 5.1.2.3.1, “ Keep the UE in connected mode”;  
These are supposed to be architecture level solutions. We have noticed some of the solutions have similar impact on RAN level and those could be discussed in groups. We think that there might be 4 groups for the 8 solutions from the RAN impact point of view and our discussion follows this grouping. 

Control Plane and S1/lu-only Solutions: 
· 1. Ch. 5.1.1.3.1; 
· 2. Ch. 5.1.1.3.2; 
· 3. Ch. 5.1.1.3.4; 
· 4. Ch. 5.1.1.3.5

State reduction solutions: 
· 5. Ch. 5.1.1.3.6.2; 
· 6. Ch. 5.1.1.3.6.3; 
RRC message optimisations: 
· 7. Ch. 5.1.1.3.7
Keep the UE in connected mode: 
· 8. Ch. 5.1.2.3.1

2.2 
Control Plane and SI/lu-only solutions

In Solution 1 (5.1.1.3.1), IP data packet is piggybacked to RRC_Connection_Setup_Complete/RRC_Connection_Release (Uu) and Initial_UE_Message/downlink_NAS_Transport (S1) in order to reduce the total number of messages sent over the air interface compared to the existing Service Request procedure which is needed for data transfer. 

As the Uu ciphering/encryption is not initiated in this solution the NAS level encryption for control plane message is also used to encrypt the user plane IP data packet between UE and MME. The same solution is already used in TAU procedure. 

In Solution 2 (5.1.1.3.2), the RAN level impacts (from UE point of view) are the larger NAS messages, especially in RRCConnectionSetupComplete, and in adding NAS container in RRCConnectionRelease message. This solution has similarities with the Solution 1 (5.1.1.3.1), 

· In both solutions the RRC security is not established, but the existing NAS security, which is established in Attach is utilised for user data, too. An additional encryption level, with key exchange (inside the NAS messages, i.e., invisible to RAN), is added. 

· The differences between these two solutions are primarily on core network level. 

Optimisation: “C-plane connection termination aspects”, in this optimisation, the UE may determine if data needs to be sent in UL after a DL message has been received (typically a trigger message). The messages are on NAS level, hence no direct RAN impact.

Optimisation: “RRC security aspects”, in this solution RAN level security is established, but only for control plane (for SRBs). The arguments for this solution are that mobility can be supported, and that activation of DRBs is more reliable, if they need to be established. On the other hand, this solution may lead to complex state transitions and handover cases. Modifications on RAN level (visible to the UE) are:

· PDCP processes differently than today’s control and user plane PDUs.

· New security mode procedures: At least additional security mode procedure to establish DRB security after SRB security has been established.

· Modifications of security mode handling in handover (especially when the source eNB supports this feature and target eNB does not, and UE has only SRB security active in the source eNB)

In solution 3 (5.1.1.3.4), change is needed to the RRC Connection Setup procedure as it does not actually establish RRC Connection, but is used to transmit the small packet transmission.

In solution 4 (5.1.1.3.5), the transfer of the small data in downlink starts with S1AP PAGING message, which is sent to all eNBs of the Tracking Areas of the UE. However, the small data is not yet sent to UE but stored in eNB. After a paging procedure (which indicates that there is small data, i.e., no service request procedure needed), eNB sends small data to UE in RRCConnectionSetup message. UE acknowledges the reception of the message in RRCConnectionSetupComplete message. 
The modification on RAN level is that the RRCConnectionSetup message needs to have NAS container. 

NAS level encryption is assumed to be sufficient here. However, similar solution as in 5.1.1.3.1 and 5.1.1.3.2 could be applied for additional security. (In general, this solution resembles on RAN level these two solutions.).
For this group of the solutions, the impact on RAN is mainly on extension of RRC messages, security procedures, and RRC signalling procedures. 
Proposal 1: The solutions in Control Plane and SI/lu-only group may be complicated to realise, and quite a lot of effort would be needed to analyse the impact to the system, particularly in co-existence with legacy procedures and given that the impacts to AS-NAS interface is significant.
2.3 

State Reduction Solutions
Solutions included in this group in principle work similarly, in that signalling is reduced between state transitions. Solution 5 (5.1.1.3.6.2) reduces signalling inside the network between eNB and CN. It is about optimisation for small data transmission in ECM-idle mode without transition to ECM-connected mode. The encryption is between UE and S-GW, and it is assumed that the UE can keep the security context also in RRC_IDLE. 

The small data fast path is made possible by providing a Bearer Resource ID to the UE that represents the bearer in the SGW. When the criterion for small data is met, the UE passes the data together with the SGW Bearer Resource ID to the eNB where it is currently camping using Uu. It is unclear what the format would be for the bearer resource ID but it is clear each MTC device needs one PDN connection which includes ciphering keys, PDCP sequence number, etc. 

The SGW needs to store the security information for the PDN connection. The MME needs to provide the UE with Bearer Resource IDs (that can be used by the eNB to derive corresponding SGW S1-U F-TEIDs).  It also needs to derive small data security keys and send it to the SGW as part of the existing session signalling. One question is how the method would work without transition to ECM-CONNECTED mode even once. Since the integrity protection shall be applied at the RRC layer, if RRC connection is not established then the integrity protection would not work. It is more likely that the method would be workable only after the device accessing the cell normally the first time and build the RRC connection. Afterwards the MME then stored the bearer resource ID and associated integrity and ciphering keys. It is more like UTRAN CELL_PCH state adapted to LTE and it creates a small data fast path in a semi-idle mode.

In Solution 6 (5.1.1.3.6.3), the encryption is between eNB and UE, eNB keeps the AS level security context also when the UE is no longer in RRC_CONNECTED (UE enters a state similar to GERAN GPRS Ready state). This method includes that “For connectionless mode operation, during PDN connection set up a Connection ID is sent to the UE. The Connection ID identifies the PDN and the SGW uniquely” This needs to preserve bearer ID and possible associated security IDs. We see this solution is only possible after the first time RRC connection set up; hence this is a bit similar to “Small Data Fast Path”. So we tend to support this one as the impact at RAN and UE level could be similar to “Small Data Fast Path”. 

The solutions in this group may need to buffer bearer ID, cyphering keys etc. at eNB/MME/UE which may consume memory. However this seems not an issue along the time. Since the solution is similar to UMTS CELL_PCH state, the impact to eNB and UE are predictable and acceptable, hence we tend to support this group of solutions.

Proposal 2: Impact on UE and eNB by small fast data path and similar solutions should be predicable and acceptable from a RAN perspective, and these solutions are feasible in terms of complexity. 

2.4

RRC message optimisations
In this solution (5.1.1.3.7), for both UMTS and LTE, the RRC messages are combined in order to reduce the total number of messages sent over the air interface. 

Primarily, it is proposed to include the initial NAS message in RRC Connection Request and send over RACH. From RAN perspective, this increases the overhead on common channels which could result in additional delay, and impact to the RACH capacity since the common resources would be in use by small transmission devices for longer periods of time. Furthermore, the existing RRC message size for RACH is a limitation for both EUTRAN and UTRAN, and therefore extension of the RRC Connection Request appears unfeasible. 

It is further proposed that security control is piggybacked along with other RRC messages. It needs to be studied whether this introduces a security risk, for example if the initial NAS message is send without security. 

In this solution the overall size of the signalling is not decreased, there for the time to send and receive RRC signalling is not significantly reduced and the overall resource usage is not significantly reduced, even though the absolute number of RRC messages is reduced.

Given the complexity and relatively small benefit of this solution from a RAN perspective, RAN2 should indicate that this solution is not feasible, or at least very difficult to achieve. It’s proposed that there is not much benefit to spend too much time analysing this solution in great detail.

Proposal 3: Given the complexity and relatively small benefit of solutions on extension RRC messages from a RAN perspective, these solutions are not feasible, or at least very difficult to achieve. 
2.5 

Keep the UE in connected mode

Given that a solution exists in UMTS today, one could also then foresee a similar solution being used in EUTRAN. A term “long connected mode” is mentioned in [2]  which refers to connected mode with longer user inactivity timer and different UE measurement configuration. It may also be beneficial to introduce an additional RRC Connected sub-state, which has similar characteristics to UMTS CELL_FACH or CELL_PCH, which allows for small data optimised configuration, such as longer DRX and optimised timer and measurement handling. This isolates the impact due to Rel-12 enhancements, from legacy operation, and could provide a wrapper also for other enhancements such as longer DRX. 

Other aspects to consider in more detail are:

· Whether mobility should be handled in a similar way to idle mode (i.e. like UMTS semi-idle states) since longer measurement periods and DRX periods can affect handover robustness. 

· How to manage transition to the “long connected mode” – i.e. whether it should be done using RRC signalling, or whether timer based approach can be used (currently in UMTS RRC signalling is used for state change, so one possibility is to also allow timer based transition to CELL_PCH in addition to the existing timer based 2-stage DRX schemes for UMTS as well as EUTRAN)

Since this solution addresses both of the key issues for signalling overhead reduction (1- efficient small data transmission, 2- frequent small data transmission) and additionally provides a way to address UE power consumption improvements (particularly to enable longer DRX in connected mode), and is relatively simple compared to other solutions, this should be considered from a RAN point of view one of the most favourable and RAN2 should further analyse the benefits and complexity for inclusion in the TR.
Proposal 4: Given the “keep in connected mode” solution is relatively simple compared to other solutions and is already supported particularly in UMTS system it should be considered as high priority solution and a favourable solution from RAN point of view.

Proposal 5: Keep the UE in connected mode is a solution that could be investigated purely in RAN WGs as there should be no AS-NAS interface impact, and hence we should indicate to SA2 that this solution is in the scope of RAN2 and that RAN2 will continue the evaluation of these. 
3
Conclusion
In this paper we have provided our technical analysis on the 8 SDDTE solutions included in SA2 LS [2]. We tried to give some example text proposal at the end of this paper. Based on the analysis on the complexity and RAN impact we have the following proposals:  
Proposal 1: The solutions in Control Plane and SI/lu-only group may be complicated to realise, and quite a lot of effort would be needed to analyse the impact to the system, particularly in co-existence with legacy procedures and given that the impacts to AS-NAS interface is significant.

Proposal 2: Impact on UE and eNB by small fast data path and similar solutions should be predicable and acceptable from a RAN perspective, and these solutions are feasible in terms of complexity. 

Proposal 3: Given the complexity and relatively small benefit of solutions on extension RRC messages from a RAN perspective, these solutions are not feasible, or at least very difficult to achieve. 
Proposal 4: Given the “keep in connected mode” solution is relatively simple compared to other solutions and is already supported particularly in UMTS system it should be considered as high priority solution and a favourable solution from RAN point of view.

Proposal 5: Keep the UE in connected mode is a solution that could be investigated purely in RAN WGs as there should be no AS-NAS interface impact, and hence we should indicate to SA2 that this solution is in the scope of RAN2 and that RAN2 will continue the evaluation of these. 
4
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5
Example text proposal for 37.8xx

Here we make some example text proposal for the TR 37.8xx
***************** Start of changes **********************
x
Solutions for Signalling Overhead Reduction

x.1
Optimised RRC connection management
[editor’s note: this includes the solution described in TR23.887, section 5.1.1.3.7 “Service Request signalling reduction by RRC message combining’. A short summary of the solution is meant to be included here]
In this solution, for both UMTS and LTE, the RRC messages are combined in order to reduce the total number of messages sent over the air interface. 

Primarily, it is proposed to include the initial NAS message in RRC Connection Request and send over RACH. This increases the overhead on common channels which could result in additional delay, and impact the RACH capacity, since the common resources would be in use by small transmission devices for longer periods of time. Furthermore, the existing RRC message size for RACH is a limitation for both EUTRAN and UTRAN, and therefore extension of the RRC Connection Request appears unfeasible. 

It is further proposed that security control is piggybacked along with other RRC messages. It needs to be studied whether this introduces a security risk, for example if the initial NAS message is send without security. 

In this solution the overall size of the signalling is not decreased, there for the time to send and receive RRC signalling is not significantly reduced and the overall resource usage is not significantly reduced, even though the absolute number of RRC messages is reduced.

Given the complexity and relatively small benefit of this solution, it is considered that this solution is not feasible, or at least very difficult to achieve. 
x.2
Control Plane solutions
[editor’s note: this refers to the possibility to introduce modified/short-lived RRC connections with no U-plane radio bearer establishment. For instance this includes the solutions described in TR23.887, section 5.1.1.3.1 “Use of pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security”, section 5.1.1.3.2 “Optimised handling of C-plane connection for Small Data and Device Trigger Transmission without U-plane bearer establishment in E-UTRAN” and section 5.1.1.3.5 “Downlink small data transfer using RRC message”. A short summary of these solutions is meant to be included here]
In Solution 1 (5.1.1.3.1), IP data packet is piggybacked to RRC_Connection_Setup_Complete/RRC_Connection_Release (Uu) and Initial_UE_Message/downlink_NAS_Transport (S1) in order to reduce the total number of messages sent over the air interface compared to the existing Service Request procedure which is needed for data transfer. 

As the Uu ciphering/encryption is not initiated in this solution the NAS level encryption for control plane message is also used to encrypt the user plane IP data packet between UE and MME. The same solution is already used in TAU procedure

In Solution 2 (5.1.1.3.2), the RAN level impacts (from UE point of view) are the larger NAS messages, especially in RRCConnectionSetupComplete, and in adding NAS container in RRCConnectionRelease message. This solution has similarities with the Solution 1 (5.1.1.3.1), 

· In both solutions the RRC security is not established, but the existing NAS security, which is established in Attach is utilised for user data, too. An additional encryption level, with key exchange (inside the NAS messages, i.e., invisible to RAN), is added. 

· The differences between these two solutions are primarily on core network level. 

Optimisation: “C-plane connection termination aspects”, in this optimisation, the UE may determine, if data needs to be sent in UL, after a DL message has been received (typically a trigger message). The messages are on NAS level, hence no direct RAN impact.

Optimisation: “RRC security aspects”, in this solution RAN level security is established, but only for control plane (for SRBs). The arguments for this solution are that mobility can be supported, and that activation of DRBs is more reliable, if they need to be established. On the other hand, this solution may lead to complex state transitions and handover cases. Modifications on RAN level (visible to the UE) are:

· PDCP processes differently than today’s control and user plane PDUs.

· New security mode procedures: At least additional security mode procedure to establish DRB security after SRB security has been established.

· Modifications of security mode handling in handover (especially when the source eNB supports this feature and target eNB does not, and UE has only SRB security active in the source eNB)

In solution 4 (5.1.1.3.5), the transfer of the small data in downlink starts with S1AP PAGING message, which is sent to all eNBs of the Tracking Areas of the UE. However, the small data is not yet sent to UE but stored in eNB. After a paging procedure (which indicates that there is small data, i.e., no service request procedure needed), eNB sends small data to UE in RRCConnectionSetup message. UE acknowledges the reception of the message in RRCConnectionSetupComplete message. 
The modification on RAN level is that the RRCConnectionSetup message needs to have NAS container. 

NAS level encryption is assumed to be sufficient here. However, similar solution as in 5.1.1.3.1 and 5.1.1.3.2 could be applied for additional security. (In general, this solution resembles on RAN level these two solutions.).

x.3
Connectionless approaches

[editor’s note: this refers to the possibility to introduce connectionless approaches, where the UE remains in ECM-idle and RAN aspects are FFS. For instance this includes the solutions described in TR23.887, section 5.1.1.3.6.2 “Small Data Fast Path” and section 5.1.1.3.6.3 “Connectionless Data Transmission”. A short summary of these solutions is meant to be included here]
Solutions included in this group in principle work similarly, in that signalling is reducted between state transitions. Solution 5 (5.1.1.3.6.2) is to reduce signalling inside the network between eNB and CN. It is about optimisation for small data transmission in ECM-idle mode without transition to ECM-connected mode. The encryption is between UE and S-GW, and it is assumed that the UE can keep the security context also in RRC_IDLE. 

The small data fast path is made possible by providing a Bearer Resource ID to the UE that represents the bearer in the SGW. When the criterion for small data is met, the UE passes the data together with the SGW Bearer Resource ID to the eNB where it is currently camping using Uu. It is unclear what the format would be for the bearer resource ID but it is clear each MTC device needs one PDN connection which includes ciphering keys, PDCP sequence number etc.. 

The SGW needs to store the security information for the PDN connection. The MME needs to provide the UE with Bearer Resource IDs (that can be used by the eNB to derive corresponding SGW S1-U F-TEIDs).  It also needs to derive small data security keys and send it to the SGW as part of the existing session signalling. One question is how the method would work without transition to ECM-CONNECTED mode even once. Since the integrity protection shall be applied at the RRC layer, if RRC connection is not established then the integrity protection would not work. It is more likely that the method would be workable only after the device accessing the cell normally the first time and build the RRC connection. Afterwards the MME then stored the bearer resource ID and associated integrity and ciphering keys. It is more like UTRAN CELL_PCH state adapted to LTE and it creates a small data fast path in a semi-idle mode.

In Solution 6 (5.1.1.3.6.3), the encryption is between eNB and UE, eNB keeps the AS level security context also when the UE is no longer in RRC_CONNECTED (UE enters a state similar to GERAN GPRS Ready state). This method includes that “For connectionless mode operation, during PDN connection set up a Connection ID is sent to the UE. The Connection ID identifies the PDN and the SGW uniquely” This needs to preserve bearer ID and possible associated security IDs. We see this method is only possible after the first time RRC connection set-up; hence this is a bit similar to “Small Data Fast Path”. 

The solutions in this group may need to buffer bearer ID, cyphering keys etc. at eNB/MME/UE which may consume memory. However this seems not an issue along the time. Since the solution is similar to UMTS CELL_PCH state, the impact to eNB and UE are predictable and acceptable.
x.4
S1/Iu-only optimisations 
[editor’s note: this refers to the possibility to introduce network (i.e. S1AP/RANAP) signalling optimisations, with no impacts on Uu interface. For instance this includes the solution described in TR23.887, section 5.1.1.3.4 “Stateless Gateway for cost efficient transmission of infrequent or frequent small data”. A short summary of the solution is meant to be included here]
Change is needed to the RRC Connection Setup procedure as it does not actually establish RRC Connection, but is used to transmit the small packet transmission.
5.5
Keep the UE in connected mode
[editor’s note: this refers to the solution described in TR23.887, section 5.1.2.3.1 “Keep the UE in connected mode”. A short summary of the solution is meant to be included here]
A term “long connected mode” is mentioned in [2] which refers to connected mode with longer user inactivity timer and different UE measurement configuration. It may also be beneficial to introduce an additional RRC Connected sub-state, which has similar characteristics to UMTS CELL_FACH or CELL_PCH, which allows for small data optimised configuration, such as longer DRX and optimised timer and measurement handling. This isolates the impact due to Rel-12 enhancements, from legacy operation, and could provide a wrapper also for other enhancements such as longer DRX. 

Other aspects to consider in more detail are:

· Whether mobility should be handled in a similar way to idle mode (i.e. like UMTS semi-idle states) since longer measurement periods and DRX periods can affect handover robustness. 

· How to manage transition to the “long connected mode” – i.e. whether it should be done using RRC signalling, or whether timer based approach can be used (currently in UMTS RRC signalling is used for state change, so one possibility is to also allow timer based transition to CELL_PCH in addition to the existing timer based 2-stage DRX schemes for UMTS as well as EUTRAN)

Since this solution addresses both of the key issues for signalling overhead reduction (1- efficient small data transmission, 2- frequent small data transmission) and additionally provides a way to address UE power consumption improvements (particularly to enable longer DRX in connected mode), and is relatively simple compared to other solutions, this should be considered from a RAN point of view one of the most favourable and RAN2 should further analyse the benefits and complexity for inclusion in the TR.
***************** End of changes *********************
�Just deleted from our paper, as we are grouping slightly differently based on RAN impact - we can always say we are fine with other grouping verbally. 





