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1.
Overall description:

RAN3 has started discussing how to implement the security feature into the RAN3 specs [1][2]. During the discussion, RAN3 realized that some clarifications are still required from RAN2 and SA3 in order to correctly implement the needed security mechanisms over S1 and X2.
Algorithm selection
RAN3 originally assumed that the MME is the node selecting the AS security algorithm (see LS from SA3 in [3]); however according to [4], it seems that the eNB is the node selecting the AS security algorithm. In the two cases, RAN3 understanding of the interactions between eNB and MME is as follows:
Case #1 : AS security algorithm selection in the MME

· MME receives the eNB security capability by S1 Setup message

· MME receives the UE security capabilities by NAS message during the Attach procedure
· MME selects the AS security algorithm based on UE security capability and eNB security capability
· MME sends the selected security algorithm to the eNB in the Initial Context Setup
Case #2 : AS security algorithm selection in the eNB 
· eNB receives from the MME the list of allowed security algorithms and the UE security capabilities in the Initial Context Setup
· Question: RAN3 would like to understand if the UE security capabilities are part of the UE radio capabilities that the eNB receives from the MME in the Initial UE Context Setup
· eNB selects the AS security algorithm based on its own capabilities, the UE security capabilities and the list of allowed security algorithms
UE security capability handling during X2 handovers
According to [3][4], during an X2 handover the target eNB needs to send the UE security capabilities received from the source eNB to the MME. But according to RAN3 understanding the UE security capabilities are already available in the MME and therefore it is not clear why this additional information should be send from the target eNB to the MME in the path switch message.  
KDF handling
It is not clear to RAN3 whether the KDF used by the eNB is negotiated between eNB and MME, or it is always up to the MME to assign the KDF to the eNB
KeNB handling
As summarised in [1], it is not clear whether there is any security requirement to hide the network topology from the UE during mobility. The existence of such requirement would mean that RAN3 has to define some sort of Path Switch signalling to support KeNB derivation using NCC +1 and NCC +2 during Intra eNB Handover.

.
2. Actions:
To TSG-SA WG3:
.RAN3 would like SA3 to answer the following questions:

1. Which node performs the AS security algorithm selection (MME or eNB)?

2. Depending on the answer to question 1, could SA3 confirm that RAN3 understanding on the interaction between MME and eNB for security algorithm selection is correct?
3. Are the UE security capabilities part of the UE radio capabilities? [As far as RAN3 is concerned this question is relevant in case of AS security algorithm selection in the eNB].
4. Is any KDF used by the eNB negotiated between eNB and MME, or does the MME always assign the KDF to the eNB?
5. Is there any security requirement to hide the network topology from the UE during mobility? 
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