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Introduction
In the last adHoc meeting it has been agreed to initialize the COUNT value of the SRB1 at initial AS security start.
Details
Below is the excerpt of the draft minutes form the AdHoc meeting in Vienna:
R2-075517:
Start of AS security Ericsson (section 3)

 Proposal 3:

-       Infineon asks if this proposal is for initial activation only. Ericsson confirmed.

=> Agreed

 

The Proposal 3 in the document R2-075517 is:

Proposal 3: The COUNT value for AS security is implicitly set to zero at initial AS security start. 
This has been captured in the RRC specification. This would imply that we have different behaviour for PDCP entity mapped to SRB1 and other RBs, since for all other SRBs and DRBs it has been agreed to initialize the COUNT value at the setup.
It is our understanding that the PDCP Sequence number as well as the MAC-I will always be present irrespective of whether security has been started or not. Therefore we believe that there is no ambiguity in the COUNT value if the PDCP entity performs normal maintenance of PDCP sequence numbers prior to the activation of security.
We believe that re-initializing the COUNT value at the security does not bring any advantage, and introduces a special unnecessary handling.
It seems to be clear in the PDCP specification that the COUNT value should be initialized to 0 at the establishment of the PDCP entity, and thus we do not foresee any special handling for this.
Conclusion

We propose to remove the initialization of the COUNT value for SRB1 at the initial security start, and adapt the proposed change as in the below pseudo-CR (based on R2-07xxxx CR 001 to 36331-800-v02.doc).
5.3.4.3
Reception of the SECURITY MODE COMMAND by the UE

The UE shall:
1>
If the UE successfully completes the initial setup of the security configuration:

2>
set the contents of SECURITY MODE COMPLETE message as follows:
3>
Tbs


2>
configure lower layers to apply integrity protection using the indicated algorithm immediately i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE including the message used to indicate the successful completion of the procedure;

2>
configure lower layers to apply ciphering using the indicated algorithm after completing the procedure i.e. ciphering shall not be applied to message used to indicate the success completion of the procedure;

2> submit the SECURITY MODE COMPLETE message to lower layers for transmission, upon which the procedure ends.

1>
else:

2>
set the contents of SECURITY MODE FAILURE message as follows:

3>
Tbs

2>
continue using the configuration used prior to the reception of the SECURITY MODE COMMAND message i.e. neither apply integrity protection nor ciphering.

2> submit the SECURITY MODE FAILURE message to lower layers for transmission, upon which the procedure ends.

*************************  Next change ************************* 
5.3.9
Radio resource configuration

5.3.9.1
Introduction

To be specified

5.3.9.2
Initial setup of a radio resource configuration

1> If the RRC CONNECTION RECONFIGURATION message is used to establish one or more RBs (details tbs i.e. includes the IE’: 

2>
FFS;
To be completed

5.3.9.3
Modification of a radio resource configuration

To be specified

*************************  Next change ************************* 

5.4.2.4
Successful completion of the handover to E-UTRA

The UE shall:

Editors note
There may be a need to re-map information regarding e.g. EPS bearers, security context, initialisation of variables

1>
If the UE successfully completes Handover to E-UTRA procedure (details to be specified):


2>
configure lower layers to apply integrity protection using the indicated algorithm immediately i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE including the message used to indicate the successful completion of the procedure;

2>
configure lower layers to apply ciphering using the indicated algorithm immediately i.e. ciphering shall be applied to all subsequent messages received and sent by the UE including the message used to indicate the successful completion of the procedure;
2>
set the contents of RRC CONNECTION RECONFIGURATION COMPLETE message as follows:
3>
Tbs

2> submit the RRC CONNECTION RECONFIGURATION COMPLETE message to lower layers for transmission, 
2>
enter E-UTRA RRC_CONNECTED, upon which the procedure ends.

To be completed
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