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1 Introduction

The order of ciphering and integrity is currently FFS. It is proposed to study the desired behaviour in case of algorithm change at eNB handover.
2 Discussion
The current Stage 2 indicates in section 10.1.2.1.1 that the Source eNB performs the necessary integrity protection and ciphering of the message of the HANDOVER COMMAND.

In UMTS however, in case of SRNS relocation, it was decided that the Target RNC performs the integrity protection and this for two reasons as recently explained over the RAN2 reflector:
· #1 Having the source calculating the MAC-I required the source RNC to be completely aware of the ASN.1 syntax used by the target RNC and therefore it was decided to move the MAC-I calculation to the target RNC (note: initially in UMTS, the source RNC was suppose to calculate the MAC-I)
· #2 For the case of IP algorithm change, this allows to use the new IP algorithm for the protection of the HANDOVER COMMAND.
In the case of LTE, the first concern doesn’t apply with integrity protection performed at the PDCP layer. But the second one is still valid (this is maybe to be check with SA3).
In case we finally need to perfoms the integrity protection with the new IP configuration, and therefore in the Target eNB, it is required that integrity is performed before ciphering as in UMTS.
But it should also be noted that as in LTE integrity protection is performed at the PDCP layer, this would have some consequence. If an already IP protected HANDOVER COMMAND transferred from the target eNB to the source eNB, for this particular message half of the PDCP security processing will be done in the target eNB (IP part) and half of it in the source eNB (ciphering part)… the PDCP functions would be split into two for the handling of this message. 
Furthermore, as the COUNT value to for IP and ciphering are the same, it is difficult to work out which SN should be used for this message.
Having both IP and ciphering of control plan moved to RRC wouldn’d really help to have a cleaner handling of this message as in this case it would imply a split of the RRC security functions between the two eNBs and as it doesn’t solve the single SN issue describe above.
3 Conclusion
This paper shows that it is going to be very difficult to mandate the new IP algorithm for the protection of the HANDOVER COMMAND in case of IP algorithm change.

We are proposing to check this requirement with SA3 and to capture it in an open issue list.
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