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1. Introduction

The assumption that security is only initiated once during an RRC connection provides some simplification to the Security configuration.  Further, there is no ongoing data transfer on the user plane at the time of Security configuration.  These simplifications provide an opportunity to revisit the techniques used in UMTS and see if other more efficient or simpler mechanism exist.  

2. Discussion

While the restrictions on when security mode can be configured can allow possible simplifications to the security configuration, there are still several initial states in which security needs to be configured.  The initial state has an impact on the choice of how security is configured. The different options for security configuration are discussed further.
2.1. Different cases for Security configuration

To understand the complexities of security mode configuration, the different scenarios for security mode configuration are studied in more details.

1) Attach procedure: During an Attach procedure, several NAS messages such as Authentication etc. may be exchanged before security is configured.  NAS security procedure must also be configured.  Under normal operation, one can expect that all these NAS procedures would have completed before the security mode configuration but there could potentially be some outstanding responses from the UE.  There are two options to handle this:
a. Ensure that NAS waits for completion of all outstanding procedures before a security mode command is issued.  This should generally be acceptable for most normal cases but it could potentially delay the security mode command and increase call setup delay since the NAS procedure timeouts are of the order of seconds.  

b. Allow NAS to start security even if there may be some outstanding responses.  This would provide more flexibility especially in abnormal situations where the UE response to a non-critical message is delayed.   However, this would mean that there could be UL messages in the pipeline and these could collide with the security mode configuration procedure.  
2) Tracking Area update/Detach procedure:   these are almost identical to the Attach procedure except that in most cases NAS security will not need to be reconfigured.   Further, it may be possible that some NAS TA update may not invoke AS security configuration.  
3) Service Request procedure: This is a time critical procedure and must invoke AS security procedures.  NAS security re-configuration procedure is not expected to be needed (see section 2.3 below).  
4) Handover:  
a. Security re-configuration during HO: This security re-configuration will provide details where required of the new algorithm, keys, initial values etc.  This configuration is discussed in a different contribution.

b. HO during or before a security configuration:  There is no decision yet on whether HOs should be allowed before the establishment of AS security.  However, the proposal from operators [R2-072719] indicate that some RRC signaling may be involved before security is started. 

In summary, it can be noted that
· both NAS and RRC messages may be exchanged before security can be started.  There could be a collision of UL messages in both of the SRBs with the DL security configuration message.
· No user plane data is transferred before security is initiated (with the exception of security re-configuration during HO).    .

2.2. Handling the other SRB during security re-configuration:
As was shown above, at the time of security mode command, there is a  possibility that there could be two SRBs and data in transit in both of them.  But there are no data bearers active at this time.

For the high priority SRB that is expected to carry the Security Mode command, it is possible to simply note that all UL signaling messages with a SN up to the SN of the message Security mode complete are unciphered and all messages with SN above this are ciphered.

However, the handling of the other SRB is not so simple.  The two SRBs are independent and the SN used for each are also independent.    And it not possible to identify if a signaling message in the other SRB was sent after receipt of the Security configuration command or not without some additional procedure.  In other words, it is not possible to identify if a message in the other SRB is ciphered or not.
Some solutions for security configuration for these conditions are:

1) Use a “synchronised” configuration in RRC.  That is, have either the network or the UE provide the SN from which the security configuration for the other SRB will be valid. There are still two options possible:

a. Suspend any signalling transfer on the other SRB until the Security mode complete carrying the SN of activation is sent and acked by the network.  This is simple but can cause delay in signalling which can be avoided.

b. Allow transmission of uplink messages even during Security configuration procedure.  Provide a future SN at which security will be started such that the UE can be sure that the network would have received the SM complete with the SN.  However, the SN chosen must be far enough out such that it will not be received before the SMC accept.  

2) Carry one bit in the PDCP header indicating if the PDU is encrypted or not.  Since the security configuration will only be changed once, one bit is sufficient.  However this bit will be required in all PDCP PDUs that carry signalling messages.  (Note that the PDCP headers for the SRBs will need to be different anyway to carry the IP checksum.)
3) Use a control PDU for each logical channel to provide the start of encryption information.  All subsequent PDUs will be ciphered.  This can be standalone control PDU (which may get concatenated by the RLC) or information appended to an existing PDU.  Note that the decision to not use SNs for the PDCP control PDUs mean that we have to rely on the re-ordering in the RLC to ensure the correct sequence of this packet.
Solution 1 a. is based on UMTS and well known.  Solution 2 is similar to what is used in 2G GPRS.  It may also provide some flexibility if for some reason a need arise to carry an unencrypted PDU.  
2.3. SMC during Service request and establishment of data bearers:

In case of a successful service request procedure, it is not expected that there would be any signalling exchange before the SMC command.  However, it should be possible to start UL data transmission as soon as the SMC accept is delivered to the network.  The options possible are:

1) Wait for RLC Ack of the SMC complete before sending any user data.  This will cause some additional delay for the user data.
2) Assume implicitly that all user data is always encrypted.  This is possible since the SMC will always precede an acceptance of the Service Request and user data will only be sent after a successful SR and SMC (the assumption is also that security is invoked even for emergency calls).
3) Use a control PDU with each of the data bearers to indicate it has started ciphering or the use of a bit in the PDCP header to indicate ciphered packet are not considered valid solutions since they are inefficient, delays user data or doesn’t work with RLC-UM.
Solution 2 is fastest and sufficient if the current assumptions are valid.
2.4. Independent NAS and AS security configuration

Another point to consider is that the NAS security also needs to be started during the Attach procedure.  There are few scenarios to consider:

c. NAS and AS security parameters need to started/change – such as during Attach and also for key change following a fresh authentication (if NAS waits for the next S1 establishment to use new keys)

d. Only NAS key changes: this will happen after a fresh authentication and NAS did not wait for an S1 connection establishment to use new keys

e. Only AS security configuration is required: this is most common case for every S1 connection establishment.

Since there are many cases where the two security mode configurations do not happen simultaneously and most cases where the NAS security configuration is requires is not time critical (such as during an Attach) and to avoid unnecessary interaction between AS and NAS security configuration, it is proposed not to link the two procedure together.   Further failure cases will be more complex since failure can occur for each of the procedures.

However key change by means of fresh authentication becomes more complex for the EPC.  To avoid delay establishing an S1 connection after an authentication for a key change, NAS security procedures will need to be run before the S1 connection is released and re-established to invoke new keys in AS.  This is illustrated in the Figure below.
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Figure 1: Key refresh sequence using a fresh Authentication procedure.
It is hence proposed: NAS and AS security configuration must kept independent.  This may require that NAS need to support key change during an ongoing connection.  Liaise with SA2, SA3 and CT1 if this is acceptable.

3. Summary and proposal
The document discussed the different scenarios for security configuration.  It also identified the need to handle signaling messages on the other SRB.  Solutions were also proposed for handling signaling messages on the other SRB and also for user data.
It is proposed to discuss these solutions and reach an agreement on the best option.

It is also proposed that NAS and AS security configuration must be kept independent.  If this is acceptable from RAN2 point of view, it is proposed to liaise with other concerned groups.
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