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1 Introduction
This document identifies potential issues on ciphering during SRNS relocation.s
2 Discussion

2.1 COUNT-C re-initialisation for SRB2

In subsection 8.2.2.2 of [1], it is specified that in case of SRNS relocation, the COUNT-C of SRB2 shall be re-initialised using the HFN component of COUNT-C of this SRB as follow:

The UE shall transmit a response message as specified in subclause 8.2.2.4, setting the information elements as specified below. The UE shall:

1>
if the received reconfiguration message included the IE "Downlink counter synchronisation info"; or

1>
if the received reconfiguration message is a RADIO BEARER RECONFIGURATION and the IE "New U-RNTI" is included:

2>
re-establish RB2;

2>
set the new uplink and downlink HFN component of COUNT-C of RB2 to MAX(uplink HFN component of COUNT-C of RB2, downlink HFN component of COUNT-C of RB2);

2>
increment by one the downlink and uplink values of the HFN component of COUNT-C for RB2;
2>
calculate the START value according to subclause 8.5.9;

2>
include the calculated START values for each CN domain in the IE "START list" in the IE "Uplink counter synchronisation info".

Whereas, for all other UM or AM RBs, the START value included by the UE in the response message shall be used (subsection 8.2.2.3):

If the new state is CELL_DCH or CELL_FACH, the response message shall be transmitted using the new configuration after the state transition, and the UE shall:

1>
if the IE "Downlink counter synchronisation info" was included in the reconfiguration message; or

1>
if the received reconfiguration message is a RADIO BEARER RECONFIGURATION and the IE "New U-RNTI" is included:

2>
when RLC has confirmed the successful transmission of the response message:

3>
re-establish all AM and UM RLC entities with RB identities larger than 4 and set the first 20 bits of all the HFN component of the respective COUNT-C values to the START value included in the response message for the corresponding CN domain;

3>
re-establish the RLC entities with RB identities 1, 3 and 4 and set the first 20 bits of all the HFN component of the respective COUNT-C values to the START value included in the response message for the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN;

3>
set the remaining bits of the HFN component of COUNT-C values of all UM RLC entities to zero;

3>
re-initialise the PDCP header compression entities of each radio bearer in the variable ESTABLISHED_RABS as specified in [36].
For the Target RNC to be able to decipher the response message sent by the UE on SRB2, the UL COUNT-C of the UE and the UTRAN have to be initialised with the same value, i.e. MAX(uplink HFN component of COUNT-C of RB2, downlink HFN component of COUNT-C of RB2).

The DL HFN and DL HFN of SRB2 are provided to the Target RNC in the SRNS Relocation Info container.

There is a possibility than between the time at which the Source RNC evaluate the HFNs and the instant when the UE does it, some RRC messages are sent on the UL on SRB2 (e.g. Measurement report messages). If the UL HFN of SRB2 is close or bigger to the DL HFN of SRB2 and if the RLC SN of the UL SRB2 are close to roll over, those messages could trigger a HFN incrementation in the UE but not in the UTRAN and therefore the COUNT-C of SRB2 would not be initialised with the same value in the two entity.

If this happen, the Target RNC won’t be able to decipher the response message correctly and the relocation will fail.

This paper propose that RAN2 recognises that the above scenario is possible and decides on a way forward. Whether, RAN2 tries to solve this issue, or we don’t do anything and accept that in some case the relocation will fail (and let any potential solution to UTRAN implementation).

2.2 IE in SRNS Relocation Info

To help the reading of this contribution, below are pasted the security related information transfer from the Source RNC to the Target RNC.

	Ciphering related information
	
	
	
	

	>Ciphering status for each CN domain
	MP
	<1 to maxCNDomains>
	
	

	>>CN domain identity
	MP
	
	CN domain identity 10.3.1.1
	

	>>Ciphering status
	MP
	
	Enumerated(Not started, Started)
	

	>>START
	MP
	
	START 10.3.3.38
	START value to be used in this CN domain.

	>Latest configured CN domain
	MP
	
	CN domain identity 10.3.1.1
	Value contained in the variable of the same name.

	>Calculation time for ciphering related information
	CV-Ciphering
	
	
	Time when the ciphering information of the message were calculated, relative to a cell of the target RNC

	>>Cell Identity
	MP
	
	Cell Identity 10.3.2.2
	Identity of one of the cells under the target RNC and included in the active set of the current call

	>>SFN
	MP
	
	Integer(0..4095)
	

	>COUNT-C list
	CV-Ciphering
	1 to <maxCNdomains>
	
	COUNT-C values for radio bearers using transparent mode RLC

	>>CN domain identity
	MP
	
	CN domain identity 10.3.1.1
	

	>>COUNT-C
	MP
	
	Bit string(32)
	

	>Ciphering info per radio bearer
	OP
	1 to <maxRB>
	
	For signalling radio bearers this IE is mandatory.

	>>RB identity
	MP
	
	RB identity

10.3.4.16
	

	>>Downlink HFN 
	MP
	
	Bit string(20..25)
	This IE is either RLC AM HFN (20 bits) or RLC UM HFN (25 bits)

	>>Downlink SN
	CV-SRB1
	
	Bit String(7)
	VT(US) of RLC UM

	>>Uplink HFN 
	MP
	
	Bit string(20..25)
	This IE is either RLC AM HFN (20 bits) or RLC UM HFN (25 bits)

	Integrity protection related information
	
	
	
	

	>Integrity protection status
	MP
	
	Enumerated(Not started, Started)
	

	>Signalling radio bearer specific integrity protection information
	CV-IP
	4 to <maxSRBsetup>
	
	

	>>Uplink RRC HFN
	MP
	
	Bit string (28)
	

	>>Downlink RRC HFN
	MP
	
	Bit string (28)
	

	>>Uplink RRC Message sequence number
	MP
	
	Integer (0..

15)
	

	>>Downlink RRC Message sequence number
	MP
	
	Integer (0..

15)
	

	>Implementation specific parameters
	OP
	
	Bit string (1..512)
	


Point #1: When Ciphering is Started, apart one all the ‘Ciphering related information’ are Mandatory Present, but is foreseen that some of then are not useful to the Target RNC, e.g. UL and DL HFN of any RB apart SRB1 and SRB2.

Point #2: It is not clearly specified for each IE, at ‘what point of time’ they are supposed to be evaluated by the Source RNC. E.g. for the DL HFN of SRB2 in the previous scenario the reconfiguration command message sent to the UE on SRB2 has to be taken into account. The same remark is valid for the RRC HFN in the Integrity protection related information.

3 Proposal

It is proposed to discuss the above issues and to conclude on a way forward for each of them so that CR can be prepared in advance for RAN2 # 31.




