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1 Introduction
This document identifies the following issues on security.s
2 Interaction between Security Mode Control and CELL UPDATE

2.1 Cell re-selection during the Security Mode Control procedure

The cell reselection may occur at any moment identified with numbers from 1 to 5 in the flow chart below.

In the current RRC specification (i.e. 8.1.12.4b) if a cell reselection occurs during the security reconfiguration procedure (i.e. at moments identified with 2, 3 or 4) then the security procedure reconfiguration is aborted and data/signaling transmission is resumed.

The following description uses the approach taken in [2].
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The issue described here is that at the RNC side there is a potential ambiguity to know that the cell update procedure occurred after the UE sends Security Mode Complete but before the L2 ACK (i.e. moment 4) and therefore the Security procedure is aborted or the cell update occurred after the security reconfiguration is successfully completed on the UE side (i.e. moment 5). This ambiguity may propagate to the CN side.
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The following scenario is considered for an UE in CELL_FACH. The UTRAN starts a security reconfiguration procedure and will receive an RRC Security Mode Complete message indicating that the security reconfiguration procedure was successful on the Uu interface. Therefore the RNC will send the RANAP Security Mode Complete message back to the CN. Let us assume now that a cell reselection occurred after the UE transmitted the RRC Security Mode Complete and before the L2 acknowledgment is received by the UE. According to the current RRC specification the RRC Security Mode Control procedure is ended on the UE side only when the UE receives the L2 acknowledgment of the Security Mode Complete message. Since the cell update occurred before the security reconfiguration procedure is ended, the UE will abort the security procedure and will use the Integrity Protection configuration prior to the reception of the Security Mode Command message. In that case the UE and the RNC are unsynchronized since the UE maintained the old security configuration but the RNC applies the new one. Moreover the procedure was reported as successful to the CN.

2.2 Proposed solution

In order to avoid ambiguity it is proposed to change the UE behavior in the sense that the security procedure is not aborted if the cell update occurs during the reconfiguration.

This may be achieved if the cell update procedure is using the old Integrity Protection configuration as long as the security reconfiguration is not ended on the UE side, i.e. the UE received the L2 ACK of its Security Mode Complete message.

It is possible that in case of  combined Cell-Update and SRNS relocation, the Security Reconfiguration procedure may fail. In that case the Timer related to the Security Reconfiguration might be reached because the context relocation is taking time and it would trigger a RANAP Security Mode Failure.

2.2.1 Cell reselection at point 1 – Before SECURITY MODE COMMAND has been received in the UE


[image: image3.wmf] 

UE

 

UTRAN

 

SECURITY MODE COMMAND

 

SECURITY MODE 

COMPLETE / FAILURE

 

RLC Ack

 

1

 

CELL UPDATE

 

CELL UPDATE CONFIRM

 

UTRAN MOBILITY 

INFORMATION CONFIRM

 

SECURITY MODE COMMAND

 


The SECURITY MODE COMMAND is lost in the old cell and the UTRAN will need to resend the message in the new cell after the cell update procedure is completed. There are no special issues on the security reconfiguration.

2.2.2 Cell reselection at point 2 – After the UE received the SECURITY MODE COMMAND message
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It is proposed that the messages of the cell update procedure uses the old security configuration for integrity.The calculation of the activation time for ciphering in both UL and DL needs to take in account the potential occurrence of a cell update procedure.

2.2.3 Cell reselection at point 3 - the UE-RRC has given a SECURITY MODE COMPLETE / FAILURE message to UE-RLC but the message has not yet been received by UTRAN
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For this case the same applies as for the previous one. UTRAN can not distinguish between this case and the previous one. It is proposed that the UE sends the Security Mode Complete using the new Integrity Protection configuration in case that the reconfiguration was successful. The messages of the cell update procedure uses the old Integrity Protection configuration.

2.2.4 Cell reselection at point 4 – UTRAN has received a SECURITY MODE COMPLETE / FAILURE message but the UE has not yet received RLC ack
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UE can not distinguish between this case and the previous one. As in the previous case it is proposed that the UE sends the Security Mode Complete using the new Integrity Protection configuration in case that the reconfiguration was successful. The messages of the cell update procedure uses the old Integrity Protection configuration.

2.2.5 Cell reselection at point 5 – the UE has received the RLC ack
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UTRAN can not distinguish between this case and the previous one except the case when the integrity configuration changed.

3 Activation time of the first TM RBs of a CN domain

According to [1] several options could be envisaged for the setup of the first TM RBs of a CN domain as far as ciphering is concerned. It is proposed to discuss them and agree a preferred option. Then a draft CR could be prepared to clarify the specification according to the chosen option.

Let’s consider the simple scenario where a UE has got signalling connection to one CN domain, is in CELL_DCH state and for which ciphering has already started.

The UTRAN needs to setup the first TM RBs with a RB SETUP. The following option can been envisaged as far as the Ciphering activation time is concerned:

Option #1:
The RB SETUP includes the IE "Ciphering Mode Info" which includes the IE "Ciphering Activation Time for DPCH".

Option #2:
The RB SETUP includes the IE "Ciphering Mode Info" but doesn’t include the IE "Ciphering Activation Time for DPCH". Therefore the UE will include the IE "COUNT-C Activation Time" in the RB SETUP COMPLETE message.

Option #3:
The RB SETUP doesn’t include the IE "Ciphering Mode Info" and the UE should includes the IE "COUNT-C Activation Time" in the RB SETUP COMPLETE message.

Option #4:
The RB SETUP doesn’t include the IE "Ciphering Mode Info" and the UE doesn’t includes the IE "COUNT-C Activation Time" in the RB SETUP COMPLETE message. No specific ciphering activation time are exchanged.

	
	CMI included in the RB SETUP
	Ciphering Activation Time IE included in the CMI
	Ciphering Activation Time IE included in the RB SETUP COMPLETE

	Option #1
	Yes
	Yes
	No

	Option #2
	Yes
	No
	Yes

	Option #3
	No
	No
	Yes

	Option #4
	No
	No
	No


Taking into account to the way March 02 RRC is written, depending to the chosen option, the following point will need to be considered/modified in [1]:

	
	Description
	Subsections

	Option #1
	How is the UTRAN sure that the UE will support the chosen "Ciphering Activation Time for DPCH"?

The default value "Now" cannot be used.
	

	Option #2
	With the current text, the "Status" in the variable SECURITY_MODIFICATION for all the CN domains will be set to "Affected". This was envisaged to be done only when a reconfiguration message trigger a SRNS Relocation (or change of algorithm), so this may cause undesirable behaviour.
	8.2.2.3, 8.6.3.4 and 8.6.3.5

	Option #3
	With the current text, it is not specified that the UE needs to include the "COUNT-C Activation Time" in the RB SETUP COMPLETE message.

In 8.2.2.3, the text is:

· if the received reconfiguration message did not contain the IE "Ciphering activation time for DPCH" in IE "Ciphering mode info":

- …

- include the IE "COUNT-C activation time" and specify a CFN value for this IE.
	8.2.2.3

	Option #4
	No ciphering activation time are exchanged.

When shall the COUNT-C be initialised? (at "DPCH Activation Time"?)
	


Another related issue is the potential gap between the RB "Activation Time" and the "Ciphering Activation Time" (given by the "Ciphering Activation Time for DPCH" or "COUNT-C Activation Time"). In [1], it is not specified how ciphering shall be performed during the gap. So, again, several options could be envisaged:

Option #1:
No data are sent during the gap.

Option #2:
Unciphered data are sent (the use of UEA0 may not be simple as even here the COUNT-C will need to be initialised in a synchronised way in the UE and RNC)

Option #3:
Similar approached as for Timing re-initialised hard handover where HFN would not be updated until the "Ciphering Activation Time".

4 Conclusion

It is proposed to discuss the above issues and to conclude on a way forward for each of them so that CR can be prepared in advance for RAN2 # 29.

5 Reference

[1]
25.331 v3.10.0 Radio Resource Control (RRC) protocol specification

[2]
R2-001970
Interaction between RRC procedures and cell-reselection, Ericsson
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