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1. Introduction

This contribution addresses a list of questions on the security principles and the associated description in the RAN WG2 specifications. It also identifies some potential corrections needed. The analysis is based on the March version of the 33.102 specification which specifies the security architecture.

Last, the document also addresses some organisation aspects on how to complete security aspects between RAN2 and SA3.

2. Integrity protection

Question/issue 1:

The messages on which integrity protection should be applied is currently indicated in 33.102, specified witha  shall that does not give any dependancy on the security procedure. Also, the list of messages is specified as "all but …", and therefore covers messages that should not be intergrity protected e.g. TFC control in Transparent mode RLC (the message being on a few bits only…). Also, one can wonder whether the allocation of DSCH/USCH capacity in TDD should be integrity protected.

Proposed way forward:

· describe for every message in RRC whether IP applies

· propose SA3  the removal of the list from 33.102

· request SA3 to clarify requirement for some messages where need for IP is dubious or very costly

Question/issue 2:

It is not clear whether the RRC sequence number is part of the message on which XMAC-I is calculated

Proposed way forward:

· Precise in RRC

Question/issue 3:

There is a need to have the rules for RRC SN incrementation clearly specified 

Proposed way forward:

· Create a new section on security counters in RRC, and precise when the SN is incremented

Question/issue 4:

Does the RRC SN work in an unambiguous way 

Proposed way forward:

· Create a new section on security counters in RRC, and precise when the SN is incremented. Needs probably a study of the issue for all RRC procedures…

Question/issue 5:

In case of SRNS relocation, the RRC SN is exchanged between peer RNCs. How to ensure that the value is still aligned during the procedure?

Proposed way forward:

· CR of correction is needed. A new value may be sent from target RNC to UE in case of hard handover. How to cover soft handover?

Question/issue 6:

There is no diagram showing integrity protection in 25.301.

Proposed way forward:

· Align with ciphering. Add in 25.301, add in RRC, remove and reference 33.102?

3. Ciphering

Question/issue 1:

There is a diagram showing integrity protection in 25.301, duplicated in 33.102

Proposed way forward:

· Remove from 25.301? add in RRC? Refer to 33.102?

Question/issue 2:

In case of SRNS relocation with SHO, for Transparent mode (MAC case) current HFN is sent in RRC initialisation information, but may be invalid when received, leading to a loss of synchronisation

Proposed way forward:

· Send the CFN value when message was sent, and send the information on Iur? Or send the SFN value when message was sent, and send the information on Iu.

Question/issue 3:

In case of SRNS relocation with HHO, for Transparent mode (MAC case), current HFN is sent in RRC initialisation information, but may be invalid when received, leading to a loss of synchronisation. Also CFN seems missing.

Proposed way forward:

· New HFN+CFN is sent from target RNC, same as initial start of ciphering

Question/issue 4:

TDD ciphering is always synchronised on cell SFN, and therefore mechanism is different from FDD.

Proposed way forward:

· Align with FDD? Keep as it is?

Question/issue 5:

33.102 describes CFN for TM on 7 bits, 25.301 on 8 bits.

Proposed way forward:

· Align with FDD? Keep as it is?

Question/issue 6:

How is the HFN managed at RRC disconnection should be specified i.e. what is stored in the USIM.

Proposed way forward:

· In new RRC section

Question/issue 7:

Vocabulary on security, with definitions, need to be specified for the protocol.

Proposed way forward:

· CR on RRC

4. Conclusion

Depending on result of dicussions.

Also, the split between SA3 and R2 needs to be clearly identified so as to ensure that nothing is missing from the specifications.

CRs and suggestions should be provided to SA3 for consideration.

